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Without the prior written consent of ZKTeco, no portion of this manual can be copied or forwarded in
any way or form. All parts of this manual belong to ZKTeco and its subsidiaries (hereinafter the
"Company" or "ZKTeco").

ZK is a registered trademark of ZKTeco. Other trademarks involved in this manual are owned by
their respective owners.

This manual contains information on the operation and maintenance of the ZKTeco equipment. The
copyright in all the documents, drawings, etc. in relation to the ZKTeco supplied equipment vests in and is
the property of ZKTeco. The contents hereof should not be used or shared by the receiver with any third
party without express written permission of ZKTeco.

The contents of this manual must be read as a whole before starting the operation and maintenance of the
supplied equipment. If any of the content(s) of the manual seems unclear or incomplete, please contact
ZKTeco before starting the operation and maintenance of the said equipment.

It is an essential pre-requisite for the satisfactory operation and maintenance that the operating and
maintenance personnel are fully familiar with the design and that the said personnel have received
thorough training in operating and maintaining the machine/unit/equipment. It is further essential for the
safe operation of the machine/unit/equipment that personnel has read, understood and followed the
safety instructions contained in the manual.

In case of any conflict between terms and conditions of this manual and the contract specifications,
drawings, instruction sheets or any other contract-related documents, the contract conditions/documents
shall prevail. The contract specific conditions/documents shall apply in priority.

ZKTeco offers no warranty, guarantee or representation regarding the completeness of any information
contained in this manual or any of the amendments made thereto. ZKTeco does not extend the warranty
of any kind, including, without limitation, any warranty of design, merchantability or fitness for a particular
purpose.

ZKTeco does not assume responsibility for any errors or omissions in the information or documents which
are referenced by or linked to this manual. The entire risk as to the results and performance obtained from
using the information is assumed by the user.

ZKTeco in no event shall be liable to the user or any third party for any incidental, consequential, indirect,
special, or exemplary damages, including, without limitation, loss of business, loss of profits, business
interruption, loss of business information or any pecuniary loss, arising out of, in connection with, or
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relating to the use of the information contained in or referenced by this manual, even if ZKTeco has been
advised of the possibility of such damages.

This manual and the information contained therein may include technical, other inaccuracies or
typographical errors. ZKTeco periodically changes the information herein which will be incorporated into
new additions/amendments to the manual. ZKTeco reserves the right to add, delete, amend or modify the
information contained in the manual from time to time in the form of circulars, letters, notes, etc. for better
operation and safety of the machine/unit/equipment. The said additions or amendments are meant for
improvement /better operations of the machine/unit/equipment and such amendments shall not give any
right to claim any compensation or damages under any circumstances.

ZKTeco shall in no way be responsible (i) in case the machine/unit/equipment malfunctions due to any
non-compliance of the instructions contained in this manual (i) in case of operation of the
machine/unit/equipment beyond the rate limits (iii) in case of operation of the machine and equipment in
conditions different from the prescribed conditions of the manual.

The product will be updated from time to time without prior notice. The latest operation procedures and
relevant documents are available on http://www.zkteco.com

If there is any issue related to the product, please contact us.

1600 Union Hill Road
Alpharetta, GA 30005

862-505-2101

For business related queries, please write to us at: sales@zktecousa.com.

To know more about our global branches, visit www.zktecousa.com.
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ZKTeco is one of the world's largest manufacturer of RFID and Biometric (Fingerprint, Facial, Finger-vein)
readers. Product offerings include Access Control readers and panels, Near & Far-range Facial Recognition
Cameras, Elevator/floor access controllers, Turnstiles, License Plate Recognition (LPR) gate controllers and
Consumer products including battery-operated fingerprint and face-reader Door Locks. Our security
solutions are multi-lingual and localized in over 18 different languages. At the ZKTeco state-of-the-art
700,000 square foot 1SO9001-certified manufacturing facility, we control manufacturing, product design,
component assembly, and logistics/shipping, all under one roof.

The founders of ZKTeco have been determined for independent research and development of biometric
verification procedures and the productization of biometric verification SDK, which was initially widely
applied in PC security and identity authentication fields. With the continuous enhancement of the
development and plenty of market applications, the team has gradually constructed an identity
authentication ecosystem and smart security ecosystem, which are based on biometric verification
techniques. With years of experience in the industrialization of biometric verifications, ZKTeco was
officially established in 2007 and now has been one of the globally leading enterprises in the biometric
verification industry owning various patents and being selected as the National High-tech Enterprise for 6
consecutive years. Its products are protected by intellectual property rights.

This manual introduces the operations of ZKBioSecurity V5000 2.0.0 software.

All figures displayed are for illustration purposes only. Figures in this manual may not be exactly consistent
with the actual products.
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Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

Convention Description
Bold font Used to identify software interface names e.g. OK, Confirm, Cancel
S Multi-level menus are separated by these brackets. For example, File > Create >
Folder.
Convention Description
<> Button or key names for devices. For example, press <OK>
[l Window names, menu items, data table, and field names are inside square brackets.
For example, pop up the [New User] window
/ Multi-level menus are separated by forwarding slashes. For example,
[File/Create/Folder].
Symbols
Convention Description
b This implies about the notice or pays attention to, in the manual
: The general information which helps in performing the operations faster

D¢ The information which is significant
@ Care taken to avoid danger or mistakes
E The statement or event that warns of something or that serves as a

cautionary example.
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Requirement and Introduction

Today, modern companies' concern for security has rapidly increased. Every company wants to work in a
secured environment. To reach this level, ZKTECO brings to you a management system that helps
customers to integrate operations of safety procedures on one platform. The system is divided into ten
modules, namely: Personnel, Access, Attendance, Elevator, Hotel Systems, Visitor Systems, Parking Lot
Systems, Patrol Systems, Video Systems and Systems Management.

It can manage around 30,000 personnel data with its powerful data processing capacity.
Users’ data are more secured with multi-level management role-based level management.

It can track events and operations in Real-time to ensures prompt feedbacks of data to the

supervisor.

Dual core processor with speeds of 2.4GHz or above.
System Memory of 4GB or above.

Available space of 30GB or above. We recommend using NTFS hard disk partition as the
software installation directory.

Monitor Resolution of 1024*768px or above.

Supported Operating Systems: Windows 7 / Windows 8 / Windows 8.1 / Windows 10 /
Windows Server 2008/2013(32/64).

Supported Databases: Postgre SQL (Default), SQL Server & Oracle (Optional).
Recommended browser version: IE 11+/Firefox 27+/Chrome 33+.

#sNote: You must use IE 8.0 or newer version for fingerprint registration and verification.

Personnel Module

This module is used to set Person details and their department. It primarily consists of two parts:
Department Management settings, which is used to set the Company’s organizational chart; Personnel
Management settings, which is used to input person information, assign departments, maintain and
manage personnel.

Access Control Module

This module is a web-based management system which enables normal access control functions,
management of networked access control panel via computer, and unified personnel access management.
The access control system sets door opening time and levels for registered users.
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Attendance Module

It can achieve cross-regional attendance centralized control through the shift and shift management. You
can apply for Appended Receipt, Leave, Overtime, etc. in Exception Management. In this module, you can
also attendance point for access/parking and other functions.

Elevator Module

This module is mainly used to set device parameters (such as the swiping interval for taking elevators and
elevator key drive duration), manage personnel's access rights to different floors and elevator control time,
and supervise elevator control events. You may set registered users' rights to floors. Only authorized users
can reach certain floors within a period of time after being authenticated.

Video Module (Video Linkage & VMS)

Video provides video linkage function to manage the Video Server, view the Real-Rime Video, and query
the Video Record, popup the Real-Time Video when linkage events occur.

VMS supports features such as real-time preview, video playback, linkage alarm, and decoding video, etc. It
also provides flexible and diverse solutions to meet the need of small and medium projects.

FaceKiosk Module

The FaceKiosk device based on visible light face is used to verify face by uploading and downloading
personnel access level. In addition, advertisement pictures and videos can be sent to the FaceKiosk device
to make full use of the functions of the device in different time periods.

Face Intellect Module

Software support Face Intellect devices, intelligent recognition and face matching. It can cooperate with
the access control module when it is used as a reader, the door will be opened by access control panel
after verification.

Temperature Module

System Management is primarily used to assign system users and configure the roles of corresponding
modules, manage databases such as backup, initialization, and recovery, and set system parameters and

manage system operation logs.

System Management Module

System Management is primarily used to assign system users and configure the roles of corresponding
modules, manage databases such as backup, initialization, and recovery, and set system parameters and

manage system operation logs.
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System Operations

Login to the System
| ZKBloSecurity
User Login N English A
: -._{;\

After installing the software, double-click the ZKBioSecurity icon O to enter the system. You may also
open the recommended browser and input the IP address and server port in the address bar. The IP
address is set as: http://127.0.0.1:8098 by default.

If the software is not installed in your server, you may input the IP address and server port in the address
bar.

The user name of the Superuser is [admin], and the password is [admin], then click [login]. After the first
login to the system, please reset the password in [Personnel Information].

If the user needs to use the software in different languages, please choose the language from the drop-
down menu above the login field. The supported languages are Chinese (Simplified), English, Spanish, Thai,
Indonesian, Vietnamese, Chinese (Traditional), Russian, and Korean.

In the login interface, if the user has already installed the fingerprint driver, enrolled the fingerprint, and
started the service, click the Fingerprint button next to the Login button. Now, the user can verify the
fingerprint through the fingerprint scanner to login to the software.

= Note:

The user name of the super user is [admin], and the password is [admin]. After the first login to
the system, please reset the password in [Personnel Information].

If you have selected the HTTPS port during software installation, input the server IP address
and port number (for example, https://127.0.0.1:8448) in the address bar and press Enter. The
following prompt may be displayed:
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fA Your connection is not secure

The owner of 192.168.214.143 has configured their website improperly. To protect your information from
being stolen, Firefox has not connected to this website.

Learn more...

Go Back Advanced

Report errors like this to help Mozilla identify and block malicious sites

Here, you need to add a site exception following the exception adding prompts after you press
Advanced. Different browsers may have different setting.

» If you have selected the HTTPS port during software installation, the following message may
be displayed on the login page:

) Click here for driving detecting abnormal processing

Click Connect. On the page that is displayed, download issonline.exe and corresponding certificates
before using functions such as fingerprint and external devices.

2.2 Dashboard
After logging in, the home page is displayed as shown below. If you want to go to home page from any

interface, then you can cIick on the upper left corner of the interface to return to the home
page.

wekane s B @ D @ )

Aumorzed Company. ZKTeco

- ] Biometric Data

0 1 1 1]
1 P
2 \ i 2 Desconnecled
o ®
Arcess Attendance Vigitor Parking Unregistensd Personne
192.168.6.2371
@ 2019-08-24 114202
Event Trends Day Week Month
1
08
0%
04
02
9
0:00 00 400 600 8:00 10:00 1200 1400 16:00 18:00 20:00 2200
Event Exception TOP 5 o Area Monitor

Page |18 Copyright©2020 ZKTeco USA LLC. All rights reserved.



ZKBioSecurity V5000 2.0.0 User Manual

Activating the System

Please refer to the corresponding license document.

Modifying Password

You can modify the login password in [Personal Information]

Personal Information

Username* admin
Reset Password
Password™

Confirm Password®
Superuser State
Role

Auth Department

Authorize Area

Email
First Name admin

Last Name

Check [Reset Password] box to modify the password.

#Note: Both, super user and the new user are created by the superuser (the default password for the new
usersis 111111). The user name is not case-insensitive, but the password is case-sensitive.

Exit the system

Click the [Logout] button 2 on the upper right corner of the interface to exit the system.
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Welcome, admin

> O

onnected
@ 2010-08-24 160708 £, 102.1686213

With Card With Fingerprint W P.Ir.'.\\'.lll With Faco With
" .'Nm?.‘ Cardd Wanout Fingaipnng Wit Passwontd Wiehout Face Waho ﬁmrumn 0 Y63 1680 TIT
o ®
Access Attendance Visitor Parking Unregistensa Personnel
B —— 192.168.6.2371
© 2019-05-24 114802

Event Trends Day Week Month o
1
L]
06
04
02

? oo 200 400 600 800 10:00 1200 1400 1600 18:00 20:00 22400
Event Exception TOP 5 ] Area Monitor [
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3 Personnel Management

Before using the other functions, please configure the personnel system: Personnel and Card Management.

L Personne! = hosqe Personnel ID First Name Last Name Moy Q&

(v Refresh  [® New S Dimission [EJJ Adjust Department (&7 Adjust Postion i Delete [ Export ~ [ import ~

Department 4 7 General{0)

Cth here to enter First Name Last Name Depariment Name  Card Number Eiological Template Quantity Status

Personnel Module

Dimission Personnel " .
[] Financial D&

Custom Attributes. 71 Hotel0)

Paramelers

[ Card Management @ 1€ ¢ 0 3 3 S0rowsperpage ~ JumpTo 1 f0Page  Tolal of 0 records

3.1 Personnel

Personnel system includes these modules: Person, Department, Position, Dismission Personnel, Custom
Attributes, and Parameters.

3.1.1 Person

When using this management program, the user shall register personnel in the system, or import
personnel information from other software or documents into this system. For details, see Common
Operations.

Main functions of Personnel Management include Add, Edit, Delete, Export and Import personnel, and
Adjust Department.

1. Click [Personnel] > [Person] > [New]:
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! o
I Personnel ID* Department® ZkTeco
3_ First Name Last Mame
¥ Gender e Mabile Fhone
Certificate Type e Certificate Number
| Birthday Email ER
j Hire Date Position Name E-mail Notification
|| Device Verification Password Card Number =3 1207140
Biclogical Template Quantty @ 0@ 0§ oo o0 Browse || Capture
Access Control Time Attendance Elevator Control Flate Register Facekiosk Face Intellect More Card:
| Levels Sett nas Add Superuser No
# Master Select All Device Operation Role Ordinary User
Unselect All Helay Pt
Disabled
Set Valid Time

An ID may consist of up to 9 characters, within the range of 1 to 79999999. It can be
configured based on actual conditions. The Personnel No. contains only numbers by default but may also
include letters.

&Notes:

When configuring a personnel number, check whether the current device supports the
maximum length and whether letters can be used in personnel ID.

To edit the settings of the maximum number of characters of each personnel number and
whether letters can also be used, please click Personnel > Parameters.

Select from the pull-down menu and click [OK]. If the department was not set previously,
only one department named [Company Name] will appear.

The maximum number of character is 50.
Set the gender of personnel.

Set password for personnel accounts. It can only contain up to 6-digits. If a password exceeds
the specified length, the system will truncate it automatically. It cannot be the same with others password
and the duress password.
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There are four types of certificates: ID, Passport, Driver License and Others. Click 2l

icon to recognize the Certificate automatically. Please refer 3.1.7 Parameters and 15.2.5 Client Register to

see how to register one.

Click 4 icon and the Certificate information will pop up automatically.

Set personnel social security number. The max length is 20.
The max length is 20, and this is an optional field.
The max length is 6; the initial password is 123456.
It is the designation of the personnel. It can be referred as the level of personnel in workmanship.
Input employee’s actual birthday.

Set the available email address of the personnel. The max length is 30. Punctuations, namely, the “ -

mon

,”_"and".” are supported. If the Event Notification is checked, the Email is required.

After checking this menu, the system will send an email to the relevant person once
an access or an elevator event occurs. If there is no setting to email sending server, the Email Parameter
Settings window will pop up if this menu is checked. Please refer to E-mail Management for the setting

information.
The max length is 10, and it should not be repeated.
It is the date on which the personnel are appointed. Click to select the date.

The picture preview function is provided, supporting common picture formats, such as
jpg, jpeg, bmp, png, gif etc. The best size is 120x140 pixels.

Browse: Click [Browse] to select a local photo to upload.
Capture: Taking photo by camera is allowed when the server is connected with a camera.

Enroll the Personnel Fingerprint, Finger Vein or Duress Fingerprint. To
trigger the alarm and send the signal to the system, scan the Duress Fingerprint.

Biological Template Quantity & 0

1) Move the cursor to the fingerprint icon position, a registration pop-up or drive download box will
appear, click [Register].

2) Select a fingerprint, press on the sensor by three times, then “Fingerprint registered
Successfully” will be prompted.

3) Click [OK] to complete registration.
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Fingerprint | Fingerprint

Duress Fingerprint Duress Fingerprint

I\.____ _//";j'/ \_}"\\_-_ W,

Click a fingerprint to delete. If you need to register a duress fingerprint, check the Duress Fingerprint box.

#Notes:

If fingerprints are duplicated, “Don’t repeat the fingerprint entry” will be prompted.

If the fingerprint sensor driver is not installed, click “Install driver” and the system will prompt
to download and install driver.

After installing the fingerprint sensor driver, if the fingerprint register button is grey in IE
browser while it is normal in other browsers (such as Firefox, Google), you can change the
settings of IE browser, as per the following:

1) In IE browser, click [Tools] > [Internet Options] > [Security] > [Credible Sites], add

http://localhost to the credible sites, then restart the IE browser.

2) In IE browser, click [Tools] > [Internet Options] > [Advanced] > [Reset] to pop up a dialog of
Reset Internet Explorer Settings, click [Reset] to confirm; then restart the IE browser (you may
try when Point 1 does not help).

3) If all the above settings do not work, please execute following operations (take IE11 browser
as an example): click [Tools] > [Internet Options] > [Advanced] > [Security], check the
option of [Allow software to run or install even if the signature is ..., and remove the tick
before [Check for server certificate revocation], then restart IE.

4) If the browser is below IE8, the fingerprint registration page will be different:
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Please select a finger. Fingerpnnt registered
The finger inf
Right Hand
Middle Finger
Click the checkbox to register or delete fingerprint. Click the checkbox to register or delete fingerprint.

0 = || W =

.O

5) The system supports the access from the Live20R fingerprint device and the fake fingerprint

prevention function.

Suspected fake fingerprint, please re-register.

RN
9250
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Set the Access Control parameters for the personnel. Click [Access Control] :

2.
Access Control Time Attendance Elevator Control Plate Register Personnel Detail
Levels Settings Superuser No
[v] Master
Device Operation Role Ordinary User
Delay Passage O
Disabled O
Valid Time O
Click on Add )
Click [Add], then set passage rules of special positions in different time zones.
Add to Levels g
Level Name |[ Q
The current query conditions: None
Alternative Selected(0)
[0 Level Nsme Time Zone

[0 LevelNsme Time Zone

>>

<<

0 > 50 rows per page - Total of O records

In access controller operation, a super user is not restricted by the regulations on time zones,
anti-passback and interlock and has extremely high door-opening priority.
Select administrator to get its levels.
Extend the waiting time for the personnel through the access points. Suitable for
physically-challenged or people with other disabilities.

Temporarily disable the personnel’s access level.

Set Temporary access level. Doors can be set to open only within certain time periods. If it

Page |26 Copyright©2020 ZKTeco USA LLC. All rights reserved.



ZKBioSecurity V5000 2.0.0 User Manual

is not checked, the time to open the door is always active.

& Note: The system will automatically search for the relevant numbers in the departure library during

verification.

The Personnel Information List, by default, is displayed as a table. If Graphic Display is selected, photos and
numbers will be shown. Put the cursor on a photo to view details about the personnel.

#Notes:

Not all devices support the “Disabled” function. When a user adds a device, the system will
notify the user whether the current device supports this function. If the user needs to use this
function, please upgrade the device.

Not all the devices support the “Set Valid Time” function of setting the hour, minute, and
second. Some devices only allow users to set the year, month, and day of the local time. When
a user adds a device, the system will notify the user whether the current device support this
function. If the user needs to use this function, please upgrade the device.

Set the Time Attendance parameters for the personnel. Click [Time Attendance]:

Access Control Time Attendance Elevator Control Plate Register Personnel Detail

Attendance Area :
=4 Attendance Calculation Yes v
+ | ] Area Name

Device Operation Role| Employee ¥

You can set the staff attendance area.

Set if the attendance needs to be calculated or not. Select [Yes] for calculating
attendance. Select [No] for not calculating the attendance.

It will set the authority for operating the device and send it to the corresponding

device.

Set the Elevator Control parameters for the personnel. Click [Elevator Control]:
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Access Control Time Attendance Elevator Control Plate Register Personnel Detail
Levels Settings Add Superuser No m
Check All
Clear All Set Valid Time

In elevator controller operation, a super user is not restricted by the regulations on time zones,

holidays and has extremely high door-opening priority.

Set Temporary elevator level. Floor buttons can be set to be pressed only within the time
periods. If it is not checked, the time to press the floor button is always active.

&Note: The Elevator level must be set in advance.

Set the Elevator Control parameters for the personnel. Click [Elevator Control]:

Access Control Time Attendance Elevator Control Plate Register Personnel Detail

License Plate Parking Space

The user needs to register the license plate.
Parking space corresponding to the vehicle.
#sNote: Each personnel may register a maximum of 6 license plates.

Click [Personnel Detail] to access the details and editing interface, and enter more information.

me Attendance Elevator Control Plate Register FaceKiosk Face Intellect More Cards Perscnnel Detail
Employee Type v Hire Type v

Job Title Street

Birthplace Country

Home Address gogogo

Office Phone Office Address

Event Level A KK Yes : No
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7. After entering the information, click [OK] to save and exit, the person details will be displayed in
the added list.

Click [Personnel] > [Person], then select a person, and click [Edit].

Click [Personnel] > [Person], then select a person, and click [Delete] > [OK] to delete.

&Note: All relevant information about the person will be deleted.

Click [Personnel] > [Person], then select a person, and click [Dimission].

Authorized Company: ZKTeco
Department Name Personnel ID First Name Last Name More~ O\ 3,\
The current query conditions: None
(v Refresh [ ® New S Dimission Adjust Department (&7 Adjust Position  if* Delete [# Export ~ [® Import ~ (I Statistics
Department
bl 7KTeco(13) - ) :
O Personnel ID First Name Last Name Department Name Card Number Biological Template Quantity Status
Position Marketing Department(0)
Nick Ton ZKTeco 0 0 0 Normal
[ Development Department(0) T - é . ‘i
Dimission Personnel [ Financial Department(1) 0 Jfsa Koo 1430520204 @0 @0 jo Normal
Temporary Personnel [] Service department(0) O 2. Select Personnel %92259093 go @0 ! 0 Normal
Hotel(D
Custom Attributes D L o AT @D . i E i ol
[0 2350 ZKTeco 0 0 fo Normal
Parameters @ ) =
. O 238 Nick Tong ZKTeco 1303615774 o @0 jo Normal
[0 2348 Financial Department @D . 0 ! 0 Normal
O 2346 ZKTeco 505055673 o @0 fo Normal
[0 2348 Iarion ZKTeco @0 @0 fo Mormal
[0 2347 popy xiao ZKTeco 1847505206 @D . o E 0 Normal
[] 23456 ZKTeco @0 @0 fo Normal
— 1032 Diego Fajardo Hernandez ~ ZKTeco 0 o 0 Normal
r—“ Card Management L @ . E
r—\< 12an Leaifis i FKTarn 128852402 &n @n @0 Marmal
— janagemen ) = 50 rows perpage  + ump To age of 13 records
AD M:; it = 1-13 J To 1 1P Total of 13 record:
< >

Select the date, then select type and write reason and click [OK].
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Dimission Date™ 2018-03-22

Dimission Type* EI

Dimission Reason

® Adjust Department

1. Click [Personnel] > [Person], then select a person, and click [Adjust Department]:

2. Select a person

New Department® |

Transfer Reason

2. Select [New Department].

3. Click [OK] to save and exit.
@ Statistics

Click [Personnel] > [Person] > [Statistics]. View the number of personnel, the number of fingerprints, face
templates, finger vein enrolled, card numbers, gender and other statistical information.
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Statistics

Statistical Type Current Total
IMale 2

Female 2

Personnel Quantity 13
Fingerprint Cluantity 0

Face Quantity 0

Finger Yein Cuantity 0

Mumber of cards held T

Click [Personnel]> [Person]> [Export] to export personnel information, personnel biometric templates,
personnel import templates and personnel photo.

(¥ Export ~ [¥ Import ~
‘ [# Export Personnel
¥ Export Biometric Template
E Download Personnel Import Template
[_’J' Export Personnel Photo

Export Personnel: Personnel’s basic information is all checked (selected); check custom attributes
as required.
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User

Manual

[w[Basic Information [+/] Personnel ID [+/] First Name [/] Last Name [/] Department...
[+/] Department...  [] Gender [+/] Birthday [+/] Password
[w] Certificate Type [w] Cerificate Nu...  [w] Card Number [w] License Plate
[w] Email [w] Reservation C...  [w] Mobile Phone

[ JCustom Attributes [ ] Employee Type [ ] Hire Type [] Job Title [] Streset
[] Birthplace [ ] Country [ ] Home Phone [ ] Home Address
[] Cffice Phone [] Cifice Address

The File Type EXCEL File v

Export Mode (w) All data (Can export up to 40000 data)

(" Select the amount of data to export (Can export up to 40000 data)

From the article 1 Strip, is derived 100 Data
ZKTECO
Person
Personnel ID First Name Last Name Wﬂl Deparsment Name Gender Bathday Pasaword Certficate Type Emal Reservation Code Mobile Phone
1 Jory Wang 1 Genecal Maly 1960-04-23 1 1 Tra43508 4401243 123458 Sodpodss |
2 Lucky Tan a Owveicpmant Female 160212.08 2 a 784818 aiss2e8 TT8@abe.com 123488 saz8821
2840 Shery Yarng LS m Femrale 1997-12-01 2840 1 T41741 1411237 [ 5553qycom 123458 145145145
3 Lo Hou 4 s Male es1222 3 1 23087 v | a:2gegem 123488 2442843
4 Besry Cao 1 General Ferale 2007-12.08 4 4 TASCEBOOWA 1350241 | OWASzr com A2M58 TATESAGA
5 e e 2 Makatng Male 20170110 B ! et w00 | s322@eqeem 123488 eoasiss
e Arber Lin 4 Flasnchl Female 20M7-07-04 L] 1 TBASIS004 4628038 TETETBGeru com 12458 44820545
7 Sy g : Genera e 7 = semim | oo | awemesm | e | sowos |
8 Gloa Liu 2 Madeing Ferale 1965-12.05 ] 1 ATI14354 s1E0108 T Qabod com 120458 TTS45353
] Litian Me 3 Deyuloposys Femrale 19621223 i) 1 X5220%0 SA05630 E208pp.com 123458 z2mxa

2. Export the Biometric Template.
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The File Type EXCEL File W
Export Mode () All data (Can export up to 40000 data)
Personnel Biometric Template
Personnel D First Name: Last Hame Blometric Biomatric Biomeatric Biomatric Biometric Biomatric Template
CRAFAOOOCAAGL KDL IGOABHFIWNADAISY Arcowpe
GENIFEGEISTY BafYhyrOrFTEbty f HnbwD
DayGasiiPy 069 Ao PW
Z8ADFHACS 89FO) o s
1 Jarmry Wang 1 Fingerprint 10 4 1 B2 O LB¢ VMioal DA
| ApsThL
BKBC vBADSRF TzorC! pBSaYZgwillaw
LD GBMNwWS
...... g cLAGOFNK
Rt W OhFF mwm:t-l?

3. Download Personnel Import Template: Before exporting personnel template, you can configure
the corresponding fields (including custom attributes fields) to be exported, the required fields
(Personnel ID, Name, Department ID, Department Name) do not support configuration.

\#|Basic Information

|_|Custom Attributes

The File Type

+ Personnel ID
+ Department ...
[ Certificate Type
Email

+ First Name
Gender

[¢) Certificate Nu...
Reservation C...

|| Employee Type [ | Hire Type

| Birthplace || Country

[ Office Phone (| Office Address
'EXCEL File v

L

+ LastName
Birthday
Card Number
Mobile Phone

(] Job Title
|| Home Phone

+ Department ...

Password
License Plate

|| Street
|| Home Address
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4. Export Personnel Photo.

The File Type TAR S

Export Mode (@) All data (Can export up to 40000 data)

() Select the amount of data to export (Can export up to 40000 data)
From the article 1 Strip, is derived 100 Data

® Import

Click [Personnel] > [Person] > [Import] to import personnel information and personnel biometric
templates. It only supports personnel information templates for importing.

E Import Biometric Template
E Import Personnel Photo

1. Import Personnel: Select “Yes” for [Update the existed Personnel ID in the system], the original
data will be overwritten when the personnel ID is repeated; select “No”, the opposite.

File Format (® Excel
Destination File IR

Header Start Rows The default is the second row.
Delimiter

Update the existed Personnel ID in the system: (@es (Mo

Nex s
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2. Import Biometric Template.

File Format (w) Excel
Destination File MIEE..

Header Start Rows ICI The default is the second row.
Delimiter

e s

3. Import Personnel Photo: The personnel photo need to be named by personnel ID, supporting
common picture formats, such as JPG, JPEG, PNG, GIF, etc., jpeg, png, gif, etc.

Photo Quality (@Original (OAdaptive (Size 120 = 140)

[ad | Please Select Photo

Total : 0 {Please do not delete photo while uploading)
A Please name the photo with employee ID.The correct format is JPGIGIF/BMP/PNG. Make sure the photo name does not contain special

characters.
Start Upload Add More

#Note: You can import the personnel photos in 2 ways: Importing distinctive photos and
Compressed package. While importing distinctive photos, the user can import a maximum of
3000 photos at a time. While importing the compresses package, it must be in ZIP format and
must not exceed 500MB.

® Print Card

Click [Personnel] > [Person] > [Import] to open the card printing interface.
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= Notes:
1) The card template can be defined in [System]> [Basic Management] > [Print Template].

2) Before selecting the printer, the user must first download and install the driver through
[Personnel] > [Person] > [Parameters] > [Registration Client]. The registration code can be
added through [System]> [Authority Management] > [Client Register]. Only after the
registration code is registered successfully, the client can do the card printing operation.

3.1.2 Department

Before managing company personnel, it is required to set a departmental organization chart of the
company. Upon the first use of the system, by default it has a primary department named [General] and
numbered [1]. This department can be modified but can't be deleted.

Main functions of Department Management include Add, Edit, Delete, Export and Import Department.
® Add aDepartment

1. Click [Personnel] > [Personnel] > [Department] > [New]:

If the new department in the depariment failed to show the fist; piease contact the
administrator to re-atthorize the user (o edit the depariment!

Department Name*
Sort

Parent Depariment

[sovenanon |0 R cama ]

< >

Fields are as followed:

Department Number: Letters and numbers are available. It cannot be identical to the number of another
department. The number shall not exceed 30 digits.

Department Name: Any combination of a maximum of 100 characters. In case of different levels, the
department names can be repeated.

Sort: Number only. The valid range is 1-999999999. The smaller the number of department sort in a same
level, the higher ranks such department have. If this field is empty, it will be arranged in accordance with
the increasing order.
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Select a parent department from the pull-down list. Parent Department is an
important parameter to determine the company’s organizational chart. On the left of the interface, the
company’s organizational chart will be shown in the form of a department tree.

The current query conditions: None
=)
4 7 General

1 Development Department

[] Financial Department
|1 Hotel

After filling the details, you can click [OK] to complete adding; click [Cancel] to cancel it, or click
[Save and new] to save and continue adding new department.

To add a department, you can also choose [Import] to import department information from other
software or other documents into this system. For details, see Common Operations.

Click [Personnel] > [Personnel] > [Department] > [Edit].

Click [Personnel] > [Personnel] > [Department] > [Delete]:

Prompt

Are you sure you want to perform the delete
operation?

Click [OK] to delete.

& Note: If the department has sub-departments or personnel, the department cannot be deleted.

L’ Export Department
E Download Department Import Template

Export Department includes Exporting Department and Downloading Department Import
Template.

Department: can be exported in EXCEL, PDF, CSV file format.
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artment

The File Type EXCEL File v
Export Mode (@ All data (Can export up to 40000 data)
(O Select the amount of data to export (Can export up to 40000 data) |
From the article 1 Strip, is derived 100 Data
ZKTECO
Department
Department Parent Department
Niber Department Name NOoEa Parent Department | Created Date
hotel Hotel 2017-1 2511 5 09:06:
4 Financial 1 Busndl 2017-12-15 09:06:
Department 48
Development 2017-12-15 09:06:
9 Department 3 Senee 48
Marketing 2017-12-15 09:06:
2 Bt 1 General B
2017-12-15 09:06:
1 General 48

3. Download Department Import Template: Excel template file can be exported, and you have to use

this template format to import department.
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The File Type EXCEL File v
Export Mode (® All data (Can export up to 40000 data)
O Select the amount of data to export (Can export up to 40000 data)
From the article | 1 Strip, is derived 100 | Data
® Import

1. Click [Personnel] > [Department] > [Import], the import interface is as follows:

File Format

Destination File

Header Start Rows

Celimiter

(W) Excel ) Csv
| | s |
p The default is the second row.

it S

2. Import department information: can import EXCEL, CSV format files.

3. Select the destination file, fill in the header start rows, click [Next Step], the interface are as follow:
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Database Fields Importing data fields
Department Mumber* Department Mumber b
Department Mame* Department Name b
Farent Department Mumber Farent Department Mumber L
Farent Depariment Name Farent Department L

4. After importing the file, the system will match the imported report field and the data segment
field automatically. If the matching is incorrect, you can modify it. Click [Next].

Total Progress

FRow 6. Department name can not be empty! e
Row 7. Department name can not be empty!

Succeed: 2, Failed: 3. N
Complete

The window will close after 4 second(s). Suspend Close

3.1.3 Position

To organize the personnel as per their competency and skills, you can set position as required. If you set
position, you can easily filter report only for a particular post.

1. Click [Personnel] > [Personnel] > [Position] > [New]:
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Position Number®

Position Name*

Sort

Parent Position

CEI I T

< >
Fields are as follows:

Position Number: Set the value of position number. It can be letters or numbers, or combination of both.
Special characters are not allowed. Length shall not exceed 30 digits.

Position Name: Set a suitable name for the position. Any character, maximum combination of 100

characters. Position names should not be repeated.

Sort: Supports only numbers. The valid range is 1-999999999. The smaller the number of department sort
in a same level, the higher ranking a department has. If not filled in, it will be arranged in accordance with
the added order.

Parent Position: By default, there are no position. It is an important parameter to organize the personnel
as per their skills and competency.

2. Fill the details as required and save.

3.1.4 Dimission Personnel

This parameter will display the personnel who are not working in company anymore. Once the person is
dimissoned, it will be listed here.

Page |41 Copyright©2020 ZKTeco USA LLC. All rights reserved.



ZKBioSecurity V5000 2.0.0 User Manual

x Personnel = PEISEHHEHD‘ First Name Department Dimission Type -——— Morew O\

The current query conditions: None
Person
(- Refresh  [j Delete

Department
O Personnel ID First Name Last Name Department Hire Date Dimission Date Dimission Type  Dimission Reason Operations

Paosition
O 1314 13 14 Marketing Departr 2018-05-22 Resignation Edit Reinstatement

Temporary Personnel
Custom Atiributes

Parameters

| Card Management
g

El AD Management & =4 S0rowsperpage ~ JumpTo 1 M Page Total of 1 records

You can re-employ personnel by selecting the required employee and click [Reinstatement]

below operations tab.
Reinstatement
Personnel ID* 1314 Department” ZKTeco
First Name 13 Last Name 14
Gender — Password
Certificate Type D 5] Ceriificate Number
Social Security Number Mabile Phone
Reservation Code 123456 Birthday Optimal Size 120°140).
Position Card Number =
Biclogical Template Quantity @ 0 g Q Hire Date
1 Select the Access Control Time Attendance Elevator Control Plate Register Personnel Detail
required Levels Settings Add Superuser No
[ Master Check All
person Clear All Device Operation Role Ordinary User
Delay Passage O
Disabled O
Bet Valid Time (]

3. Update the
details as
required

Once the details are updated, click [OK] to save.

3.1.5 Temporary Personnel

This parameter will display the personnel who are uploaded by scanning the QR code of the big-screen

facial recognition time and attendance device (uFace WG100).
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a - wecone, s @ @ @ @ O
— Authorized Company: ZKTeco
Personnel ID :| First Name Q, &

The current query conditions: None
(v Retresh 5 Review i Dewete

[0  Personnel 1D First Name Last Name Photo Operations
O 3 Eve Cai Delety
F— Card Management
| AD Management r 1-1 SOrowsperpage ~  JumpTo 1 M Page  Total of 1 records

Click [Refresh] at the upper part of the list to load new temporary personnel.

Select a temporary personnel and click [Review]:

Prompt

Are you sure you want to perform the Review
operation?

BT BT

The person reviewed will be automatically added to the list of person.

Delete the selected temporary personnel.

3.1.6  Custom Attributes

Some personal attributes can be customized or deleted to meet different customers' requirements. When
the system is used for the first time, the system will initialize some personal attributes by default.
Customized personal attributes can be set for different projects according to requirements.

Click [Personnel] > [Personnel] > [Custom Attributes] > [New], then edit the parameters and click [OK]
to save and exit.
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l Personnel E Display Name || Attribute Value o &
The current query conditions: None
Person
(v Refresh [ New T[] Delete
Department
[ DisplayName  Attribute Value Input Type Row Column Display in Person  Operations
Position Lt
N [] Employee Type Official Staff,Probation Staf Pull-down List 3 1 No Edit Delete
Dimission Personnel
[ Hire Type Contract Worker,Non Contr Pull-down List 3 2 No Edit Delete
Temporary Personnel
[] JobTitle Text 4 1 Na Edit Delete
[] Street Text 4 = No Edit Delete
Parameters [] Birthplace Text 5 1 No Edit Delete
[ Country Text 5 2 No Edit Delete
[J Home Phone Text 6 1 No Edit Delete
[0 Home Address Text 6 2 No Edit Delete
[0 Office Phone Text 7 1 No Edit Delete
[] Office Address Text 7 2 No Edit Delete
r:“ Card Management
E;J AD Management D 1-10 S50rowsperpage ~ JumpTo 1 /1 Page  Total of 10 records

Must be filled and should not be repeated. Max length is 30.
Select the display type from “Pull-down List”, “Multiple Choice”, “Single Choice” and “Text".

Suitable for lists displaying as “Pull-down List”, “Multiple Choice” and “Single Choice”
lists. Use a “;" to distinguish the multiple values. If the input type is “Text”, the attribute value is not suitable.

The column and row of a field are used together to control the display position of the field.
Numerals are supported. The column number cannot exceed 99, and the row number can only be 1 or 2.
The combination of the column and row must not be duplicated. As shown in the following figure,
Employee Type, is in the first column and first row, and Hire Type is in the first column and second row.

Access Control Elevator Control Personnel Detail
Email Event Notification (]
Employee Type — v Hire Type = ¥
Job Title Street
Birthplace Country
Home Phone Home Address
Office Phone Cffice Address

Click [Edit] to modify the corresponding attributes.

Click [Delete] to delete an unused attribute. If the attribute is in use, the system will pop up confirmation
before confirming to delete.

&Note: The custom attribute will not be recovered once deleted.
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Parameters

Click [Personnel] > [Personnel] > [Parameters]:

Personnel ID Setting

The Maximum Length:  [8 ]

Support Letters: I Yes (® No
Personnel ID Auto-increment:(”) Yes (@) No
Card Setiing
The Maximum Length: Bits(Binary)
Card Format Display: (@) Decimal () Hexadecimal
IMultiple Cards per Person:(_) Yes (@) No

Dimission Personnel

Keep the personnel id for the dimission employee: (e) Yes () No

Temporary Personnel

Review: @) Yes () No

Registration Client

Certificate Recognition
() OCR () IDReader

Registration Code* ™ O (@ Download OCR V2.0 Driver

Card Printing

Registration Code™  ——— | Download Driver

8. 213 19-8038/appiv 1 fadmeg
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Set the maximum length for a Personnel ID. And whether it will support letters or not. If Personnel
ID Auto increment is selected as Yes, then while adding personnel one by one, the ID in field
automatically updates to the next new number.

Set the maximum length (binary number) of the card number that the current system will support.
Set whether the personnel ID for the demission employee can be kept.

Set whether the temporary personnel uploaded and registered by scanning the QR code of the
big-screen facial recognition time and attendance device need to review.

Set the card format currently used in the system. The card format cannot be switched once it is set
up.

Set whether “Multiple Cards per Person” will be allowed or not.

Used the QR code to Self-Registration.

Registration Client.

If no driver has been installed, the [Download Driver] link is displayed. Click the link to
download and install the driver.

Registration Client

Certificate Recognition
(@ OCR () IDReader

Registration Code” v] EEEEE O

(@ Download OCR V2.0 Driver

Card Printing

Registration Code” ——— [v| BEEIEES Dovmload Driver

Select the corresponding registration code and click [Register].

Card Printing

Registration Code”

& Note: Click [System] > [Authority Management] > [Client Register] to view the registration code.

Click [OK] to save the settings and exit.

After the “Multiple cards per person” function is enabled, you can set multiple cards on the Personnel page.
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Personnel ID*

First Name

Gender

Certificate Type

Social Security Number
Reservation Code

Pasition

Biological Template Quantity

Access Control

Secondary Card |

3 Department" ‘Financial Department ||
ave | Last Name |
Female Password ] __
D E’ Certificate Number ] '
| | Mobile Phone |
123456 ] Birthday _ ] (Optimal Size 120*140).
Manager -] Card Number 258478 ==
§o go Hire Date 2017-03-02 ]
Time Attendance Elevator Control Plate Register More Cards Personnel Deta
== @

( Click to add more cards )

& Note: Not all devices support this function. For details, please consult the technical personnel.

3.2 Card Management

There are three modules in card management: Card, Wiegand Format and Issue Card Record.

3.2.1 Card

® Batch Issue Card

1. Click [Personnel] > [Card Manage] > [Batch Issue Card]:
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Batch Issue Card
A\ Personnel 1D on y supports input figures, and only shows persons with no card issued (maxe 300)! The device only reads the unregistered card when the issuing w
Start Personnel ID End Personnel ID Ganerate List
Card Enroliment Method | DSB Read hout Card Number OK Clear
Device
Number of Persons with No Card issueaU Number of lssued Cards:0
Personnel ID  First Name Last Name Department Name Number Personnel FirstNasme LastName Department Card Number

0 Name

7
J
}
O

Enter Start and End Personnel No. and click [Generate List] to generate personnel list and show
all personnel without cards within this number series.

& Note: The Start and End Personnel No. only support numbers.
Select Card Enrollment Method: Register with a USB Reader or device.

If you want to enroll a card with a USB Reader, you may place the card over the "issue machine" directly.
The System will get the card number and issue it to the user in the list on the left.

For the use of device, you need to select the position of punching, click = [Start to read], the system will
read the card number automatically, and issue it to the user in the list on the left one by one. After that,
click == .t [Stop to read].

&Note: During the “Batch Issue Card”, system will check whether the card issuer issues card or not, if card
has been issued before, the system will prompt “The Card Number has already been issued”.

Click [OK] to complete card issue and exit.

Wiegand Format

Wiegand Format is the card format that can be identified by the Wiegand reader. The software is
embedded with 9 Wiegand formats. You may set the Wiegand card format as needed.
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Refresh |% New § Delete & Card Formats Testing

Name

Wiegand 4126
Wiegand ZA!126a
Wiegand 4134
Wiegand 4134
Wiegand 4136
Wiegand =437
Wiegand 41373
Wiegand 4150
Wiegand ZA166

5856

Mode

Mode One
Mode One
Mode Cne
Mode Cne
Mode Cne
Mode One
Mode One
Mode Cne
Mode Cne
Mode Cne

Card Formats Testing

Site Code

oo o0 oo oo oo

Auto Operations
Yas Edit
No Edit
Yes Edit
No Edit
Yes Edit
Yas Edit
No Edit
Yes Edit
Yes Edit
No dit Delete

When the card number does not match with the one which is displayed on the system, the user can use

the Card Formats Testing function to calibrate the Wiegand format. The page is explained as follows:

Select the device that supports the card format test function, and fill the card number and the site code

(optional):

1) Click [Read Card], and swipe the card on the reader.The original card number will be displayed on

the Original Card Number text box.

2) Click [Recommended Card Format] and the recommended Wiegand card format will be

displayed below.

3) Click [Auto calculate site code while the site code is left bank] and the software will calculate

the site code according to the card format and card number.

4) Click [OK] and the page will jump to the Wiegand format page to save the new Wiegand format.

#sNote: The card format testing function is only supported by few devices.

This software supports two modes for adding the Wiegand Format:If mode 1 does not meet your setting

requirements, you may switch it to mode 2. Take Wiegand Format 37 as an example:
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Ediit

MNama®

Total Bit* a7

Site Code” 0

Auto

(® Mode Cne

First Parity Checkip) 1

Second Parity Check(p) ar

Odd Parity Check(o) Even Parity Check{e) ClDick Site Code(s) Manufactory Code{m)

Start Bit Thel_"';j‘;ﬁ"”m Start Sit T'"E,_";:;‘L':“”m Start Bit T“i’iﬁ;’;"‘m Start Sit T'”EL’;:;:;“W Start Bit Thﬂ::;’:“’”
20 18 1 12 18 1 2 18 1] 2]

() Mode Two

Card Check Format” PS5555555855555550CCCCODCCCCICCOOIICE

Parity Check Fomnat™ eeceeceessessesseebo0000D0OD0OD00D000

“P" indicates Parity Position; “s” indicates Site Code; “c” indicates Cardholder ID; “m” indicates Manufactory

Code; “e” indicates Even Parity; “O” indicates Odd Parity; “b” indicates both odd check and even check; “x”
indicates parity bits no check.

The previous Wiegand Format 37: the first parity bits (p) check “eeeeeeceeeeeceeeeee”; the second parity
bits check “0000000000000000000". Card Check Format can only be set “p, x, m, ¢, s”; Parity Check
Format can only be set “x, b, o, e”.
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3.2.3 Issue Card Record

It records the life cycle of a card and display the operations performed on the card.

wecone,aamn @ O @ @ O

Authorized Company: ZKTeco

Personnel ID First Name Last Name Action Operator Issue Card Date Change Time
3 abc Issue Card admin 2018-03-22 13:28:53 2018-03-22 132853
2 abc Issue Card admin 2018-03-22 121745 2018-03-22 12:17:45
1 abc Issue Card admin 2018-03-22 11:54:50 2018-03-22 11:54:59
ENY Issue Card admin 20180322 094710 2018-03-22 09:47:10
_::,'J AD Management (&) ¢ ¢ 1-4 5 5 SOrowsperpage ~ JumpTo 1 M Page Tolal of 4 records

&Note: The cards and card issuing records of an employee will be deleted altogether when the
employee’s account is deleted completely.
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Access

The system needs to be connected to an access controller to provide access control functions. To use
these functions, the users must install devices and connect them to the network first, then set
corresponding parameters, so that they can manage devices, upload access control data, download
configuration information, output reports and achieve digital management of the enterprise.

4.1 Device

Add an access device, then set the communication parameters of the connected devices, including system
settings and device settings. When communication is successful, you can view here the information of the
connected devices, and perform remote monitoring, uploading and downloading etc.

Device

There are two ways to add Access Devices.

Add Device by manually

A. C(lick [Access Device] > [Device] > [New] on the Action Menu, the following interface will be

shown:
TCP/ IP communication mode RS485 communication mode
ke HNew Het

Device Name" Device Name"

Communication Type® (® TCP/IP () RS485 Communication Type" () TCP/IP (e RS485

IP Address" | : $ Serial Port Number® Com1 j

Communication port® 4370 R5485 Address”

Communication Password (Range1-63)

Icon Type* Door ﬂ RS5435 Address Code Figure

Control Panel Type One-Door Access Connﬂ

Area® Area Name

= Baud Rate®

Add to Level ER— v
Communication Password h

Clear Data in the Device O

- Icon Type" Door ﬂ

when Adding —

Control Panel Type One-Door Access Conllj
= de

Area” Area Name
Add to Level — ﬂ
Clear Data in the Device when O
Adding

2 (o

S

Save and New OK Cancel

Page |52 Copyright©2020 ZKTeco USA LLC. All rights reserved.



ZKBioSecurity V5000 2.0.0 User Manual

Enter the IP Address of the access controller.
The default value is 4370.
COM1~COM254.

The machine number, ranging from 1 to 63. If Port No. is the same, it is not allowed to set
repeated RS485 addresses.

Same as the baud rate of the device. The default is 38400.

Display the code figure of RS485 address.

Any character, up to a combination of 20 characters.
A maximum of 6 digits; both number and letters are available.
= Notes:
You do not need to input this field if it is a new factory device or just completed initialization.

When communication password for the standalone device’s is set as “0”, it means no
password. However, in case for access control panel, it means the password is 0.

You need to restart the device after setting the door sensor of the standalone device.

It will set the representation of the device. You can choose as per the kind of device; Door,
Parking barrier, Flap Barrier.

Parking Barrier L\}
Flap Barrier

One-door access control panel, two-door access control panel, four-door access
control panel, Standalone Device.

Select specific areas of devices. After setting areas, devices (doors) can be filtered by areas upon
Real-Time Monitoring.

When the control panel type is set to the four-door access control panel,
the four-door access control panel can be switched to the two-door two-way access control panel in the

system.

Automatically add the device to the selected level. The device cannot be automatically
added to the selected level if the number of personnel exceeds 5000. You can add personnel after the
device is successfully added.

If this option is checked, the system will clear all data in the
device (except the event logs). If you add the device just for demonstration or testing, there is no need to
tick it.
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B. After editing, click [OK], and the system will try to connect the current device.
If it is successfully connected, it will read the corresponding extended parameters of the device.

It includes serial number, device type, firmware version number, auxiliary

input quantity, auxiliary output quantity, door quantity, device fingerprint version, and reader quantity.

&sNote: When deleting a new device, the software will clear all user information, time zones, holidays, and
access control levels settings (including access levels, anti-pass back, interlock settings, linkage settings
etc.) from the device, except the events records (unless the information in the device is unusable, or it is
recommended not to delete the device in used to avoid loss of information).

TCP/ IP Communication Requirements

Supports enabling TCP/ IP communication, directly connect device to the PC or connect to the local
network, input the IP address and other information of the device.

RS485 Communication Requirements

Supports enabling RS485 communication, connect device to PC by RS485, input the serial port number,
RS485 machine number, band rate and other information of the device.

Add Device by Searching Access Controllers

Search the access controllers in the Ethernet.
1) Click [Access Device] > [Device] > [Search Device], to open the Search interface.
2) Click [Search], and it will prompt [Searching...... ].
3) After searching, the list and total number of access controllers will be displayed.
Search Device

arch No device found? Download Search Tools to Locsl Disk

Searched devices count:2

Totsl Progress | 100% Number of devices added:1
IP Address Device Type Serial Number
IP Address MAC Address Subnet Masic Gsteway Address Serial Number Device Server Addi Op H
Model
1e2.18s.217.221 2552552550 192.188.217.1 3535101600001  inBIO450 Fro Add
218.27.01 2552552550 182.165.0.254 14863835477750 ACP This devica has been added
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#Note: UDP broadcast mode will be used to search access device. This mode cannot perform cross-
Router function. IP address can provide cross-net segment, but it must be in the same subnet, and needs

to be configured the gateway and IP address in the same net segment.
4) Click on [Add] in the search list.

If the device is a pull device, you may input a device name, and click [OK] to complete device adding.

Add
Device Name® 192.168.214.9
Communication Password
Area” Area Name
Add to Level S v

Clear Data in the Device when Adding

Tick this option, after adding device, the system will clear all data

in the device (except the event logs).

If the device is a push firmware device, the following windows will pop-up after clicking [Add]. If IP
Address in [New Server Address] is selected, then configure IP address and port number. If Domain
Address in [New Server Address] option is selected, then configure domain address, port number and

DNS. Device will be added to the software automatically.

Add
Device Name* [92.168.214.201
New Server Address” ®|P Address ( 'Domain Address
192 . 168 .214 .43
New Server Port’ 8088
Communication Password
Area’ Area Name
Add to Level — v

Switch to Two-door Two-way

Clear Data in the Device when Adding

A\ (Clea
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Add

Device Name* 192.168.214.229

New Server Address’ IP Address (e Domain Address

biosecurity.xmzkteco.com
New Server Port’ 80
DNS® 8 .8 -8 -8
Communication Password
Area’ Area Name
Add to Level aeeas v
Switch to Two-door Two-way

Clear Data in the Device when Adding

A\ (GiarData n e Devicewhen Adingwil it cata i e dvice exceptevent |

To add a device by IP Address or Domain Address, devices can be added to the
software by entering the domain address.

Set the access point of system.
Set a DNS address of the server.

If this option is selected, then after adding device, the system will
clear all data in the device (except the event logs). If you add the device merely for demonstration or
testing, there is no need to tick it.

#sNote: When using either of the above three device adding methods, if there exist residual data in the
original device, please sync original data to it after adding a new device to the software by clicking
[Device] > [Synchronize All Data to Devices], otherwise these original data may conflict with normal
usage.

5) The default IP address of the access device may conflict with the IP of a device on the Local
network. You can modify its IP address: click [Modify IP Address] beside the [Add] and a dialog
box will pop up in the interface. Enter the new IP address and other parameters (Note: Configure
the gateway and IP address in the same net segment).

& Note: Some PUSH devices support SSL. To use this function, select the HTTPS port during software
installation and ensure that the device firmware supports SSL.

Device Operation

For communication between the system and device; data uploading, configuration downloading, device
and system parameters shall be set. Users can edit access controllers within relevant levels in the current
system; users can only add or delete devices in Device Management if needed.
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(> Refresh [® New ([ Delete [# Export Q SearchDevice “/ Enable (Z) Disable P2 Synchronize All Data lo Devices = More »I

» L. Upgrade Firmware

@ Device Name  Serial Number  Area Name Communic Network IP Address RS485 Enable . Operations
Type Connection Parametar @ Reboot Device
Mode @5 Get Device Option
() 192168214215 6405163500013 AreaName  TCPIP Wired 192.168.214.215 o & GetPersonnel Information Edil Delete

[7) GetTransactions

T synchronize Time

[Z! SetBg-Verification Options

EB SetDevice Time Zone

Jip SetThe Registration device

(% SetDaylight Saving Time

14 Modity IP Address

g Modity Communication Password
¢ Modify RS485 Address

37 Modify the Fingerprint Identification Threshold
“ Switch network connection

[c] View Rules of Devices

2y View Device Capacity

® Edit or Delete a Device

Edit: Click Device Name or click [Edit] to access the edit interface.

Delete: Select device, click [Delete], and click [OK] to delete the device.

Devioe Name" Ilz1a.27.0.1 ]
Communication Type” O TCPIIP O RS485 @ HTTP
Serisl Number 14883635477750

IP Address" 216 .27 .0 .1
Control Panel Type :Four-Door Access Cont

Area” Area Name [ - |

o R o

For the details and settings of the above parameters, see Device. Items in grey are not editable. The device

Name should be unique and must not be identical to another device.

Access Control Panel Type cannot be modified. If the type is wrong, users need to manually delete the

device and add it again.
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® Export

Device information can be exported in EXCEL, PDF, CSV file format.

The File Type [EXCEL File
Export Mode (@) All data (Can export up to 40000 data)
(O Select the amount of data to export (Can export up to 40000 data)
From the article 1 Strip, is derived 100 Data
o
ZKTECO
Devioe
Device Name | Serial Number Area Name c"‘"‘;““’" ] IPAddress | RS485 Paramaeter Enable Devica Model | Register device | Firmware Vrsion
19218821860 | 20100501600 Area Name HTTP Wired 192.188.218.60 Ensble C3400Pr0 “:::':;f:”

® Disable/Enable

Select device, click [Disable/Enable] to stop/start using the device. When communication between the

device and the system is interrupted or device fails, the device may automatically appear in disabled status.

After adjusting local network or device, click [Enable] to reconnect the device and restore device

communication.

® Synchronize All Data to Devices

Synchronize data of the system to the device. Select device, click [Synchronize All Data to Devices] and

click [OK] to complete synchronization.

Selected Device

(@ Controller : 192.168.0.225

| ClearAl

Total Progress

|#|Access Authority |« TimeZone, holidays |#|Door parameters
|#ILinkage \iinterlock |#|AntiPassback
|#IFirst-Person Open Door |« Multi-Person Open Door |v/Wiegand Format
|#IAuxiliary Output

parameters

Close
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#sNote: [Synchronize All Data to Devices] will delete all data in the device first (except transactions), and
thus download all settings again. Please keep the internet connection stable and avoid power down
situations. If the device is working normally, please use this function with caution. Execute it in rare user
situations to avoid impact on normal use of the device.

Tick the device that needs to be upgraded, click [Upgrade firmware] to enter edit interface, then click
[Browse] to select firmware upgrade file (named emfw.cfg) provided by Access software, and click [OK] to
start upgrading.

#Note: The user shall not upgrade firmware without authorization. Contact the distributor before
upgrading firmware or upgrade it following the instructions of the distributor. Unauthorized upgrade may
affect normal operations.

It will reboot the selected device.

It gets the common parameters of the device. For example, get the firmware version after the device is
updated.

Renew the current number of personnel, fingerprints, finger vein and face templates in the device. The
final value will be displayed in the device list.

Get transactions from the device into the system. Two options are provided for this operation: Get New
Transactions and Get All Transactions.

The system only gets new transactions since the last collected and recorded
transaction. Repeated transactions will not be rewritten.

The system will get transactions again. Repeated entries will not be shown twice.

When the network status is healthy and the communication between the system and device is normal, the
system will acquire transactions of the device in real-time and save them into the system database.
However, when the network is interrupted or communication is interrupted for any reasons, and the
transactions of the device have not been uploaded into the system in real-time, [Get Transactions] can be
used to manually acquire transactions of the device. In addition, the system, by default, will automatically
acquire transactions of the device at 00:00 on each day.

&sNote: Access controller can store up to 100 thousand of transactions. When transactions exceed this
number, the device will automatically delete the oldest stored transactions (deletes 10 thousand
transactions by default).
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It will synchronize device time with server’s current time.

It will set parameters of the device connected to the server.

Select the required online device; click [More] > [Set Bg verification parameters]:
Set Bg-Verification Options

Selected Device
e The devices which have disabled background verification : 192.168.0.225

Set Bg-Verification Options

Background verification Enable v

Ifthe device is offline Standard Access Leve ¥

Total Progress

l

Background verification: Enable or Disable Background verification function.

If the device is offline: If the controller is offline, the device has levels of Standard Access Level or Access
Denied.

After setting parameters, click [Start] button to issue command to the device setting.

#Note: If you need advanced access control functions, please enable [Background verification], and issue

the background verification parameters to the device.
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If the device supports the time zone settings and is not in the same time zone with the server, you need to
set the time zone of the device. After setting the time zone, the device will automatically synchronize the
time according to the time zone and server time.

According to the requirements of different regions, set Daylight Saving Time rules.

Select a device and click [Modify IP address] to open the modification interface. It will obtain a real-time
network gateway and subnet mask from the device. (Failed to do so, you cannot modify the IP address).
Then enter a new IP address, gateway, and subnet mask. Click [OK] to save and quit. This function is the
similar as [Modify IP Address Function] in Device.

The system will ask for the old communication password before modifying it. After verification, input the
new password twice, and click [OK] to modify the communication password.

&Note: Communication password shouldn’t contain spaces; it is recommended to use a combination of
numbers and letters. Communication password setting can improve the device's security. It is
recommended to set communication password for each device.

Only the devices that use R5485 communication and with no DIP Switch can modify RS485 address.

Maodify the Fingerprint Identfication Threshold

The fingerprint identification |5 [(25-70
threshoid”

Users can modify the fingerprint identification thresholds in the devices; it ranges from 35 to 70 and it is 55
by default. The system will read the thresholds from the device. Users can view the thresholds devices list.
More than one device can be changed by using Batch operation function.
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® Switch network connection

Network Connection Mode (O Wired 4G @ Wifi
Search WIFI

Wireless SSID*  TP-LINK_6D9C_xinxiao

Wireless Key"

This function is applicable to InBio5 series access control panels, which is used to switch among different

network connection modes of the control panel.
® View Rules of Devices

Shows the Access rules in the device.

v

Passage Mode Time Zone Part of the set
Back 4 verificat Not opened Between multiple nuies
Globsl Ant-Passback Not opened W& T Mpscainc
Global Linkage Not opened and global mnii-passback
are set at the same time,
there may be conflicts.
Close

® View Device Capacity

It checks the capacity of personnel’s biometric details in the device.
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In Scftware Iy FirmW\are:
& @ i ® & & i ® [Get Al
182.188.217.221 250000 V20000 Ee E [Ged

A\ 1Fyou find that the data is not consistent with the device, please synchronize the data of the two before the query!

® Set the Registration device

Set the registration device only when the standalone device’s data such as personnel can automatically
upload.

Set The Registration device | Yes E|

4.1.3 Doors

1. Click [Access Device] > [Device] > [Door] to enter Door Management interface (click “Area Name”
in the left, system will automatically filter and display all access devices in this area).

N m— T — 5 e Q ©
The current query conditions: None
(% Refresh | Remote Opening “/ Enable (7) Disable | | Remote Closing Il Cancel Alam (2 Remote Normally Open = More ~
Deer Name Ares Name Owned Davica Serisl Number DoorMumber  Enable  Actve Tima Zone %w Verification Mode Opetaticns
0O 2827011 Ares Name 218.27.01 14583835477750 1 © 24-Hour Accessitie Nene Card o Fingerprint Edit
0O 2827012 Ares Name 216.27.01 14382635477750 2 © 24-Hour Accessibie None Card o Fingerprint Edt
0O 21827013 Ares Name 216.27.01 14282835477750 3 © 24-Hour Accessibie None Card or Fingerprint Edit
o a2 14 Ares Name 2182701 14393535477750 4 © 24-Hour Accessible None Card or Fingerprint Edit
O 1s2188217221 Ares Name 162.188.217.221 3835181800001 1 © 24-Hour Accessible Nene Card or Fingerprint Edit
0 1 7.221 Area Name 162.188.217.221 3835181800001 2 o 24-Hour Accessitie None Card or Fingerprint Edt
O 1 17.221 Ares Name 162.188.217.221 3835181800001 3 © 24-Hour Accessible None Card or Fingerprint Edt
0O 121882172214 Ares Name 162.188.217.221 3835181800001 4 © 24-Hour Accessible None Card or Fingerprint Edit
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Select the door to be modified, and click Door Name or [Edit] button below operations to open the Edit

interface:
Edit
Device Name” 192.168.12.155 Door Number* 1
Door Name® 192.168.12.155-1 Active Time Zone” 24-Hour Accessible A
Verification Mode* Card or Fingerprint v Lock Open Duration® 5 second(0-254)
Wiegand Format Auto v REX Mode” Unlock A
Operate Interval’ 2 second(0-254) REX Delay second(5-254)
Door Sensor Type® None v REX Time Zone 24-Hour Accessible v
Close and Reverse State Anti-Passback Duration of 0 minute(0-120)
Entrance
Door Sensor Delay % second(1-254) Duress Password (Maximum 6 Bit Integer)
Passage Mode Time Zone B v Emergency Password (8 Bit Integer)
Passage Delay 15 second(0-60) Disable Alarm
Multi-Person Operation 10 second(5-60) Open Door Delay 0 second(0-60)
Interval®
The above settings are copied to — v

It can’t be edited.

System will automatically name it according to doors quantity of the device. This number
will be consistent with the door number on the device.

& Note: By default, the suffix number in the Door Name is consistent with the Door Number, but 1/2/3/4 in
Anti-Passback and interlock refer to the Door Number, rather than the number following the Door Name,
and they are not necessarily related.

The default is “device name _door number”. The field can be modified as needed. Up to 30
characters can be entered.

Active Time Zone must be input, so that the door can be opened and closed normally.
A Passage Mode Time Zone must be set within the Active Time Zone. By default, both are null.

&Note: For a door, in Normal Open state, a person who is allowed to be verified 5 times consecutively
(verification interval should be within 5 seconds) can release the current Normal Open status and close the
door. The next verification will be a normal verification. This function is only effective at the Active Time
Zone of specified doors. And within the same day, other Normal Open intervals set for the door and First-
Person Normally Open settings will not take effect anymore.
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It is the time period for which the door remains unlocked after punching. The unit is
second (range: 0~254 seconds), and the default value is 5 seconds.

It is the Interval between two punches. The unit is second (range: 0~254 seconds), and
the default value is 2 seconds.

Only one entry is allowed with a reader in this duration. The unit is
minute (range: 0~120 minutes), and the default value is 0 minute.

None (will not detect door sensor), Normal Open, Normal Close. The default value is
NO. If you have selected as Normal Open or Normal Close, you need to set Door Sensor Delay and decide
whether or not Close and Reverse-lock is required. When the door sensor type is set as Normal Open or
Normal Close, the default door sensor delay is 15 seconds, and the close and reverse state is enabled.

The duration for delayed detection of the door sensor after the door is opened. When
the door is not in the Normally Open period, and the door is opened, the device will start the counting. It
will trigger an alarm when the delay duration is expired and stops the alarm when you close the door. The
default door sensor delay is 15s (range: 1~254 seconds). Door Sensor Delay should be greater than the
Lock Open Duration.

It will set to either lock or not lock the door after door closing. Check it for
locking after door closing.

Identification modes include Only Card, Card plus Password, Only Password, Card plus
Fingerprint, Card or Fingerprint. The default value is Card or Fingerprint. When both Card and Password
mode is selected, make sure the door is equipped with a reader that has keyboard.

Select the Wiegand card format that can be identified by the Wiegand reader of the
door. If the format of punched card is different with the setting format, the door cannot be opened. The
software is embedded with 9 formats, and the default is Wiegand card format, except for the card format

name containing a, b or c.

Locking indicates that the door will be locked after the exit button is pressed.
Unlocking indicates that the door will be unlocked after the exit button is pressed. The default value is
unlocking.

It indicates the alarm delay time for door detection after the exit
button is locked. When the door is unlocked forcibly, the system will detect the door status after a period
of time. The default is 10s (range: 1~254 seconds). The exit button has to be locked before setting this
option.

The button is available only in the specified time segment.

Based on the lock opening duration, the door sensor delays exit
delay. The duration of the entry will be extended. To function this feature, you need to check [Delay
passage] option to extend relevant duration when adding or editing staff information. For example, you
may extend the duration of entrance for people with disabilities.
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The time period to keep the door open after the verification completes (range: 1~60
seconds).

The time interval between two verifications with cards or fingerprints
(range: 1~60 seconds).

Duress means any threats, violence, constraints, or other action
used to coerce someone into doing something against their will. In these situations, input Duress
Password (with an authorize card) to open the door. When the door is opened with Duress Password, the
alarm is triggered. Upon emergency, user can use Emergency Password (named Super Password) to open
door. Emergency Password allows normal opening, and it is effective in any time zone and any type of
verification mode, usually used for the administrator.

Duress Password Opening (used with an authorized card): Password should be a number
not exceeding 6 digits. When Only Card verification mode is used, you need to press [ESC] first,
and then press the password plus [OK] button, then finally punch legal card. The door opens
and triggers the alarm. When Card + Password verify mode is used, please punch legal card
first, then press the password plus [OK] button (same as normal opening in card plus
password verification mode), the door opens and triggers the alarm.

Emergency Password Opening: Password must be 8 digits. The door can be opened only by
entering the password. Please press [ESC] every time before entering password, and then
press [OK] to execute.

When using Duress Password or Emergency Password, the interval for entering each number shall not
exceed 10 seconds, and both the passwords should not be the same.

Check the box to disable the alarm voice in real-time monitoring page.
It has below two options.

All doors of current device: Click to apply the above settings to all doors of the current access
device.

All doors of all devices: Click to apply the above settings to all doors of all access devices
within the current user’s level.

After setting parameter(s), click [OK] to save and exit.
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4.1.4 Reader

1. Click [Access Device] > [Reader] on the Action Menu, click on reader name or [Edit]:

Daylight Saving Time

Alarem Manitaring

Map

2Ry 4. Click on
FEY required
reader

AR 4RO H44 TA 4 Faa

[, Video Integrated 1€ ¢ 1-18.3 3

19; Door Name®

1% Name®

1% Number'

InfQut”
Communication Type
Encrypt

15 The above settings are copied to

192.168.12.155-1-In

sIn Out
Wiegand/RS485

19 QA The encryption is copled to all readers of current device!

o | ok cancel |

v

50 rows per page - Jump To 1 11 Page Tolal of 18 records.

Operations

Edf Bind/Unbind Camera
E08 Bind/Unbing Camera
Edil Bing/Unbind Camara
Ed# Bind/\inbind Camera
£dt Bind/Unbind Camera
Edil Bind/Unbind Camara
Ed# Bind/Uinbing Camera
Edt Bind/Unbind Camera
£ Bind/Unbind Camera
Ed8 Bind/Unbing Camara
Edf Bind/Uinbind Camera
E0t Bind/Unbind Camera
Edi Bing/Unbind Camara

[Crtn Dl Inbind fammaes

Name of the reader displayed on the list page.

Wiegand/RS485, Wiegand, RS485, and Disabled are available. When a
communication type is selected, the reader interface on the device will receive data (including card and
fingerprint data) for the specified type only.

If this option is selected, the device may only be used with encrypted readers, such as SF10 and
FR1300.

Through this option, the reader can be connected to the cameras, and the system will make a video
linkage (pop-up videos, videos or screenshots) once there is a corresponding event occurs.

2. Click [Bind/Unbind Camera] to select channel(s):
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weicome, admin () (1) (@) @ O]

Authorized Company: 11

Channel Name

Serial Number
The current query conditions: None

Alternative Selected(0)

7] ‘Channel Name Cwned Device Serial Number @ Channel Name Owned Device Serial Number

L) 1921682142201 192.168.214.220 7586dde1665d9a00

>

B3 | A dianced Fncions 4. Click here '
¢ 1-1 5 5 SOrowsperpagpe ~  Tofalof 1 records

= Repoits § Bingd/Unbind Camera

e it inbind e
— I L,
fn Ve . e m

3. Select and move the required reader towards right list and Click [OK] to finish.

«sNote: A reader can be used to bind more than one channel.
4.1.5 Auxiliary Input

It is mainly used to connect to the devices, such as the infrared sensors or smog sensors.

1. Click [Access Device] > [Auxiliary Input] on the Action Menu, to access below shown interface:

2. Click on Name or [Edit] to modify the parameters as shown below:

Device Name™
Number”

Name"* Auxiliary Input-1

Printed Name* N1

Active Time Zone 24-Hour Accessible v

Remark

Fields are as follows:

Name: You can customize the name according to your preference.
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It will be the printed name on the hardware, such IN5.
Auxiliary input is available only in the specified time segment.
&sNote: Only Name, Active Time Zone and Remarks can be modified.

Click [OK] to save the name and remark and exit.

Through this option, the reader can be connected to the cameras, and the system will make a video
linkage (pop-up videos, videos or screenshots) once there is a corresponding event occurs. For this, the
interaction setting in Linkage or in Global Linkage should be done before. For details, please refer to
Reader: Bind/Unbind Camera.

#Note: An auxiliary input point can bind more than one channel.
Auxiliary Output

It is mainly related to alarm and is used when linkage is working.

Click [Access Device] > [Auxiliary Output] on the Action Menu to access the following interface:

Name [ m Device Name Printed Name

The current query conditions: None

[+ Refresh '“. Remote Open | Remote Close ' Remote Normally Open
O MName Device Name Number Printed Name Passage Mode Time Remark Operations.
Zone

O Auwdlisry Output-1 216.27.01 1 ouUT1 Edit

O Auxilisry Output-1 162.168.217.221 1 ouT1 Edit

0O Auwilisry Qutput-2 162.188.217.221 2 ouT2 Edit

[0 Auwidlisry Output-3 102.1638.217.221 3 ouT3 Edit

O Audlisry Quiput-4 102.188.217.221 4 ouUT4 Edit

Click [Edit] to modify the parameters:

Edit
Device Name®
Number”
Name* Auxiliary Output-1
gn:ed Name"
Passage Mode Time Zone | —— v
Remark
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You can customize the name according to your preference.
The printing name in the hardware, for example OUT2.

The auxiliary output will be in normal open or normal close in the selected
time zone.

& Note: Only Name, Passage Mode Time Zone and Remarks can be modified.

3. Click [OK] to save the name and remark and exit.

4.1.7 EventType

It will display the event types of the access devices.

1. Click [Access Device] > [Event] to access the following page:

Event Level |———— | Event Name Morer O (%)
@ current query conditions: None
(C* Refresh FE Set Audio
Aodiery Input [  EventName Event Number Event Level Device Name Serial Number Operations
Auwdliary Output Mormal Verify Croen 0 Normal 192.168.12.145 AJIB174360005 Edit =
Werify During Passage Mode Time Zone 1 Normal 192.168.12.145 AJIG1T4350005 Edit
Normal 192.168.12.145 AJIG174360005 Eadit
Normal 192.168.12.145 AJIB174360005 Edit
Normal 107 158 17 145 174360005 Edit
teal-Time Monitoring 4. Click on required event M}“"“ =
Alarm Monitoring S £
Normal 192.168.12.145 AJIB174360005 Edit
Normal 192.168.12.145 AJIE174360005 Edit
Normal 192.168.12.145 AJIG174360005 Edt
[Enable Intraday Passage Mode Time Zone " Normal 192.168.12.145 AJIB174360005 Edit
cevacas Etncons Door Inactive Time Zone Varty Open 21 Exception 192.168.12.145 AJIG174360005 Edif
llegal Time Zooe 22 192.168.12.145 AJIB174360005 Edit
Access Denied 23 Exception 192.168.12.145 AJIB174360005 Edit =
¢ ¢ 1-50 3 » SOrowsperpage ~ JumpTo 1 /6 Page  Tolal of 257 records
2. Click [Edit] or click the event type name to edit:
Device Name® 192.168.12.145 v
Event Number” 1
Event Level” k Normal v
Event Name® Verify During Passage Mot
Event Sound (@) Already Exists () Upload
Play
Copy the above settings to
all devices
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Fields are as follows:

Event Level: Normal, Exception, and Alarm are available.

Event Name: It can’t be modified.

Event Sound: You can set custom sound being played when the event occurs in real-time monitoring.

Copy the above settings to all devices: This event will be applied to all current devices within the
purview of the same user event number.

Set Audio: Same as the event sound. Click [Set Audio]:

Event Sound (®) Already Exists () Upload

fageren [ oc | cancel ]

required event

You can upload an audio from your local PC. The file must be in wav or mp3 format, and it must not
exceed 10MB.

For more details about Event Type, please refer to Access Event Type.

4.1.8 Daylight Saving Time

DST, also called the Daylight-Saving Time, is a system to adjusting the official prescribe local time to save
energy. The unified time adopted during the implementation of known as the "DST". Usually, the clocks
are adjusted forward one hour in the summer to make people sleep early and get up early. It can also help
to save energy. In autumn, clocks are adjusted backwards. The regulations are different in different
countries. At present, nearly 70 countries adopt DST.

To meet the DST requirement, a special function can be customized. You may adjust the clock one hour
forward at XX (hour) XX (day) XX (month) and one hour backward at XX (hour) XX (day) XX (month) if
necessary.

Page |71 Copyright©2020 ZKTeco USA LLC. All rights reserved.



ZKBioSecurity V5000 2.0.0 User Manual

® AddDST

1. Click [Access Device] > [Daylight Saving Time] > [New]:

I B & & O weicome, om0 @) @ @ @ )
I 4 ’ i L= iV : Authorized Company: 11

evice ( (C+ Retresh [F New | Doete  [£] DST Sening
m DST Name Star] Tans End Time Operations
[  USADaylight Saving Tim A bnd Sunday in MAR At 02hour the First Sunday in NOV

Event Type

Start Time [MAR v | Second v | Sunday v 2 v oiclock
End Time* [Nov v i[Fust v |[sunday v 2 v locock
M

1£ ¢ 1-1 3 31 SOrowsperpage =~ JumpTo 1 /i Page  Total of 1 records

Set as "Month-Weeks-week hour: minute" format. The start time and end time is needed. For example, the
start time can be set as “second Monday in March, 02:00”. The system will be advanced one hour at the
start time. The system will go back to the original time at the end time.

® UseaDST

7 All
[ 192.168.12.155
[ 192.168.214.74

The user can enable the DST setting on a device: In the DST interface, select a DST setting, and click [DST
Setting], select the device to apply the DST setting to and click [OK] to confirm.
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= Notes:
»~ IfaDST setting is in use, it cannot be deleted. Stop the DST before deleting.

» If a DST setting is in use, the latest modification will be sent to the device. Disconnection of
the relevant device will lead to transmission failure, and it will resume at the next connection.

> In the Door Management module of the access control system, you can enable or disable DST
function. If you enable DST setting, the system will be advanced one hour at the start time.
The system will go back to the original time at the end time. If you did not set a DST in the
device, the system will prompt “The Daylight Saving Time hasn’t been set in this device” when
you disable the function.

4.1.9 Device Monitoring

By default, it monitors all devices within the current user’s level. You may click [Access Device] > [Device
Monitoring] to view a list of operation information of devices: Device Name, Serial No., Area, Operation
Status, Current status, Commands List, and Related Operation.

wecone.aamn. @ O @ @ O

E =
—_ Authorized Company: 11
...... evice @ Area Status | ——— v Device Name Serial Number ®
# Export i Clear Al Command
Device Name Serial Number Area Operation Status Current Status Commanids List Recently The Abnormal ~ Operations
State
192.168.12.145 AJIGIT4360005 003 Connecting device Disconnected 0 Disconnected Clagr Command Vigw Cot
— 192,168 12.155 AK1F173460006  FaceOn Connecting device Disconnected 75 Disconnected Clear Command View Cor

Auwndliary Input

192 168.12.160 AJKOQ173950007 FacaOn Connecting device Disconnactad 36 Disconnected Clear Command View Coy
Auwdliary Output

192.168.214.74 3763161600001 FaceOn Get real-time event Disconnected 6 Disconnected Clear Command View Cot
Exsntilyps 192.168.214.70 5403144900080  FaceOn Disconnected Connection timeout 6 Connection timeout Clear Command View Cor
Daylight Saving Time
Real-Time Monitoring
Alarm Monitaring h

L) Access Control
[Z Advanced Functions
= Reports

Video -

Current device count : 5 wNommal : 0 @Exception : 5 »Disable : 0 Command Sum : 203  Suzpend Montor |_

Device commands can be exported in EXCEL, PDF, CSV file format.
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Export

The File Type EXCEL File ﬂ
Export Mode (w) All data {Can export up to 40000 data)

() Select the amount of data to export (Can export up to 40000 data)

From the article 1 Strip, is denved 100 Data
ZKTECO
Device Monitoring
R ty The
Device Name Sernial Number Area Operation Status Current Status Commands List oy
Abnormal State
192.168.218.60 20100501999 Area Name Get real-time event Normal 0 None

You may clear the command as needed. Click [Clear Command] in operations column:

Prompt

Are you sure to clear command queues?

Click [OK] to clear.
#Notes:

After the implementation of Clear Command, you can perform the Synchronize All Data to
Devices operation on the device list to re-synchronize data in the software to the device, but
this operation cannot be performed when the user capacity and fingerprint capacity are fully
consumed on the device. Once the capacity is insufficient, you can replace the current device
with a higher-capacity one or delete the rights of some personnel to access this device, and
then perform the Synchronize All Data to Devices operation.

Operate State is the content of communications equipment of current device, mainly used for
debugging.

The number of commands to be performed is greater than 0, indicating that the data is not
yet synchronized to the device, so wait for the synchronization to complete.
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4.1.10 Real-Time Monitoring

Click [Access Device] > [Real-Time Monitoring].

It will monitor the status and real-time events of doors under the access control panels in the system in
real-time, including normal events and abnormal events (including alarm events).

The Real-Time Monitoring interface is shown as follows:

Click a door to enable the selection mode. You can perform operations such as batch selection, batch
remote opening, remote closing, activate lockdown, deactivate lockdown, and remote normally open.

¢ . L e G QOO0
Authorized Company’ new_demonstration_service
Area Status Device Name More~ (3
Door Auniliary Input Auniliary Output
AllDoors || Remote Opening [1| Remote Closing Gl Cancel Alarm @ Activate Lockdown i Deactivate Lockdown /2 Remote Normally Open  [#] MultipleSelection = More =
L B E E
19216852 19216852 19216852 192.16852
5211 5211 521 521
Auxiliary Input
Auxiliary Output
Event Type
Current Total 20 @ Online 0 & Disable 0 @ Offine20 & Unknown:0 Door Name
Daylight Saving Time
Real-Time Events
Device Manitoring
Time Area Device Evant Paint Event Description Card Number Person Reader Name Verification Mode

Access Control

4 Advanced Functions

=] Repons

Total Recewed 0 @ NormalD & Exception 0 @Alarm 0 lear D Event Description
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Area Status | —— [V]  oevica Nama Serial Number ®
Door Aundliary Input Auwndlisry Output Elevator
AllDoors: [[] Remote Opening 1| Remote Closing G Cancel Alarm € Activate Lockdown  (: Desctivate Lockd 2 Remote Normslly Open More ~
ol o o i
218.27.0.1-1 21627.0.1-2 218.27.0.1-3 218.27.0.1-4 162.168.217 162.168.217 102.168.217 162.188.217
211 212 2213 2214
Cument Total:8 9Online:4 Dissble:d @Offine:d ¢ Unknown:D Door Name |
Real-Time Events
Time Area Device Event Point Event Description Card Number Person Reader Name Verification Mode
2017-02-00 11:46:15  Ares Name 102.168.217.221(3835181600001) Device Started Other Other
Total Received:1 W Normal:1 W Exception:D @Alarm( Claar Bows Dats Event Description

Different icons represent status as followed:

Device banned

/i

Door sensor unset, Relay closed
/Without relay status

e,

Online status Door closed, Relay
closed/Without relay status

"

Online status Door opened, Relay
closed/Without relay status

Door opened alarming, Relay closed

Door opening timeout, Relay closed
/Without relay status, Door Sensor
Opened

Door opening timeout, Relay closed/
Door Sensor Closed

e,
e,
o, @
1
i 8

&

Door Offline

Door sensor unset,
opened/Without relay status

Relay

Online status Door clo

opened/Without relay status

sed, Relay

Online status Door opened, Relay
opened/Without relay status

Door opened alarming, Relay

opened

Door opening timeout, Relay
opened/Without relay status

Door opening timeout, Relay
opened/ Door Sensor Closed
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: = Door closed alarming, Relay > = Door closed alarming, Relay
e /N closed/Without relay status o / . opened/Without relay status
F Door sensor unset, Door alarming, P Door sensor unset, Door alarming,
= Relay closed L Relay opened
Door opening timeout, Without rela .
] P g y ﬂ; Door locking

status/Door Sensor Closed

zNote: Without relay status, indicates that the current firmware does not support “detect relay status”
function.

Door

By default, the home page displays all doors of the panels within the user's level. User may monitor door(s)
by setting the Area, Access Control or Door.

It can control one door or all doors.

To control a single door, right click over it, and click [Remote Opening/ Closing] in the pop-up dialog box.
To control all doors, directly click [Remote Opening/ Closing] behind Current All.

In remote opening, user can define the door opening duration (The default is 15s). You can select [Enable
Intraday Passage Mode Time Zone] to enable the intraday door passage mode time zones, or set the
door to Normal Open, then the door will not be limited to any time zones (open for 24 hours).

To close a door, select [Disable Intraday Passage Mode Time Zone] first, to avoid enabling other normal
open time zones to open the door, and then select [Remote Closing].

#Note: If [Remote Opening /Closing] fails, check whether the devices are disconnected or not. If
disconnected, check the network.

Once an alarming door is displayed on the interface, the alarm sound will be played.
Alarm cancellation can be done for single door and all doors. To control a single door, move the cursor
over the door icon, a menu will pop-up, then click [Remote Opening/Closing] in the menu. To control all
doors, directly click [Remote Opening/Closing] behind Current All.

& Note: If [Cancel the alarm] fails, check if any devices are disconnected. If found disconnected, check the
network.

It will set the device as normal open by remote.

It will remotely set the door status to locked status. After this, the door wouldn’t
receive any operations, such as card reading and remote operations. This function is supported only by
certain devices.
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It will unlock a locked door. This function is supported only by certain devices.

If a Real-Time Monitoring event contains personnel activity, the monitor will
display the person photo (if no photo is registered, the monitor will display default photo). The event
name, time and date are displayed.

If this option is selected, it plays an audio after an alarming event occurs.

If you move the cursor to a door’s icon; you can perform the above operations in a quick way. In addition,
you can query the latest events from the door.

E Status

182,182 : -

o2y Device: 102.188.217.221
Serial Mumber: 2835161800001
Number: 4
Dioor Sensor: Mo Door Sensor
Relay: Close
Alarm: Mone

Do -
Remote Opening
Remote Closing
Activate Lockdown
vent Desc  Deactivate Lockdown Read:

Cancel Alarm

Click to quickly view the latest events happened on the door.

If you swap an unregistered card, a record with a card number will pop-up in real-
time monitoring interface. Right click that card number, and a menu will pop-out. Click “Issue card to
person”, to assign that card to one person.

The system will automatically acquire records of devices being monitored (by default, display 200 records),
including normal and abnormal access control events (including alarm events). Normal events will appear
in green; alarm events will appear in red; other abnormal events will appear in orange.

Auxiliary Input

It monitors current auxiliary input events in real-time.
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Area Status —_— ﬂ Dievice Mame Serial Number
Door Aupdliary Imput Auziliary Output Elewatar
Aupdliary Auxiliary Auxiliary Pardliary Pucdliary
Input-1 Imput-1 Input-2 Input-2 nput-4

Current Total5 @ Online:d4  Disable:0 @ Ofine:1 & Unknown:0 Audliary Input Name
un

Real-Time Events

Time: Area Device Event Point Event Description Card Number Person Reader Mame:
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Elevator

About the real-time monitoring of elevators, please refer to Real-Time Monitoring.

Map

Click [Access Device] > [Map] > [New] to add a map.
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Authorized Company: ZKTeco

Map Name®
Area Name” Area Name [~ |

MaﬁPalh‘ Choose File | No file chosen

After adding, users can add door on the map, perform zoom-in, zoom-out, etc. If users relocated or
modified the map, click [Save Positions] to save. The user can view the new setting at next visit.
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Add/Delete Map: Users can add or delete a map as needed.
Edit Map: Users can edit map name, change map or the area it belongs to.

Adjust map (includes door): Users can add a door on the map or delete an existing one (right click the
door icon, and select [Delete Door]), or adjust the map or position(s) of the door or camera icons (by
dragging the door or camera icons), adjust the size of the map (click [Zoom in] or [Zoom out] or click [Full
Screen]).

Door operation: If you move the cursor to a door, the system will automatically filter and displays the
operation according to the door status. Users can do remotely open/close doors, cancel alarms, etc.
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1) Users need to select the relevant area for the map when adding levels. The area will be relevant to
the user access levels, users can only view or manage the map within levels. If the relevant area of
a map is modified, all doors on the map will be cleared. Users need to add the doors manually

again.
2) When an administrator is adding a new user, he can set the user operation rights in role setting,
such as Save positions, Add Door, Add Camera, etc.

&Notes:

In map modification, users can choose to modify the map name but not the path. Users only
need to check the box to activate the modification option.

The system supports adding multi doors at the same time. After adding the doors, users need

to set the door position on the map and click [Save].

When modifying door icon, especially when users zoomed out the map, the margin for top
and left shall not be smaller than 5 pixels, or system will prompt error.

Users are recommended to add a map size under 1120 * 380 pixels. If several clients access the
same server, the display effect will be different according to resolutions of screen and the

settings of browsers.

Access Control Management

Time Zones

It sets usage time of a door; the reader is usable during valid time periods of certain doors and unusable
during other time periods. Time Zone can also be used to set Normal Open time periods or set access
levels so that specified users can only access specified doors during specified time periods (including
access levels and First-Person Normally Open).

The system controls access according to Time Zones (up to 255 time zones). The format of each interval for
a time zone: HH: MM-HH: MM. Initially, by default, the system has an access control time zone named [24
hours Accessible]. This time period cannot be modified and deleted. The user can add new Access Control
Time Zones that can be modified or deleted.
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Save and New

1. Add Access Control Time Zone

1) Click [Access Control] > [Time zones] > [New] to enter the time zone setting interface:

C eewn [ mevaz [ e |
oat
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00

| Monday |
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
Sunday 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
| HoiidayType 1 [TV RER1T) 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
Copy Monday’s Sefting to Others Weekdays: [

The parameters are as follows:
Time Zone Name: Any character, up to a combination of 30 characters.

#sRemarks: Detailed description of the current time zone, including explanation of current time zone and
primary applications. Users can input up to 50 characters in this field.

Interval and Start/ End Time: One Access Control Time Zone includes 3 intervals for each day in a week,
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and 3 intervals for each of the three Holidays. Set the Start and End Time of each interval.

Setting: If the interval is Normal Open, just enter 00:00-23:59 as interval 1, and 00:00-00:00 as interval 2/3.
If the interval is Normal Close: all inputs will be 00:00-00:00. If users use only one interval, they just need to
fill in interval 1, and interval 2/3 will be the default value. Similarly, when users only use the first two
intervals, the third interval will be the default value. When using two or three intervals, users need to
ensure that the two or three intervals do not overlap, and the time shall not cross the days. Or the system
will prompt error.

Holiday Type: Three holiday types are unrelated to the day of a week. If a date is set to a holiday type, the
three intervals of the holiday type will be used for access purpose. The holiday type is optional. If the user
does not enter one, the system will use the default value.

Copy on Monday: You can quickly copy the settings of Monday to other weekdays.
2) After setting, click [OK] to save, and it will display in the list.

2. Maintenance of Access Control Time Zones

Edit: Click the [Edit] button under Operation to enter the edit interface. After editing, click [OK] to save.

Delete: Click the [Delete] button under Related Operation, then click [OK] to delete, or click [Cancel] to
cancel the operation. A time zone in use cannot be deleted. An alternative way is to tick the check boxes
before one or more time zones in the list, and click the [Delete] button over the list, then click [OK] to
delete, and click [Cancel] to cancel the operation.

4.2.2 Holidays

Access Control Time of a holiday may differ from that of a weekday. The system provides access control
time setting for holidays. Access Control Holiday Management includes Add, Modify and Delete.

" Holiday Name"

Holiday Type® Holiday Type 1
Start Date” 2018-03-28
End Date” 2018-03-28
Recurring No

Remark

ncamven | oc | carcer |

Page |83 Copyright©2020 ZKTeco USA LLC. All rights reserved.



ZKBioSecurity V5000 2.0.0 User Manual

1)  Click [Access Control] > [Holidays] > [New] to enter edit interface:

New
o Holiday Name' ;|
Holiday Type” Holiday Type 1 v
Start Date” 2018-03-28
End Date” 2018-03-28
Recurring No v

Remark

Any character, up to a combination of 30 characters.

Holiday Type 1/2/3, namely, a current holiday record belongs to the three holiday types
and each holiday type includes up to 32 holidays.

The date format: 2010-1-1. Start Date cannot be later than End Date, otherwise the
system will prompt an error message. The year of Start Date cannot be earlier than the current year, and
the holiday cannot be set across two different years.

It refers a holiday whether to require modification in different years. The default is No. For
example, the Near Year's Day is on January 1 each year, and can be set as Yes. The Mother's Day is on the
second Sunday of each May; this date is not fixed and should be set as No.

For example, the date of Near Year's Day is set as January 1, 2010, and the holiday type is 1, then on
January 1, Access Time Control will not follow the time of Friday, but the Access Control Time of Holiday
Type 1.

2) After editing, click [OK] button to save, and it will display in the holiday list.

Click Holiday Name or [Edit] button under Operations to enter the edit interface. After modification, click
[OK] to save and quit.

In the access control holiday list, click [Delete] button under Operations. Click [OK] to delete, click [Cancel]
to cancel the operation. An Access Control Holiday in use cannot be deleted.
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4.2.3 Access Levels

Access levels indicate that one or several selected doors can be opened by verification of a combination of
different person within certain time zone. The combination of different person set in Personnel Access
Level option.

Browse Levels 24 H{FaceOn) Door Combination
Q ® Door Name Owned Device Q &
The current query conditions: None

(C Refresh (i} Delete Door  [# Export

Level Name AreaName Time Zone  Doof Count  Operations [ Door Name Owned Device
24H FaceOn 3 0 Ed2 Add Door
Test1 FaceOn 24-Hour Acce: 5 Ed# Add Door
Lavell FaceOn i o Ed2 Add Door
2H FaceOn 8H 1 Edt2 Add Door
Test FaceOn 24-Houwr Acce 1 Ed# Add Door I
Interlock NS ms 24-Hour Acce: 0 Ed# Add Door
Linkage 321548 FacaOn 24-Hour Acce: B Ed# Add Door
Anti-Passhack
b
1< ¢ 1-T 3 51 SOrowsperpage ~  Totalof 7 records 1¢ ¢ 0 » 31 SOrowsperpage ~  Tofal of O records

1. Click [Access Control] > [Access Levels] > [New] to enter the Add Levels editing interface:

Level Name®
Time Zone® 24-Hour Accessible v
Area® Area Name

L_ox | caxel

2. Seteach parameter: Level Name (unrepeatable), Time Zone.

3. Click [OK], the system prompts “Immediately add doors to the current Access Control Level”, then
click [OK] to add doors, then click [Cancel] to return the access levels list. The added access level is
displayed in the list.
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Prompt

Immediately add doors to the current Access
Control Level?

& Note: Different doors of different panels can be selected and added to an access level.

Set Access by Levels

Add/Delete Personnel for Selected Levels:

1) Click [Access Control] > [Access Levels] > [Set Access By Levels] to enter the edit interface, then
click an Access level in the list on the left, personnel having right of opening doors in this access
level will be displayed in list on the right.

2) In the left list, click [Add Personnel] under Operations to pop up the Add Personnel box; select
personnel (multiple) and click * to move to the selected list on the right, then click [OK] to save
and exit.

3) Click the level to view the personnel in the list on the right. Select personnel and click [Delete
Personnel] above the list on the right, then Click [OK] to delete.

Set Access by Person

Add selected personnel to selected access levels or delete selected personnel from the access levels.
Add/Delete levels for Selected Personnel:

1) Click [Access Control] > [Access Levels] > [Set Access By Person], click Employee to view the
levels in the list on the right.

2) Click [Add to Levels] under Related Operations to pop up the Add to Levels box, select Level
(multiple) and click = to move it to the selected list on the right; then click [OK] to save.

3) Select Level (multiple) in the right list and click [Delete from levels] above the list, then click [OK]
to delete the selected levels.

Setting Access Control for Selected Personnel:

A. Select a person in the list on the left and click [Access Control Setting].
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wekome.aamn @ O @ ® O

Authorized Company: 11

Edit Levels For Personnel Browse Personnel 117055(0) From Levels

Persannel ID First Name Morew C  Level Name Time Zone Q ®

Jhe curmrent query conditions: Ni The current query conditions: None

* Refresh [10 Access Control Setting Ratroch i Datato Eeom LouotcC#_Cunont
Personnel 1D FirstName®  LastName Card N g = Zone
o o
5 5 | Superuser No v
10522 [] . Device Operation Role Ordinary User v
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= Delay Passage (]
Sel Access [ ] c p 1234567]
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Video Integrated

B. Setaccess control parameters and then click [OK] to save the settings.

4.2.6 Set Access by Department

Add the selected department to the selected access levels or delete the selected department from the
access levels. The access of the staff in the department will be changed.

4.2.7 Interlock

Interlock can be set for two or more locks belonging to one access controller. When one door is opened,
the others will be closed, or you cannot open the door.

Before setting the interlock, please ensure that the access controller is connected with door sensor, which
has been set as NC or NO state.

1. Click [Access Control] > [Interlock] > [New] to enter the edit interface:
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Device Name” Click to select

Interlock Rule®

2. Select Device Name. When users are adding devices, interlocked devices cannot be seen in the
dropdown list. After deleting established interlock information, the corresponding device will
return to the dropdown list. Interlock setting will vary with the number of doors controlled by
selected devices:

» A one-door control panel has no interlock settings.
»  Atwo-door control panel: 1-2 two-door interlock settings.

AN

» A four-door control panel: 1-2 two-door interlock; 3-4 two-door interlock; 1-2-3 three-door
interlock; 1-2-3-4 four-door interlock.

3. Select Interlock Rule, tick an item, then click [OK] to complete. The new added interlock settings
will be shown in the list.

&Note: During editing, the device cannot be modified, but the interlock settings can be modified. If the
interlock settings are not required for the device any more, the interlock setting record can be deleted. If
users delete a device record, its interlock setting record, if any, will be deleted.

4.2.8 Linkage

Linkage setting means when an event is triggered at an input point of the access control system, a linkage
action will occur at the specified output point to control events such as verification, opening, alarm and
abnormal of system, and list them in the corresponding monitoring view.

Add Linkage setting:
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MNew |
1
Linkage Name" Davice® Click to select
Linkage Trigger Conditions*  Add Check All Claar ANl Input Point*
The cument query conditions: None
4. Click here Output Point" Video Linkage E-mail
Aurdliary Cutput
Action type” Close v Action type” Close L
=| Reports
s Video integrated

Click [Access Control] > [Linkage] > [New].

Enter the linkage name, select a linkage device, linkage trigger conditions, input point, output
point, then set linkage action, video linkage and other parameters.

After selecting devices, corresponding linkage settings will be displayed. The System will first
judge whether the device is successfully connected and has read extended parameters. If there is
no available extended parameters, the system cannot set any linkage. If there is an available
extended parameter(s), the system will show linkage settings according to the door quantity,
auxiliary input and output quantity of currently selected device:

Choose Linkage Trigger Conditions

4 | |77 Door Event

™

Access Denied

[ Activate Lockdown
[] Anti-Passback
[] Cancel Alarm

[ Deactivate Lockdown

my

| Disable
[7] Door Closed Correctly

Door Inactive Time Zone Verify Open

Door Inactive Time{%jone{Press Exit Button)
Door Locked

Door Opened Correctly

¥ [

J 0

Nurare Nnan Alares

#Note: Linkage Trigger Conditions contain Door Event and Auxiliary Input Event. And “Fail to connect

server”, “Recover connection”, “Device connection off” will be filtered from Door Event.
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New
Linkage Name® Test Device” 192.168.12.155
Linkage Trigger Conditions*  Add Check All Clear All Input Point*
() Auxiliary Input Disconnected v [ Any
[ Auxiliary Input-1
[ Auxiliary Input-2
[ Auxiliary Input-3
[ Auxiliary Input-4
Output Point* E-mail

Door
v [ 192.168.12.155-1
[ 192.168.12.155-2
[ 192.168.12.155-3
[ 192.168.12.155-4

Auxiliary Output
v [7] Auxiliary Output-1
[] Auxiliary Output-2
[ Auxiliary Output-3
[ Auxiliary Output-4

Action type* Normally Open Action type* Normally Open

—
O
¢
i3]
o
2
=
2

—-l

[
(o)
-

Select the Input Point and Output Point, Linkage Action, Video Linkage and Email Address.

Set a linkage name.

Linkage Trigger Condition is the event type of selected device. Except
Linkage Event Triggered, Enable/Disable Auxiliary Output, and Device Start. All events could be trigger
condition.

Any, Door 1, Door 2, Door 3, Door 4, Auxiliary Input 1, Auxiliary Input 2, Auxiliary Input 3,
Auxiliary Input 4, Auxiliary Input 9, Auxiliary Input 10, Auxiliary Input 11, Auxiliary Input 12 (the specific
input point please refers to specific device parameters).

Lock 1, Lock 2, Lock 3, Lock 4, Auxiliary Output 1, Auxiliary Output 2, Auxiliary Output 3,
Auxiliary Output 4, Auxiliary Output 6, Auxiliary Output 8, Auxiliary Output 9, and Auxiliary Output 10 (the
specific output point please refers to specific device parameters).

Close, Open, Normal Open, Lock, Unlock. The default is Close. To open, delay time or Normal
Open shall be set.
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Quiput Point* Video Linkage E-mail
Fop Up Video Display time 10 s(5-60
Video Video length 30 =(10-180
Capture In the monitoring page immediately pop up
Dizplay time 10 5(10-60

Pop up video: Whether to set the pop-up preview page in real-time monitoring, and set the
pop-long.

Video: Enable or disable background video recording and set the duration of background
video recording.

Capture: Enable or disable background snapshots.

Ranges from 1~254 second (This item is valid when Action type is Open).

Action type® Open v

Action time delay” 20 s(1-254

After editing, click [OK] to save and quit, then the added linkage setting will be shown in the list.

For example, if users select Normal Punching Open Door as trigger condition, then the input point is Door
1, output point is Lock 1, action type is Open, delay is 60 second. When Normal Punching Open Door
occurs at Door 1, the linkage action of Open will occur at Lock 1, and the door will be open for 60 second.

&Note: During editing, you cannot modify the device, but modify the linkage setting name and
configuration. When delete a device, its linkage setting record, if any, will be deleted.

If the device and trigger condition are the same, and system has linkage setting record where the input
point is a specific door or auxiliary input, it will not allow users to add (or edit) a linkage setting record
where the input point is any.

On the contrary, if the device and trigger condition are the same, and the system has linkage setting
record where the input point is ‘Any’, it will not permit user to add (or edit) a linkage setting record where
the input point is a specific door or auxiliary input.

In addition, same linkage setting at input point and output point is not allowed. The same device permits
consecutive logical linkage settings. The system allows to set several trigger conditions for a linkage
setting at a time.
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4.2.9 Anti-Passback

Currently anti-passback settings support in and out anti-passback. In some special occasions, it is required
that the cardholders who entered from a room by card swiping at a door device must swipe the cards over
a device at the same door when leaving to keep the entry and exit records strictly consistent. The user can
use this function just by enabling it in the settings. This function is normally used in prisons, the army,
national defense, scientific research, bank vaults, etc.

Add Anti-Passback Settings:

1. Click [Access Control] > [Anti-Passback] > [New] to show the edit interface:

Device Name® Click to select

Anti-Passback Rule”

e R T

2. Select devices. When users are adding Anti-Passback Rules, devices with anti-passback settings
cannot be seen in the dropdown list. When deleting established anti-passback information, the
corresponding device will appear in the dropdown list again. The settings vary with the number of
doors controlled by the device.

»  Anti-passback settings of a one-door control panel: Anti-passback between door readers.

»  Anti-passback settings of a two-door control panel: Anti-passback between readers of door 1;
anti-passback between readers of door 2; anti-passback between door 1 and door 2.

> Anti-passback settings of a four-door control panel: Anti-passback of door 1 and door 2; anti-
passback of door 3 and door 4; anti-passback of door 1/2 and door 34; anti-passback of door 1
and door 2/3; anti-passback of door 1 and door 2/3/4; Anti-passback between readers of door
1/2/ 3/ 4.

&sNote: The door reader mentioned above includes Wiegand reader that connected with access controller
and InBio reader. The single and two door controller with Wiegand reader includes out and in reader.
There is only “In reader” for four door control panel. The reader number of 1, 2 (that is RS485 address or
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device number, the same below) is for door 1, the reader number of 3, 4 is for door 2, etc. No need to
consider if it is a Wiegand reader or InBio reader when you are setting the anti-passback between doors or
between readers, just make sure the in or out reader is set according to the actual requirements. For the
reader number, odd number is for in reader, and even number is for out reader.

Select Anti-Passback Rule, and tick one item, click [OK] to complete, then the added anti-passback
settings will be shown in the list.

&Note: When editing, you cannot modify the device, but can modify anti-passback settings. If anti-
passback setting is not required for the device any more, the anti-passback setting record can be deleted.
When you delete a device, its anti-passback setting record, if any, will be deleted.

First-Person Normally Open

First-Person Normally Open: During a specified interval, after the first verification by the person having
First-Person Normally Open level, the door will be Normal Open, and will automatically restore closing
after the valid interval has expired.

Users can set First-Person Normally Open for a specific door (the settings include door, door opening time
zone and personnel with First-Person Normally Open level). A door can set First-Person Normally Open for
multiple time zones. The interface of each door will show the number of existing First-Person Normally
Open.

When adding or editing First-Person Normally Open settings, you may only select door and time zones.
After successful adding, add personnel that can open the door. You can browse and delete the personnel
on the right of the interface.

Operation steps are as follows:

Click [Access Control] > [First-Person Normally Open] > [New], select Door Name and Passage
Mode Time, and click [OK] to save the settings.
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Door Name* Click to select

Passage Mode Time Zone" .
&

Cooveamanen | ox ] carcel |

2. Click [Add Personnel] under Related operation to add personnel having First-Person Normally
Open level (these personnel must have access control level), then click [OK] to save.

4.2.117 Multi-Person Group

The door will open only after the consecutive verification of multiple people. Any person verifying outside
of this combination (even if the person belongs to other valid combination) will interrupt the procedure
and you need to wait 10 seconds to restart verification. It will not open by verification by only one of the
combination.

1. Click [Access Control] > [Multi-Person Group] > [New] to access the following edit interface:

Group Name™

Remark

I T
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Any combination of up to 30 characters that cannot be identical to an existing group name.
After editing, click [OK] to save and return. The added Multi-Person Personnel Group will appear in the list.

Click [Add personnel] under Related Operations to add personnel to the group.
After selecting and adding personnel, click [OK] to save and return.

#Note: A person can only be grouped into one group.

Multi-Person Opening Door

Set levels for personnel in Multi-Person Personnel Group.

It is a combination of the personnel in one or more Multi-Person Personnel Groups. When setting the
number of people in each group, you can configure one group (such as combined door opening by two
people in one group) or multiple groups (such as combined door opening by four people, including 2
people in group 1 and 2 people in group 2), and at least one group shall consist of number of door
opening people instead of 0, and the total number shall not be greater than 5. In addition, if the number of
people entered is greater than that in the current group, Multi-Person Opening Door will be disabled.

Multi-Person Opening Door Settings:

Click [Access Control] > [Multi-Person Opening Door] > [New]:

Door Name* Click to select
Combination Name”
Number of opening

Multi-Person Group e v

personnel in each group

Advanced Functions

| sa

f¢ ¢ 1-1 5 31 SOrowsperpage ~ JumpTo 1 NPage Tolalof trecords

The maximum number of multi-person opening door people for combined door opening is 5. That
in the brackets is the current actual number of people in a group. Select the number of people for
combined door opening in a group, and click [OK] to complete.

#Note: The default Credit Card Interval is 10 seconds, it means that the interval of two personnel’s
verification must not exceed 10 seconds. You can modify the interval if the device supports.
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Verification Mode Group

You can set verification modes for doors and personnel separately in a specified time
segment.

Click [Access Control] > [Verification Mode] > [New] to go to the page for adding a verification

mode rule.
New
Rule name" Time Zones® J— v
Time
Date b
00 00 00 00 | e——— ¥ | e— - v 00 00 00 00 | Y| — A 00 1] 00 00 | e—— T | — - v
00 00 00 00 | e—— ¥ | e— - v 00 00 00 00 | ——— Y| — A 00 (11 00 00 | e—— T | — - v
00 00 o0 00 |—— L A f— v o0 o0 00 ¢ 00 | ¥| |—— v o0 : 00 00 : 00 |—— v |— v
00 00 00 00 | —— ¥ | | ce—— v [i] (] 00 0 |— T | | c———— v 00 00 00 00  |— P | c—— v
00 00 1] 11/ S p— LA f— - v o0 o0 00 0 00 | e L A — v o0 : 00 00 : 00 | v |— - v
00 00 00 (-1 N ) Y — v 0o 00 00 [ [F— ] | — T 00 (] 00 L] . [ () — L2
00 o0 o0 00 |—— = | — e v 00 o0 o0 (" S (— o TE— v 00 00 0 @ 00 |— - v |—_— v
o0 00 o0 " PR 1 | F—— v 00 o0 oo - R [— = | [ v 00 o0 00 [ SR 7 [ P— v
00 00 00 [/ S v| [—- v oo o0 o0 o0 - v — v o0 00 00 {7 JO S— v| |— v
00 o0 00 (.| J J—— L ] | [— v 00 o0 o0 [ R [— L ] [ [— v o0 o0 o0 : 00— [ | oms— v
Copy Monday's Selting 1o Others Weskdays
KM Cancel |

Set the following parameters: Select a rule name (not repeatable), the time segment, and

verification mode for a door or person in each time segment.
Click [OK] to finish the setting.
On the list page, you can add or delete doors in the verification mode rule.

&Note: If a rule includes the verification mode for personnel, you cannot select doors with the R5485
readers when adding doors. You can modify only the configuration on the reader setting page before
adding doors.

Set appropriate personnel for configured verification mode rule.
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4.2.14 Parameters

Click [Access Control] > [Parameters] to enter the parameter setting interface:

] B B & & & 3 AL
ILE = - Company: 11
Ej Access Device (e Type of Getting Transackons
Pericdically
ﬂ Access Control Inferval |1 ¥ hour(s)
o = Set the Time for Ciblaining Mew Transactions
) 000 100 200 300 400 5:00 600 T00 800 “Dﬂ 10:00 1:00
1200 13:00 14:00 15:00 16:00 1700 18:00 19:00 20:00 2100 2200 23.00
Select All || Cancel
A\ Gesting transactions and synchronization time will be done at the same time
Real Time Monitoring
% Enable Display Photos Function
# Enable Audio Alert Function
The Real Time Monitoring Page Pop-up Stafl Photo Size Max Heiht[140 | oi0 - 500)
A Refresh the real-time monitoring page afler setling Height
‘Alarmn Monioring Recipients Mailbo
Opening Door @6
Verificalion Mode
Vrification Mode Group
Advanced Functions.

= Repos

4 Video Infegraled [ “

Start from the setting and efficient time, the system attempts to download new transactions every time
interval.

The selected Time is up, the system will attempt to download new transactions automatically.

The user can choose the export frequency and the data to be exported each time. If the export frequency
is selected as “By day”, you must set the time to export the data. You must also select the mode of export.
It can be daily transactions or all the system data(30000 data units can be sent at a time.

If the export frequency is selected as “By Month”, you must select the day to export the data. It can be the
first day of the month or you can specify any particular date. Then select the export frequency as Daily
Data or all System data. Finally, add the recipient’s mail address to send the transaction data.
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0] Type of Getting Transactions
Periodically

Interval: |1 * hour(s)

!F] Device

@ Set the Time for Obtaining New Transactions
» 000 1:00 2:00 3:00 400 500 6:00 700 8:00 9:00 10:00 11:00
12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00
c diAjer Cance\'\

!, Access Control

Access Levels

ation time will be done at 4

Set Access By Levels

Set Access By Person Transactions Auto-Expord]

Set Access By Auto-Export

v
Department Frequency Hy By
f—— 11 ¥ hour(s): 59 ¥ | minute
Export Mode: @ Daily Transactions
Linkage All Data(export up to 30000 pieces of data)
Recipient’s Mailbox
Anti-Passback jiaofeng ye@zkteco com
First-Person Normally
Open
Mutti-Person Group
Multi-Person Openirig Real Time Monitoring
iz The Real Time Monitoring Page Pop-up Photo Size Max Height: 140 1 px(80 - 501
Verification Mode A\ Refresh the real-fime monitoring page after seffing Height B
Verification Mode Group Alarm Monitoring Recipient's Mailbox

Example:123@foxmail com:456@foxmail com

|} Advanced Functions (%)

F Ropors o ok

When an access control event occurs, the
personnel photo will pop up. The size of pop photos shall be between 80 to 500 pixels.

The system will send email to alarm monitoring recipient’s
mailbox if there is any event.

4.3 Advanced Functions

Advanced Access control is optional function. If needed, please contact business representative or pre-
sales engineer, you can use these functions after obtaining license and activating.

#Note: Except Global Linkage, to use other advanced functions you need to enable Background
Verification. For detail, please see Device Operation.

4.3.1 Zone

It mainly uses partition Zones in advanced access control. When using such advanced functions as Global
Zone APB, you must define Access Zones.

1. Click [Advanced Functions] > [Zone] > [New] to enter the Add Zone interface:
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2. Set Zone Code, Name, Parent Zone and Remark as required.
3. Click [OK] to save and quit. The added Zone will appear in the list.

What rules inside:

3 Rule Type Rule Name

Persaon Availability Leo-Zone-test-Times | 3333 |

Page |99 Copyright©2020 ZKTeco USA LLC. All rights reserved.



ZKBioSecurity V5000 2.0.0 User Manual

4.3.2 Reader Define

Reader Define indicates that Reader control from one access zone to another one, it is based on access
zone. If advanced functions are needed, you shall set the Reader Define.

® Add

1. Click [Advanced Functions] > [Reader Define] > [New] to enter the add interface:

Rgder Name”

Goes From®
Goes To"

2. Set Reader Name, Goes From and Goes To as required.
3. Click [OK] to save and quit. The added Reader Define will appear in the list.
® Batch New

1. Click [Advanced Functions] > [Reader Define] > [Batch New] to enter the batch add interface:
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Select Reader'  Add Check All Clear All

A\ Piease add readent

2. Click [Add], select Reader(s) and move towards right and click [OK].

Name | owned Device | Serial Number ] Q ®

The current query conditions: None

Alternative Selected(1)
O Name Owned Device Serial Number O Name Owned Device Serial Number
(]  192.168.12.155-2-In 192.168.12.155 AK1F173460006 * ] 192.168.12.155-1-Ou 192.168.12.155 AK1F173460008
[J 192.168.12.155-3-In 192.168.12.155 th!FﬂTMGOIJDG
(] 192.168.12.155-3-Ou 192.168.12.155 AK1F173460006 ]_;:l
[ 192.168.12.155-4-In 192.168.12.155 AK1F173460006 =
[] 192.168.12.155-4-Ou 192.168.12.155 AK1F173460006 =
] 192.168.214.74-1-In  192.168.214.74 3763161600001 =
[ 192.168.214.74-1-Ou 192.168.214.74 3763161600001

1« < 1-9 - | S50rowsperpage ~  Totalof 9 records

o L oo

3. Set Goes from and Goes to as required and press [OK].
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4.3.3 Whois Inside

After entering the zone, you can view all personnel status in the zone by zone tree.

Advanced Functions

Zone

Reader Define

Global Interock
Person Availability

LED Data

I Reports

= Video Integrated

Personnel ID

&=
2]

First Name

The curment query conditions: None

(C+ Refresh i Delete Personnel [ Export

7 Al

o Personnel ID

welome.aamn @ © @ @ O

[ 30th Floor Lobby(0)

[7 30th Floor Hall{0)

[7 30th Floor Theatre(0)
[] 30th Floor Court Yard(0)
[ in(0)

[ out(0)

Authorized Company: 11
Last Name Morer O (%)
First Name Last Name Department Card Number Last Access Time Last
Acce
Rea
»
S0rowsperpage -~ JumpTo 1 fMPage  Total of O records

Deleting personnel in the selected area will clear the global anti-passback status of the personnel.

Export selected personnel information in the area; you can export Excel, PDF, CSV format.

ZKTECO
Total People 10
Personnel ID First Name Last Name Department Card Number Last Access Time La;t *
2017-12-18 09:20: | 192.188.218.60-2-
1 Jemry Wang General 4461253 a1 =
a Lok Tan Development 6168200 2017-12-18 09:27: | 192.168.218.60-1-
Department 12 In
2017-12-18 09:55: | 192.168.218.60-1-
2840 Shermry Yang Hotel 1411237 52 In
3 _— Hou Financial 13271770 2017-12-18 09:24: | 192.188.218.60-2-
Department 57 In
2017-12-18 09:55: | 192.168.218.60-1-
4 Bemy Cao General 13502341 58 <
M j 17-12-1 :34: 1 192.168.218.60-1-
5 Necol Ye arketing 13280079 2017-12-18 09:34: | 192.168.218.60-
Department 18 In
6 Anibi Lin Financial 4622028 2017-12-18 09:25: | 192.168.218.60-1-
Department 29 In
" 2017-12-18 09:27: | 192.168.218.60-2-
7 Jacky Xiang General 6323004 18 In
j -12-1 34: .168.218. -
8 Glori Lis Marketing 8180188 2017-12-18 09:34: | 192.168.218.60-2
Department 20 In
" . Development 2017-12-18 09:27: | 192.168.218.60-1-
M
] Lilian i Depa . 9505030 22 In
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4.3.4 Global Anti-Passback

Global Zone APB can set Anti-Passback across devices; you can use this function after setting Global Anti-
passback. You must set Access Zone and Reader Define before using, and also the device that has set Anti-
Passback shall issue background verification parameters.

® Add

1. Click [Advanced Functions] > [Global Anti-passback] > [New] to enter the add interface:

Rule Name"

Zone"

The following doars control
access in and out of the
zone

Anti-Passback Type” Logical Anti-Passback v |

Lockout Duration minute(1-
500)

Reset Anti-Passhack @

Status

Anti-Passback Resetted

Time

Apply to All Personnel v
All Personnel

Just Selected Personnel
Exclude Selected Personnel

OK Cancel

2. Set Rule Name (Unrepeatable), Zone, Anti-passback Type, Lockout Duration, Reset Anti-passback
Status and When to Reset the Anti-passback as required.

Zone: Select an option from the dropdown list, Corresponding doors will display in the text box of "The
following doors control access in and out of the zone”. At the same time, the doors obey the rule of one
door cannot set as the boundary of two independent Anti-passback.

Anti-passback Type: Logical Anti-passback, Timed Anti-passback or Timed Logic Anti-passback.

» Logical Anti-passback: The door will not open if the entry and exit records is not in consistent
with Anti-passback zone.

»  Timed Anti-passback: In specified time period, user can enter Anti-passback zone only once.
After the Time period has expired, user state will be cleared, and allow user to enter this zone
again.

» Timed Logic Anti-passback: In Specified time period, Users who enter Anti-passback zone must
obey the rule of Logical Anti-passback. If users exceed timed period, system will time again.

Lockout Duration: Only select Timed Anti-passback and Timed Logic Anti-passback in Anti-passback Type.
Lockout Duration can be set.
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Tick it to clear Anti-passback status of personnel in the system, and recover
initial state. Only tick this option. When to Reset the Anti-passback can be select. After the reset time of the
anti-passback has expired, system will clear all the Anti-passback status of personnel in zone.

When to Reset the Anti-passback: Select time to reset Anti-passback.
All Personnel, Just Selected Personnel and Exclude Selected Personnel three types.
Can only edit and does not support select personnel.

The anti- passback is only effective for these selected
personnel.

The anti- passback only effective for these exclude
selected personnel.

Click [OK] to save and quit. The added Global Zone APB will display in the list.

Global Linkage

The global linkage function allows you to configure data across devices. Only push devices support this
function.

Click [Advanced Functions] > [Global Linkage] > [New]:

Linkage Name® Apply to all personnel =

Mandatory Field |
Linkage Trigger Conditions®  Add Check All Claar All Input Point*  Add Chack All Claar All

Output Point Video Linkage Active Time E-mai Linkage Voice Prompls
Global Anti-Passback Door  Add Check AR Claar AN Awdliary Output  Add Check All Clear Al
Action type* Close A Action type® Cloze A
[ saveandnew @ ok W' cancel |

Apply to all personnel: If this option is selected, this linkage setting is effective for all personnel.

Active Time: Set the active time of the linkage setting.
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2. Choose Global Linkage trigger conditions, the input point (System will filter devices according to
the choice in first step) and the output point, Set up linkage action. For more details about these
parameters, please refer to Linkage Setting.

#Note: You can select multiple Door Events, but “Fail to connect server”, “Recover connection” and
“Device connection off” will be filtered automatically from Door Event.

3. Click [OK] to save and quit. The added Global Linkage will display in the list.

4.3.6 Global Interlock Group

The global interlock group groups the doors in the global interlock, but to use the global interlock
function, the device must be enabled with background authentication.

Click [Advanced Functions] > [Global Interlock Group]> [New]:

Group Name”

Remark

Group Interlock

Group 'Name:
Any combination of up to 30 characters that cannot be identical to an existing group name.

1. After editing, click [OK] to save. After confirming that add the door immediately, the information of
added door will appear in the list.

2. Click [Add Door] under Related Operations to add door to the group.
3. After selecting and adding personnel, click [OK] to save and return.

Group Interlocl: If the option is selected, set global interlock rule for the interlocking group.
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4.3.7 Global Interlock

The global interlock function allows you to configure data across devices. Only push devices support this
function.

Multi-Person Opening Door Setting:

Click [Advanced Functions] > [Global Interlock]> [New]:

1) Any combination of up to 30 characters that cannot be identical to an existing name.

2) After editing, click [OK] to save. After confirming that add the group immediately, the information
of add group will appear in the list.

3) Click [Add Group] under Related Operations to add door to the group.

4) After selecting and adding group, click [OK] to save and return.
Group Interloclk: If the option is selected, set global interlock rule for the interlocking group.
& Notes:

» Inthe same interlock, all the doors in the group cannot be duplicated.

» If the interlock group exists in the interlock function, it cannot be deleted directly.
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4.3.8 Person Availability

It is mainly used to limit valid date/ after the first use of valid days/ use number of times of personnel in
advanced access control area.

0 4 o weicone.aamn. @ & @ @ O
- = == Authorized Company: 11
Avadabiity Name Zone ] a ®
The current query conditions: None
(> Retresh [F New | Delete {5 Set Zone Properties
Availability Name Zone Zone property name Use Detail Operations
O n -Ti outside Leo-Test-Times Use number of times 3 Time(s) Edi Delete
2 1z 30th Floor Court Yard times Use number of times 100 Time{s) Ed2 Delete
3333 outside times Use number of times 100 Time{s) Ed8 Detete

LED Data

F Reports

Video Integrated & 1€ ¢« 1-3 5 3| SOrowsperpage ~ JumpTo 1 M Page  Total of 3 records.

4. Click here

Avadabiity Name

The current query conditions: None

(C+ Retresh [F New | Doete 3 Set Zone Proparties

Advanced Functions ( (] Avallabllity Name Zone Zone property name Use Detall Operations

eo-Zone-test-Times outside Leo-Test-Times Use number of times 3 Time(s) Edit Detete

Zone
30th Floor Court Yard times. Use number of times 100 Time{s) Ed# Delets
psaletlene autside times Use number of times 100 Time(s) E£di Delete
Global Anti-Passback
Global Linkage
Global Interlock Group
Global Interock
LED Data
= Reports

Video Integrated (& LS - > » SOrowsperpage ~ JumpTo 1 M Page  Total of 3 records
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Browse Personnel
Personnel 1D | First Name | | Moer Q ®
The current query conditions: None
(> Refresh " Delete Personnel
2] Name Use Detail Remark Operations 0 Personnel ID First Name Depariment
O ftimes Use number o 100 Time(s) Edit Add Personnel
(] Leo-Test-Times Use number o 3 Time(s) Edit Add Personnel
@ w Valid Date  Valid Until 2018-0 Edit Add Personnal i
O 10 Times Use number o 10 Time(s) [N Edit Add Personnel
() 31DaysFUV  After the first . 31 day(s) Edit Add Personnel
¢ ¢ 1-5 5 5| S50rowsperpage ~  Totalof 5 records I« ¢ 0 5 5 S0rowsperpage ~  Totalof 0 records
1 L3 4 ¥

1. Click [Advanced Functions] > [Person Availability] > [Set Zone Properties] > [New], the
following interface will be shown:

Use: It is divided into Valid Date, after the first use of valid days and Use number of times, corresponding

to Date, Days and Times.

2. Click [Advanced Functions] > [Person Availability] > [Set Zone Properties] > [Add Personnel],
apply the zone properties to the specified personnel.
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Zone Properties Browse Personnel
Name || | Remark | a ® FistName || Moer Q@
The current query conditions: None s: None
(v Refresh [® New [ Delete il Delete Personnel
= Name Use Detail Remark First Name Department
1 times Use number o 100 Time(s)
[ Leo-Test-Times  Use number o 3 Time(s)
O w Valid Date  Valid Until 2018-0
O 10 Times Use number o 10 Time(s) h Edi Add Personnel
) 31DaysFUV  After the first1 31 day(s) £dit Add Personnel
I¢ ¢ 1-5 5 5| SOrowsperpage ~  Totalof 5 records ¢ ¢ 0 5 5 SOrowsperpage ~  Totalof 0 records
1 13 4 13

® Query () Department

PersonnelD | | FistName | | LestName | CadNumber| | Mrer Q &

The current query conditions: None

Alternative Selected(0)

[l Personnel A Last Card Gender  Department [ Personnel First Last Card Gender  Department
D N Name Number Name D Name Name Number Name

[ 117055 0 0 - General =

[ 117050 0 0 - General l -

[ 10522 10522 0 - General &

[ 87654321 Jasmine wang —_ General <

] 1234567  max lastName 123456789 Female  General =

] 3043 HEEET — General

O 3038 HEERA - General

~

< 1-50 » »1 50rowsperpage ~  Total of 10005 records

I T

® New

Click [Advanced Functions] > [Person Availability] > [New], the following interface will be shown:
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Availability Name*

Zone'
Zone Properties”

(oo amnen | o coeer

Select the Zone and Zone Properties to control the person availability.
® Delete

Click [Advanced Functions] > [Person Availability], select an Availability Name, click [Delete] > [OK] to
delete.

4.4 Access Reports

nou

Includes “All transactions”, “Events from Today”, “All Exception Events” and so on. You can export after
query.

You can generate statistics of relevant device data from reports, including card verification information,
door operation information, and normal punching information, etc.

About the Normal and abnormal event please refer to Real-Time Monitoring for details.

Verify mode: Only Card, Only Fingerprint, Only Password, Card plus Password, Card plus Fingerprint, Card
or Fingerprint and etc.

&sNote: Only event records generated when the user uses emergency password to open doors will
include only password verification mode.
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4.4.17 All Transactions

Because the data size of access control event records is large, you can view access control events as
specified condition when querying. By default, the system displays latest three months transactions. Click
[Reports] > [All Transactions] to view all transactions:

weome. 200 @ O @ ® O

Authorized Company: 11

Time From | 2017-12-28 00:00:00 To | 2018-03-28 23:59:59 Personnel 1D Device Name [ Morew Q (X
The current query conditions: Time From:(2017-12-28 00:00:00) To:(2018-03-28 23:59:59)

(C* Refresh [ Clear AllData [# Expont

Time: Davice Name Ewvent Point Event Description Media File  Personnéd ID FirstName " Last Name Card Number m
2018-03-15 143218 inPulse+_ZKHK  inPulses_ZKHK-1 Uneegistered Personnel 1 aime wong Facet *
2018-03-15 142759  inPulse+_ZKHK  inPulses_ZKHK-1 Unregistered Personnel 1 aime wong Facet
2018-03-21 17:32:18  192.162.12.153  152.168.12.153-1 Anti-Passback 1 n 1 8014184 Facat
2018-03-21 17:32.56  192.168.12.153  102.168.12.153-1 Anti-Passback 1 n 1 8014184 Facal
2018-03-21 17:29.44 19216812153 152.168.12.153-2 Anb-Passback 1 " 1 8014184 Facet
2018-03-21 17:30016  192.162.12.153  192.168.12.153-1 MNeemal Verify Open 1 n n 8014184 Facet
2018-03-21 17:31:53  192.168.12.153  102.168.12. &l Anti-Passback 1 1 b 8014184 Facat
2018-03-03 19:50:45  192.168.12.155 Disconnected Facet
2018-03-03 1904853  192.168.12.155 Connected o the senver Facat
2018-03-03 19.44:55  192.168,12.155 Can not connect 1o server Facet
2018-03-03 19:54:45  192.168.12.155 Connected 1o the server Facat
2018-03-03 19:56:15 192 162.12.155 Disconnected Facat
Wnen M e angean 4w en s cae oo o e simind b e T Fanar

deo Integrated I¢ ¢ 1-50 » 3 S0rowsperpage ~ JumpTo 1 /16 Page  Total of 791 records

You can view or download the photos and videos created in the video system.
Click [Clear All Data] to pop up prompt and click [OK] to clear all transactions.

You can export all transactions in Excel, PDF, CSV format.

ZKTECO
Al Transactions.
Time: 2017-0-15 00 : 00 : 00 - 2017-12.15 23 : 50.: 50
Time Dwvion Name Event Point Event Description Parsonnsl ID First Nama Last Name Card Hame | Reader Name Mods L. Remark
71215 18 round Vs Financial 192.180.218.00-2-
i "w’ 82| yeatesziae0 | 121218002 Ms ""” 8 Amber Lin as2e038 Raazh ey Card Area Maa
FTTEE TR ——— nmm:rm . e . Finanaial mzmz:n.m.t. e e
i ;':'!:H: 19218821880 | 192168218002 | 22N °"":""w 5 Neool Ye 13200070 Mukaro mzwa:m.:uz Orily Card Area Name
E"'u;""' B2 | ez1eaziaso | 1ezi1eaziaen | BRI “:’m 5 Mecol Ye 13200076 Mahatog mz.tea:\s.wt- Onily Card Area Name
”""3;':‘9'2‘1 19210821800 | 102.188.215.802 | BIck@round Verity 1 Jarry Wang 4481253 General 1RIB21B0Z | ooy cara Area Mame
20171215 18:28: Background Verly 162.188.218.60-1-
10216221800 | 162.168.218,60-1 1 4481,
X 9216321860 | 162.168.218,60- oy Jorry Wang 81253 General = Orily Card Area Name
2017-12-15 18:28: Background Verfy 52180 218.60.2-
19216321800 | 162188218602 X 2040 Sherry Yang 1411237 Hotel = Oniy Card Area Name
’“""2;:’ B2 yg2t1eaz2taen | teztea2igeny | A ":"m 2040 Sherry Yang 1411237 Hotel m““i"'”" Onily Card Area Name
o '2;'?""5:“' 192.108218.00 | 162.188.218.602 ME"‘"""""' o Liian Mei 0505030 Deveiopmant ‘”““i“”" Oriy Card Area Mame
1215 1828 168218601
IR 10210821000 | 102168218001 | I Verly ° Liian Mei 9505620 Dovelopment | W212EE1 | ooty Cara Area Hame
20171215 18:28: Background Veriy Financial 162.162.218.60-2-
19216221880 | 162.180.218,80- ] L Hou 13271770 Card Area Name
% 63 L 2 i w0 - Only a
WITA1B28: | o teaziae0 | 162 18a21m00 | Bockaround Verty 3 Lea Hou 13271770 Financial Te2 188218800 Oty Card Area Name
01 Success In
m""z;':‘sﬁ 19218821880 | 162.188.218.60-1 | Reenote Opening Crher Ciher Area Name
2"""’;"9” 192.168.218.00 | 162.188.218.60-1 | Reenote Opening Cmer Cher Area Mame
2151803, v 162.188.218.
HTIEEEB 102 10821800 | 102108218002 | BHIDUNI Verly 1 Jarry Wang 4481253 Genaral PR omyows freatiame
m”"’;’ 82| 1216921880 | 162168218801 | Remote Opening Otmer Other Area Name
2TAIS B | g0 16921860 | 162168218801 | Remote Opening Oter Other Area Name
;| 10210821800 | 162.108218.60-2 | Background Verty | ety Wang 4481253 General 162.168.218.00.2- | Oy Card Area Name
=]
Creawd from DXBCIR0S T MoteIe. Al RO rrLanes. 1
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4.4.2  Events from Today

Check out the system record today.

Click [Reports] > [Events from Today] to view today’s records. You can export all events from today in
Excel, PDF, CSV format.

Personnel ID Device Name | Morer Q &

The current query conditions: None

(C* Refresh i} ClearAllData [ Export

Time Card Mumber Personnel ID First Name Last Name Deparment Device Name Event Point Event Description MediaFile ReaderMame  Verification
Mame Mode
2015-05-26 16:41:56 2132405 54 dany nee General 192.168.1.134  192.168.1.134-1 Normal Verify Open 192.168.1.134-11 Only Fingerprin
2015-05-26 16:41:54 2182405 54 dany nee General 192168.1.134  192.168.1.134-1 HNotmal Verify Open 192 168.1.134-1 1 Only Fingerpfin
2015-05-26 16:41:52 2182405 54 dany nee General 192168.1.134  192.168.1.134-1 Normal Vienty Open 192 168.1.134-1 1 Only Fingerprin
2015-05-26 16:41:49 2182405 54 dany nee General 1921681134 192.168.1.134-1 Normal Verity Open 192168.1.134-1 1 Only Fingerprin
2015-05-26 16:41:42 2182405 54 dany nee General 192.168.1.134 192 168.1.134-1 HNormal Verfy Open 192.168.1.134-11 Only Fingerprin”
2015-05-26 16:41:27 2182405 54 dany nee General 192.168.1.134  192.168.1.134-1 Normal Vierity Open 192.168.1.134-11 Only anarnnn;-
2015-05-26 16:41:27 2132405 54 dany nee General 1921681134 192.168.1.1341 Mormal Verify Open 192.168.1.134-1 1 Only anerpnn:
2015-05-26 16:41:22 2182405 54 dany nee General 192168.1.134  192.168.1.134-1 Duress Open Alarm 192.168.1.134-11 Only Fulgarnnnf
2015-05-26 16:41:18 2132405 54 dany nee General 1921681134 192.168.1.1341 MNormal Verify Open 192 168.1.134-11 Only quarpnnf
2015-05-26 16:41:14 2182405 54 dany nee General 192.168.1.134 192 168.1.1341 Normal Verfy Open 192 168.1.134-1 1 Only Fingerprin
2015-05-26 16:41:03 2182405 54 dany nee General 192168.1.134  192.168.1.134-2 Normal Verfy Open 192.168.1.134-2- Only Card

You can export all events from today in Excel, PDF, CSV format.

ZKTECO
Even's From Today
Tima Card Numbar Personrsl 1D First Nama Last Nama =] Mama Davice Name Event Point Event Description Reader Name Mode Area Name Remark
m’"’;‘; B2 smzeoe . Ambar un Flomnclal 16218821800 | 192.168.218.002 a"""s“‘"":"'"" TRIBZILL | oy cart Area Name
m‘ﬁ‘?;aﬁ 1828 4828038 8 Ln Financial 16218821860 192.168.218.80-1 Background Verify |n.|ﬂf‘|&°ﬂ-‘- Onty Cang Area b
zm?-tz‘-;u 1521 13200079 5 Necal Ye Mt 16218821860 | 192.188.218,002 | BIckaround Vesity '”'mi“‘w 2 Only Card Area Name
X : 192.168. -
TR raz000m 5 Necot Ye Mukaing w21ee21800 | 1watearg e | BATCRAVRY | 1HIBABKT | g oy Area Name
17-12-15 1 3 i 192.188.21;
20 2;: 8:28 sin1283 ' Jow Wang Guneal 16218821860 | 192.189.218.80-2 WS”M L ”: 8002 Oy Carg Area Name
m\?-\z;\: Te: 4481283 1 Jerry Wang General 162.188.218.00 | 192.188.218.80-1 | Background Verty m"“":'m" Oty Card Area Name
m‘?"zé‘gﬁ pad 1411237 20 Sherry Yang Hotel 162.168.216.60 102.18.218.60-2 5 el Vet |W.|ﬁ:l g Only Card Area Name
zm-u;s faad; 11237 2040 Shaery Yang Hotel 16218821800 | 102.168.218.00-1 a”"'s“""":"""' m.m.‘:lm ] onycan Area Hame
e o Lsian Mai Development | 05 16021800 | 102.168.218.002 a“"'s“""""""' i Area Name
71215 1828 ) iy | 192.162.218.00-1-
i B . . Owvelopmart | 1 1pazien | 1eates2igen. | SIHORUnd Verty | 162188218800 | o oy Avea Name
m”'““: Tezs: 13271770 3 Lea Hou Finanstt 162.188.218.60 | 192.168.218,80-2 | Backaround Verty mzws.:lum- Only Card Area Name
2017-12-15 18:28: Financial Background Verfy | 192.168.218.60-1-
o1 13271770 3 Leo Hou o 102.188.218.60 192.1€8.218.00-1 5 In Only Card Area Name
2017-12-15 1623 Background Verfy | 192.163.218.80-2-
52 44081253 1 Jerry Wang Genaral 192.188.218.60 | 192.168.218.00-2 < s n Only Card Area Name
:m?-u;;s B ez 1 Joery Wang Geneal 10216821800 | 162168218802 | SIA Verty et Area Name
i : 163.218.002-
2 ‘2“; sl PPRIEES 1 Joy Wang Ganeral 16210821800 | 162108218 003 | BAIOund Verdy | 021208002 | o 0y Area Name
2’)1?-12;125 18:23; [ 3 Lusky Tan Development 162.188.218.60 | 192.168.218,60-2 | Backaround Verity m.m.:lw- Only Card Area Name
:'mr-tz:‘s 1e 4481283 1 Jerry Wang General 16218821860 | 162.188.218.80.2 | BaCkaround Verty IW.\B&.:I!..H&I')- Oniy Card Area Name
2017-12-15 18:20: o Mei Development 162.188.218.60 192.188.218.80-2 B}mlﬂ:’m |w.|u.i|m—?— Oniy Card Area
Creamed on: IDTT2-18 16688
Creamd Som DUBCIecU Ty Iota WY Al rghts renenved L]
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4.4.3 Last Known Position

Check out the final position of personnel who has access privileges to access. It is convenient to locate a
person.

Click [Reports] > [Last Know Position] to check out.

weicone.aamn @ O @ @ O

-ompany: 11

Time From | 2017-12-28 00:00:00 To |2018-03-28 23:59:50 PesonneliD | | Device Name i Moer Q. (3
The current query conditions: Time From:(2017-12-28 00:00:00) To:(2018-03-28 23:59:59)

(C* Refresh [ Clear AllData [# Expont

Personnel 1D First Name Last Name Card Number  Time mnmm Device Name Event Point Event Description Ri
1223 9971599 2018-03-21 19:12.48  General 192.168.12.153  192.168.12.153-1 Normal Verify Open 192
338 2018-03-15 14:35:20 InPulse+_ZKHK  inPulses_ZKHK-1 Multi-Personnel Verify Failed inP
1 aime wong 2018-03-15 14:32:18  Hotel inPulse+_ZKHK  inPulse+_ZKHK-1 Unregistered Parsonnel inP
2 2018-03-08 10:54:13 192.168.12.153  192.168.12.153-1 Multi-Personnel Open 192
3 2018-03-08 10:54:00 19216812153 192.168.12.153-1 Access Denied 1%
12 79828 2018-03-05 23:27:26 192.1687.144  192.168.7.144-4 Normal Verify Open 19
147 camo-est 4055535 2018-02-09 16:56:02 Camo-test 192.168.12.209  192.168.12.209-1 Superuser Open Doors 19
210 camo-test2 10399396 2018-02-09 142409 Camo-lest 182.168.12.209  192.168.12 2091 Normal Verify Open 19
4 4 2018-01-24 143038 1T 192.168.12.145  192.168.12.145-1 Normal Verify Open 19%
I Tast hiee 2018-01-23 2001337 General Banglagesh Bangladash-1 Normal Verify Open 1%
[ Test e 3330968948 2018-01-23 11:28.42  General Bangladesh Bangladesh-1 Normal Verify Open 19
5855 Test ane 462430029 2018-01-23 112838 General Bangladesh Bangladesh-1 Noemal Verify Open 19
‘ LB L

ideo Integrated 1€ ¢ 1-12 5 31 S0rowsperpage ~ JumpTo 1 /1 Page  Total of 12 records

Personnel with electronic map authority, click on the corresponding
[Personnel ID], you can locate the specific location of the personnel in the electronic map by the way of
flashing the door.

You can export all personnel final position data in Excel, PDF, CSV format.

ZKTECO
Last Known Postion

17 1 = : - 7-12-1!
Personnel ID First Name Last Name Card Nurber Tene i Name | Device Mame Event Point__| Event Description | _Reader Name | VerScation Mode Zone Reemark

o Asiber Lin 4828008 m'”i‘;“”‘ i 16218821860 | 162.168.218.602 M""’dﬁ:‘"’” 92108218002 | o Camt AreaName

17-12-15 1828 | Marketing Background Verdy | 162.188.218.60.2-

5 Necok Ye 13200070 o e 19210221800 | 102188218802 2 vty Cast Area Name

1 ey Wang 4401253 :mr-nz;;ﬁlsm Geneesl 19210221800 | 162.108.218.002 l'd"s“""""* mzwa‘:n‘uu:, Oriy Casd Area Name

%40 Sherry Yang 1411237 m""’;"’ﬂ Hotel 19216821800 | 162.168.218.002 !""""‘s“""’:""" mzmeimm. Oty Cant Area Name

] Liian e BE05G30 WTAZIE WA | Dovalopeent 19216221060 | 162.188.214.00.2 | Backaround Veety 1&1&:‘135&2- Ordy Casd Area Mame

3 Leo Hou 19211770 m""ﬂ"'n et 19210821000 | 102.168.218.002 !'d“'s “"""" |w_m‘:n|uun=, Oriy Camd Area Name

2 Lucky Tan o1ssze8 m"m&‘;'sﬂ Development | 100 18221860 | 162.168.218.80.2 BWS:’M ‘um‘i"m' iy Card Area Name

e Giodi 8180100 mn.n;:usm Marketing 16218221800 | 160188218002 am:rm muoe‘i\am- Ordy Card AwaMame

4 Berry cs0 13502341 ”""3";’ TAE eal 19216821000 | 162.188.218.602 M"“":"’"’ ‘u"”,i‘gm' Orly Casd Area Name

7 Jacky ang 323004 zmr-nz;mm Genwesl 19216821800 | 162.108.218.002 E"‘"’"s""’d:""’ 121B2BE02 | oty Cart Area Name
800000011 Morry Farg e1z0108 m""’;’""“‘ Visior 192.108218.00 | 162.168.218.00-1 W:m 1IBLBEET | orty Carg Area Name
£00000010 Tommy o ol s waieaziee |iareaziaeag | NSV | IRIGIRNT | o o Area Name
£00000000 Eian Peng 12502341 m'”‘;‘:"’": Visitoe iozieaziaeo | tezisazineg | M Vel m““i‘“‘”‘" Orly Casd Area Name
200000008 Goura iy gy | FITIRB Visitoe 19216821000 | 162.188.218.602 “’c“’"" 1&2.\0&‘3"\3!»&- Orly Cand Area Name
£00000007 Manic w 4828008 mumz;au-zz Visitoe 6216821860 | fezieaziaen | o Ve 102.\0&‘.?‘1300\- Ordy Cast Area Name
£00000008 Bela Yu 4401253 :mmz;'su:m Visor 19210821800 | 162.108.218.002 h'c“"" 16216218002 | o cans Area Name
£00000004 Tom Lo mzooore | DTS g wateaiee0 | tateaziacon | MOV | RIS | o o0y Areaamme
E00000005 Bal Fang $505630 20171215 11:1% Vistor 19218821860 | 162.168.218.60-2 Heormal Versy 192.188 218.80-2- Oriy Casd

Created o 20171298 MATSR

Page |113 Copyright©2020 ZKTeco USA LLC. All rights reserved.



ZKBioSecurity V5000 2.0.0 User Manual

4.4.4  All Exception Events

Click [Reports] > [All Exception Events] to view exception events in specified condition. The options are
same as those of [All Transactions].

Authorized Company: 11
Time From | 2017-12-28 00:00:00 To | 2018-03-28 23:59:59 Personnel ID Device Name Morer QL (¥
The current query conditions: Time From:(2017-12-28 00:00:00) To:(2018-03-28 23:59:59)
( Refresh " Clear AllData [ Export
Personnel 1D First Name Last Name Card Number  Time ﬁg‘s;mu Device Mame  Event Point Event Description R
1223 9971509 2018-03-21 19:12:48  General 192.168.12.153  192.168.12.153-1 Notmal Verity Open 1%
338 2018-03-15 14:35:20 inPulse+_ZKHK  inPulses_ZKHK-1 Multi-Personnel Verify Failed inP
b 1 aime wong 018-03-15 143218 Hotel inPulses_ZKHK  inPulse~_ZKHK-1 Unregistered Personnel inP
Events From Today 2 2018-03-08 10:54:13 192.168.12.153  192.168.12.153-1 Multi-Persannel Open 1%
Last Known P 5 2018-03-08 10:54:00 192.168.12.153  192.168.12.153-1 Access Denied 1%
12 79828 2018-03-05 23:27:26 1921687144 192.168.7.144-4 Normal Verify Open 195
147 camo-test 4055535 2018-02-08 16:56:02  Camo-lest 192.168.12200 192 168.12.200-1 Superuser Open Dooes 1%
210 camo-test2 10399396 2018-02-09 14:24:09  Camo-lest 192.168.12.209 192 168.12.209-1 Nemal Venty Open 19
4 4 2018-01-24 143038 1T 192.168.12.145  192.168.12.1451 Normal Venfy Open 192
77 Test fhree 2016-01-23 2011337 General Bangladesh Bangladesh-1 Normal Venfy Open 19
[ Test wo 3330068948 2018-01-23 11:28:42  General Bangladesh Bangladesh-1 Normal Verify Open 19
5555 Test one 462430029 2018-01-23 11:28:38  General Bangladesh Bangladash-1 Noemal Verity Open 1%
4 1 »
Video Integrated o 1« ¢« 1-12 3 3| SOrowsperpage ~ JumpTo 1 /1Page  Total of 12 records

Click [Clear All Data] to pop up prompt, and then click [OK] to clear all exception events.

You can export all exception events in Excel, PDF, CSV format.

ZKTECO
All Excepticn Events
Tieme: 2017001500 20171218 23: 50: 50
Time Event Peoint Device Name Card Number Personnel ID Firs: Name Last Hame Area Name | Department Name | Reader Name | Verification Mode

2T w2188218.801 | 19210821800 Area Name e Other
:m?-u;\‘s i °°"':"‘"“‘"’" 162162218601 | 102.168.218.60 Area Name ekt Other
mr.u:;s T Ow:-mmw S [T . m.we:w.on-‘- o
zum\:;;s 1638 Ow‘::mlnuual SRR, [—— oo uu.we:w.on.‘.
’“‘7“’5“!‘ 1635 °°'::°"""’"" 162.168.218.60-1 | 192.168.218.60 Area Name ‘”"”:"'m" Other
20171215 18:34; Opm::mﬁllwi] 162.188.218.80-1 192.188.218.60 Ared Mame lﬂ.‘ﬂ&;‘ﬁ.ﬂﬂ-‘-
2017-12-15 18:33; Oplf:mﬂwi] 162.188.218.80-1 192 188.218.60 Asa |ﬂ2|ﬂ!:|!.ﬁﬂv|-
m‘?ﬂz‘;‘sﬁ 16:33: Opif;mmﬂ 182 18821 1 192 10821860 ‘Area Hamy |n|ﬂ&:|a.m|-
2ﬂ|7v|2;|55 16:33: Op«::mm.\l 162 168.218.80.2 192.108.218.60 Area Name |ﬂ.|ﬂ&:|a.mv
2017-12-15 18:33: | Operation Intenval 162.188.218.80-1-

T P 162.163.218.60-1 | 192.108.218.60 Asea Name p Other
2017-12-15 18:08: | Can not connect to

E 192.168.218.60 Area Narw Chwer Other
m?-‘z;‘?s 1350 | Disconnected 102.188.218.60 Asea Name Caner Other
m""":‘: 1183 °°"‘:“"E intenval | 102188218001 | 19218821800 Area Name 16188 218,601 Other
2171218 1141: | Operaton tareal | 153 160218001 | 19210821800 Area Name 162108 218,601 Other
NTAIS G| Operaton Iteeal | 162 108218004 | 19210821800 Area Name 162108 218,001 Other
w!mz;?s e °°‘:“" inteeaal | o2 vez1m 601 | 19218821080 Area Name m.m:w.on-!- Other
FNT-12-9511:00: Ant-Passback 102.168.218.00-1 192.168.218.60 9505630 200000005 Bal Fang Area Name Visitor ‘”“n&:“a'w“. Only Card
2017-12-151 102 168.218.80-1 192.168.218.60 13260079 800000004 Tom Lee Area Name Visior 162.188.218.60-1- DOnly Card

Crastee oec 20173
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4.4.5 Access Rights by Door

View related access levels by door. Click [Reports] > [Access Rights By Door], the data list in the left side
shows all doors in the system, select a door, the personnel having access levels to the door will be
displayed on the right data list.

] TE B B & -, ¢ wmam @@ 0 @ O
[ — e - TS Authorized Company: 11
evice ® Access Rights By Door Browse 192.168.12.145-1(1) Opening Personnel
_ Access Control () Docliens I:I it Q l? C’ et E et
e it cumment cuuery condicns: one Personnel ID First Name Last Name Department
!_._’-J . Advanced Functions @ > Refresh 1223 HBiregBEToREe General
Dot Name Door Number Owned Davice
152.168.12.145-1 1 152.168.12.145
192.168.12.155-1 1 192.168.12.155
ez 2 162 18812155 5. Personnel will
192.168.12.155-3 3 - be dlsplayed
162 168.12.155-4 4 4. Click on
192.168.12.160-1 1 required dODr
192168214741 1
152.168.214.74-2 2 192.168.214.74
192.168.214.70-1 1 152.168.214.70
¢ 1-9 3 5| GSOrowsperpage =  Tofalof 9 records ¢« ¢ 1-1 3 3| SOrowsperpage ~  Tolalof 1 records

[ ;' _ Video Integrated

You can export all the personnel having access levels to the door data in Excel, PDF, CSV format.

ZKTECO
192.168.218.60-1(1) Opening Personnel
Personnel ID First Name Last Name Department
2940 Sherry Yang Hotel
1 Jerry Wang General
Development
2 Lucky Tan Department
3 Leo Hou Financial
Department
4 Berry Cao General
Marketing
5 Necol Ye Department
. Financial
6 Amber Lin Department
7 Jacky Xiang General
. . Marketing
8 Glori Liu Department
. . Development
9 Lilian Mei Department
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6.8.6  Meal Summary Table

Click [Statistical Report] > [Meal Summary Table], as shown below:

Stat Time | 2018-08-28 02.00:00 EndTime |2018-11-28 235540 Mgl Namg | —emee Q ®

Click the [Export] button at the top of the list to open an export dialog box, as shown below. Click [OK] to
export the data according to the query conditions and export conditions. The export format type can be

selected as Excel, PDF, or CSV files.

Export

The File Type | EXCEL File v
Export Mode ® All data (Can export up to 40000 data)

Select the amount of data to export (Can export up to 40000 data
items)

From the article 1 Strip, is derived 100 Data

Click [Refresh] to load the latest meal summary table data.

#Note: If there is more data in the page meal summary table, you can also enter the device name, name,

and consumption time in the search field, and click [ Q ] to search for it.

The data statistics column includes:

Page |259 Copyright©2020 ZKTeco USA LLC. All rights reserved.

Meal Consumpts Total Countng  Mumberol TotalEmor  Numbercf Total Accounting  Total Actual Consumgtion  Actual Consumpton  System Amount System amount
Name Times Comumgtor Times Enmor Comcions  Seppkmer Supplements  Times Actountng  TmesiDevice) Amceni{Cevice) SeSementinciuding settement{inciuding
Compctions Crar Ceder Supplementary Orer)  Accouning)

Breaktast 0 ooo L] 0 000 1 600 0 000 L] L) 600 600

Lunch 0 000 L] (] 0.00 2 3000 (] 000 L] (1) 000 30.00

Dnner 0 000 (] ] 000 3 200 ] 000 (] (1] 200 20

sanght Sa 0 oo L] 0 oo 3 6200 0 oo L] L) 6200 6200

Meal 05 0 000 L] 0 000 o 0o 0 000 o (1) (1) 000

Mealdt 0 000 (] ] 000 (] 00 ] 000 (] 000 000 000

Meald7 D oo L] 0 oo o 0 0 oo e am o o0

Meal0d 0 o000 L] 0 000 o 0o ] 000 o (1) aco 000

Summary: 0 000 (] ] 000 ] 13000 ] 0.00 (] 000 131000 130.00

1-9 3 31 SOrowsperpage +  JumpTo 1 MPage  Total of 9 records

Date of Consumption

2018-08-28—2018-11-28
2018-08-28—-2018-11-28
2018-08-28—-2018-11:28
2018-08-25—2015-11-28
2018-08-28—2018-11-28
2018-08-28—-2018-11-28
2018-08-28—2018-11-28
2018-08-28—2015-11-28

2018-08-28-2018-11.28
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Meal Name

Consumption Times

Total Consumption

Counting Times

Number of Error Corrections

Total Error Corrections

Number of Supplementary Order
Total Supplementary Order
Accounting Times

Total Accounting

Actual Consumption Times(Device)
Actual Consumption Amount(Device)
System Amount Settiement(Iinciuding Supplementary Order)

System amount settlement(including Accounting)

R 4 4 i 3 4 €L 4 - C U 4 C L AR C4 R £

Date of Consumption

The following is the calculation formula of the specific column.

Consumption times = Total number of count the particular type is consumed.

Total consumption = Total amount of money consumed for the particular type.

Counting times = Total number of times the type is counted.

Number of error corrections = Total number of error correction for the particular type name.
Total error correction = Total amount of error correction for the particular type name.
Times of supplementary order = Total count of supplementary order for the particular type.
Total supplementary order = Total amount of supplementary order for the particular type.
Accounting times = Total count of billing for the particular type.

Total Accounting = Total amount of money billed for the particular type.

Actual Consumption Times (device) = [Consumption times - Number of error corrections].
Actual Consumption Amount (device) = [Total Consumption - Total Error Correction].

System Amount Settlement (including supplementary order) = [Total Consumption - (Total Error
Correction + Total Supplementary Order)].

System Amount Settlement (including billing) = [Total Consumption - (Total Error Correction + Total
Supplementary Order + Total Accounting)].
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Elevator

The following is the manual of online elevator control. If you are using offline elevator control, please refer

to Offline Elevator Control Manual.

The Elevator Control System is mainly used to set device parameters (such as the swiping interval for
taking elevators and elevator key drive duration), manage personnel's rights to floors and elevator control
time, and supervise elevator control events. You can set registered users' rights to floors. Only authorized
users can reach certain floors within a period of time after being authenticated.

7.1 Elevator Device

Device

There are two ways to add Elevator Devices.

Click [Elevator Device] > [Device] > [New] on the Action Menu, the following interface will be

shown:

TCP/ IP communication mode RS485 communication mode

New INew
Device Nama® ] Devica Name®
Communication Type® @® TCPAP (O RS485 Communication Type” (O TCRIP (8) RS485
IP Address® Serial Port Number® COM1 ZI
Communication port™ 4370 RS485 Address™ (Range1-83)
Communication Password RS485 Address Code OoN KE
Number of expansion board |0 :J Fauy o000 0OOOS
Esach expansion board relay 12345678
number Saud Rate” 33400 :]
Ares® Area Name Communication Password
Claar Data in the Device O Number of expansion bosrd O v
when Adding Esach expansion board relsy
o = e = number

Clear Data in the Device O

when Adding

A\ [Clear Dst

| Save and New | ok W cancel | | saveandNew ll  OK e

Enter the IP Address of the elevator device.
The default is 4370.
COM1~COM254.

The machine number, range 1-255. When Serial Port No. is same, it is not allowed to set
repeated RS485 addresses.
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Same as the baud rate of the device. The default is 38400.

Display the code figure of RS485 address.

Any character, up to a combination of 20 characters.

The max length is 6 with numbers or letters. The initialized device’s
communication password is blank.

&Note: You do not need to input this field if it is a new factory device or just after the initialization.
The expansion board number of elevator device controlling.
Each expansion board has 16 relays.

Specify areas of devices. After Area Setting, devices (doors) can be filtered by area upon Real-Time
Monitoring.

Tick this option, after adding device, the system will clear all data
in the device (except the event logs). If you add the device just for demonstration or testing, there is no
need to tick it.

Includes serial number, device type, firmware version number, auxiliary
input quantity, auxiliary output quantity, door quantity, device fingerprint version, and reader quantity etc.

After editing, click [OK], and the system will start to connect the current device.
If successfully connected, it will read the corresponding extended parameters of the device and save.

#Note: When deleting a new device, the software will clear all user information, time zones, holidays, and
elevator access levels settings from the device, except the events record (unless the information in the
device is unusable, or it is recommended not to delete the device in used to avoid loss of information).

TCP/ IP Communication Requirements

Support and enable TCP/ IP communication, directly connect device to the PC or connect to
the local network, query IP address and other information of the device;

RS485 Communication Requirements

Support and enable RS485 communication, connect device to PC by RS485, query the serial
port number, RS485 machine number, baud rate and other information of the device.

Search the elevator device in the Ethernet.
1) Click [Elevator Device] > [Device] > [Search Device], to show the Search interface.
2) Click [Search], and it will prompt [searching...... 1.

3) After searching, the list and total number of elevator devices will be displayed.
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Search Device
Mo device found? Downlosd Search Tools to Local Disk
Total Progress
IP Address Device Type ‘Serial Mumbear
IF Address MAC Address Subnet Mask Gatewsy Address Serial Mumber Device Type  Set Server Operations.

#Note: Here we use UDP broadcast mode to search elevator devices, this mode cannot perform cross-
Router function. IP address can be cross-net segment, but must belong to the same subnet, and needs to
be configured the gateway and IP address in the same net segment.

4) Click [Add Device] behind the device, and a dialog box will pop up. Enter self-defined device
name, and click [OK] to complete device adding.

5) The default IP address of the elevator device may conflict with the IP of a device on the Local
network. You can modify its IP address: Click [Modify IP Address] behind the device and a dialog
box will open. Enter the new IP address and other parameters (Note: Configure the gateway and
IP address in the same net segment).

#Note: The system cannot add Elevator Devices automatically.

Reader

Each elevator device has a reader, the reader information can be set.

Click [Elevator Device] > [Reader], select a reader name in the reader list:
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Device Name'
Name’

Operate Interval”
Werification Mode”

The above Settings are

Copied to

It is not editable.

Edit
192 168 1.53

192.168.1.53-Reader
2

Card or Fingerprint

The default format is “Device Name - Reader”, it is editable within 30 characters.

The interval between two verifications. The default value is 2 seconds, the range is

0~254 seconds.

The default setting is “Card or Fingerprint”. The Wiegand reader supports "Only Card”,

“Only Password”, “Card or Password”, “Card and Password”, “Card or Fingerprint”. The RS485 reader

supports “Card or Fingerprint”. Make sure the reader has a keyboard when the verification mode is “Card

and Password”.

Apply the above settings to all readers within the current user’s level.

Click [OK] to save and exit.

Floor

Click [Elevator Device] > [Floor], select a floor name in the list to click [Edit]:

Device Name
Floor Number

Floor Name®

Floor Active Time Zone'

Floor Passage Mode

Time Zone

Button Open Duration®

The above Settings are

Copied to
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Edit

192.168.1.53

1

192.168.1.53-1

24-Hour Accessible

v

v
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It is not editable.
The system automatically numbered according to the number of relays.
The default setting is “Device Name- Floor Number”; it is editable within 30 characters.

The default setting is Null. The Floor Active
Time Zones that are initialized or newly added by users will be displayed here so that users can select a
period. When editing a floor, the Floor Active Time Zone must be specified. The key for closing the related
floor can be released continuously only after the effective periods of this floor are specified. Floor Passage
Mode Time Zone takes effect only within the floor effective period. It is recommended that the floor
continuous release period be included in the floor effective period.

It is used to control the time period to press floor button after verification. The
default value is 5 seconds; the range is 0~254 seconds.

Including below two options.

All Floors of Current Device: To apply the above settings to all floors of the current elevator
device.

All floors of all Devices: To apply the above settings to all floors within the current user’s level.
Auxiliary Input

It is mainly used to connect to devices, such as the infrared sensor or smog sensor.
Click [Elevator Device] > [Auxiliary Input] on the Action Menu, enter into the following page:

Click [Edit] to modify the parameters:

Edit

Device Name®

Number®

Mame* Auxiliary Input-9
Printed Name™

Remark

You can customize the name according to your preference.

The printing name in the hardware, for example IN9.
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Click [Edit] to modify the name and remark. Others are not allowed to edit here.

Event Type

Display the event types of the elevator devices. Click [Elevator Device] > [Event], the following page is

displayed:
(+ Refresh

Event Name

Mormal Punch Open

Punch during Passage Made Time Zone

Cpen during Passage Mode Time Zone

Remote Release

Remote Locking

Disable Intraday Passaage Mode Time Zone
Enable Intraday Passage Mode Time Zone

MNormal Fingerprint Open

Event Mo.

10

"

14

Press Fingerprint during Passage Mode Time Z¢ 16

Operate Interval too Short

Button Inactive Time Zone(Punch Card)

lllegal Time Zone
Access Denied
Disabled Card
Card Expired

Password Error

Press Fingerprint Interval too Short

More details about Event Type, please refer to Elevator Event Type.

20

21

22

23

27

29

30

31

Device Monitoring

By default, it monitors all devices within the current user’s level, click [Elevator Device] > [Device
Monitoring], and lists the operation information of devices: Device Name, Serial No., Area, Operation

Event Level

Normal

MNarmal

MNaormal

Normal

MNarmal

MNaormal

Normal

Normal

MNaormal

Status, current status, commands List, and Related Operation.

Area

L‘f Export

Device Name

192.168.214.66

Status

Serial Number

0013130700074

Area

Area Mameaa

E Device Name

Operation Status

Get real-time event

Serial Number

Current Status

Normal 0

Commands List

Device Mame

192.168.90.235

192.168.90.235

192.168.90.235

192.168.90.235

192.168.90.235

192.168.90.235

192.168.90.235

192.168.90.235

192.168.90.235

192.168.90.235

192.168.90.235

192.168.90.235

192.168.90.235

192.168.90.235

192.168.90.235

192.168.90.235

192.168.90.235

State

None

Recently The Abnormal

Serial Mo.

0013130700074

0013130700074

0013130700074

0013130700074

0013130700074

0013130700074

0013130700074

0013130700074

0013130700074

0013130700074

0013130700074

0013130700074

0013130700074

0013130700074

0013130700074

0013130700074

0013130700074

Operations

Clear Command View Command

You can clear command as required. Click [Clear Command] behind the corresponding device:
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Prompt

Are you sure to clear command queues?

Click [OK] to clear.

#Notes:

1) After the Clear Command is executed, you can perform the Synchronize All Data to Devices
operation on the device list to re-synchronize data in the software to the device, but this
operation cannot be performed when the user capacity and fingerprint capacity are fully
consumed on the device. Once the capacity is insufficient, you can replace the current device with
a large-capacity one, or delete the right of some personnel to access this device, and then perform
the Synchronize All Data to Devices operation.

2) Operate State is the content of communications equipment of current device, mainly used for
debugging.

3) The number of commands to be performed is greater than 0, indicating that data is not
synchronized to the device, just wait.

Real-Time Monitoring

Click [Elevator Device] > [Real-Time Monitoring], real-time monitor the status and real-time events of
elevator controllers in the system, including normal events and abnormal events (including alarm events).
Real-Time Monitoring interface is shown as follows:

Area Device Name Remotely Release the Button Remotely Lock the Bution
Time Area Device Name Event Point Ewveni Description Card Number Person Reader Name Verification Mode
MName
2017-02-10 16:11:12  Area Name: 192.168.214.66(00131 192.168.214.66-2 Remole Release Other
2017-02-10 16:11:12  Area Name: 192 168.214.66(00131 192.168.214.66-1  Remole Release Other

Total Received5 @Normal:2 & Exception:3 @Alarm:0 Clear Rows Data Event Description Play Audio [#}Show Photos [
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System automatically acquires monitored device event records (by default, display 200 records), including
normal and abnormal elevator control events (including alarm events). Normal events appear in green,

alarm events appear in red, other abnormal events appear in orange.

All floors with elevator controller in the system is monitored by default, you can target to
monitor one or more floors by Area, Status, Device Name and Serial NO.

If Real-Time Monitoring is involved in a person, the monitor displays the personal photo (if
no photo is registered, display default photo). The event name, time and name are displayed.

Click [Remotely Release Button]:

Remotely Release the Button

User Password" ||

Prompt

Input the user password (the system logging password), click [Next Step]:
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[ 192.168.1.53-1
[ 192.168.1.53-2
[ 192.168.1.53-3
[ 192.168.1.53-4
[ 192.168.1.53-5
[ 192.168.1.53-6
[ 192.168.1.53-7
[ 192.168.1.53-8
[ 192.168.1.563-9
[ 192.168.1.53-10
[ 192.168.1.53-11
[ 192.168.1.53-12

M amm am; a4 rooan

Previous Step

Cancel

7 192.168.1.53

¥

Select the floor, and click [Next Step]:

Fields are as follows:

) Enable Intraday Passage Mode Time Zone

() Sustained release button

Previous Step Complete

® Remote release: second(1-254)

Remote Release: It determines whether the corresponding key to the selected floor can be pressed. You

can customize the key release duration (15s by default), or select Enable Intraday Passage Mode Time Zone.

You can also directly set the current status of the floor to continuously release. In this case, the floor is not

subject to restrictions of any periods, including Floor Active Time Zone, Floor Passage Mode Time Zone,

and Button Open Duration. That is, the floor will be continuously released in 24 hours every day.

Enable Intraday Passage Mode Time Zone: To close a floor, you must first set Disable Intraday Passage
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Mode Time Zone to prevent the case that the floor is opened because other continuous open periods take
effect. Then, you need to set to close the Remote Lock Button.

The floor that is set to the continuously release state is not subject to
restrictions of any periods, that is, the floor will be continuously released in 24 hours every day. To close
the floor, you must select Disable Intraday Passage Mode Time Zone.

#Note: If a failure message is always returned for the remote release key, check whether there are too
many currently disconnected devices on the device list. If yes, check the network connection.

Select the options, click [Complete] to finish enabling the button.

Elevator Rules

It can control buttons of a common elevator and implement unified management on people going in or
on access and exits of each floor through the elevator controller on the computer management network.
You can set the rights of registered personnel for operating floor buttons on the elevator.

Time Zones

Click [Elevator] > [Time Zones] > [New] to enter the time zone setting interface:

New
Time Zone Name®
Remark
Time
Date
oo -o0o oo o 00 oo - oo oo o 0o oo o 0o oo o 00
oo . 00 oo . 00 0o @ 00 00 . 00 oo . 00 po . 00
o0 - 00 o0 ;00 00 : 00 00 : 00 o0 : 00 oo : 00
oo -ooo oo - ooo oo - oo oo - oo oo - oo oo - o0
oo o 00 oo o 00 oo - oo oo o 0o oo o oo oo - 00
oo -o0o oo o 00 oo - oo oo o 0o oo o 0o oo o 00
oo . 00 oo . 00 0o @ 00 00 . 00 oo . 00 po . 00
o0 : 00 o0 - 00 00 : 00 00 : 00 00 : 00 0o : 00
oo -ooo oo - ooo oo - oo oo - oo oo - oo oo - o0
oo o 00 oo - 00 oo - oo oo o 0o oo o 0o oo - 00

Copy Monday's Setting to Others Weekdays:

Any character, up to a combination of 30 characters.
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Detailed description of the current time zone, including explanation of current time zone and
primary applications. The field is up to 50 characters.

One Elevator Control Time Zone includes 3 intervals for each day in a week,
and 3 intervals for each of the three Holidays. Set the Start and End Time of each interval.

If the interval is Normal Open, just enter 00:00-23:59 as the interval 1, and 00:00-00:00 as the
interval 2/3. If the interval is Normal Close: All are 00:00-00:00. If only using one interval, user just needs to
fill out the interval 1, and the interval 2/3 will use the default value. Similarly, when only using the first two
intervals, the third interval will use the default value. When using two or three intervals, user needs to
ensure two or three intervals have no time intersection, and the time shall cross over to 2" day, or the

system will prompt error.

Three holiday types are unrelated to the day of a week. If a date is set to a holiday type, the
three intervals of the holiday type will be used for access. The holiday type is optional. If the user does not
enter one, system will use the default value.

You can quickly copy the settings of Monday from Tuesday to Sunday.

After setting, click [OK] to save, and it will display in the list.

Click the [Edit] button under operation to enter the edit interface. After editing, click [OK] to save.

Click the [Delete] button under Related Operation, then click [OK] to delete, or click [Cancel] to
cancel the operation. A time zone in use cannot be deleted. Or tick the check boxes before one or more
time zones in the list, and click the [Delete] button over the list, then click [OK] to delete, click [Cancel] to
cancel the operation.

Holidays

Elevator Control Time of a holiday may differ from that of a weekday. The system provides elevator control
time setting for holidays. Elevator Holiday Management includes Add, Modify and Delete.

Click [Elevator] > [Holidays] > [New] to enter edit interface:

New
Haoliday Name*
Holiday Type’ Holiday Type 1 v
Start Date” 2015-03-19
End Date” 2015-03-19
Recurring Mo v

Remark
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Any character, up to a combination of 30 characters.

Holiday Type 1/2/3, namely, a current holiday record belongs to the three holiday types
and each holiday type includes up to 32 holidays.

The date format: 2010-1-1. Start Date cannot be later than End Date otherwise system
error will occur. The year of Start Date cannot be earlier than the current year, and the holiday cannot span
years.

It means that a holiday whether to require modification in different years. The default is No. For
example, the Near Year’s Day is on January 1 each year, and can be set as Yes. The Mother's Day is on the
second Sunday of each May; this date is not fixed and should be set as No.

For example, the date of Near Year's Day is set as January 1, 2010, and the holiday type is 1, then on
January 1, Access Time Control will not follow the time of Friday, but the Access Control Time of Holiday
Type 1.

After editing, click [OK] button to save, and it will display in holiday list.

Click Holiday Name or [Edit] button under Operations to enter the edit interface. After modification, click
[OK] to save and quit.

In the access control holiday list, click [Delete] button under Operations. Click [OK] to delete, click [Cancel]
to cancel the operation. An Elevator Holiday in use cannot be deleted.

Elevator Levels

Elevator levels indicate that one or several selected doors can be opened by verification of a combination
of multi person within certain time zone. The combination of multi-person set in Personnel Access Level
option.

Click [Elevator] > [Access Levels] > [New] to enter the Add Levels editing interface:

New
Level Name®
Time Zones” 24-Hour Accessible v
Area’ Area Name
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Set each parameter: Level Name (unrepeatable), Time Zone and Area.

Click [OK], the system prompts “Add floors to the current elevator control level immediately”, click
[OK] to add floors, click [Cancel] to return the elevator levels list. The added level is displayed in the

list.
Prompt
Add floors to the current elevator control level
immediately?
Add Floor
Floor Number Floor Name
The current query conditions: None
Altemnative Selected(0)
Floor Mumber Floor Name Floor Mumber Floor Name
1 192.168.1.53-1
2 192.168.1.53-2
3 192.168.1.63-3 -
>
4 192.168.1.534
<
5 192.168.1.53-5
<<
6 192.168.1.536
7 192.168.1.53-7
From1To 50 |» 1 50 rows per page

&sNote: Different floors of different elevator controllers can be selected and added to an elevator level.

Set Access by Levels

Add/Delete Personnel for Selected Levels:

1) Click [Elevator] > [Set By Levels] to enter the edit interface, Click an Elevator level in left list,
personnel having right of opening door in this access level will display on right list.

2) In the left list, click [Add Personnel] under Operations to pop-up the Add Personnel box; select
personnel (multiple) and click © to move it to the right selected list, then click [OK] to save and
complete.

3) Click the level to view the personnel in the right list. Select personnel and click [Delete Personnel]
above the right list, then Click [OK] to delete.
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Set Access by Person

Add selected personnel to selected elevator levels, or delete selected personnel from the elevator levels.

1) Click [Elevator] > [Elevator Levels] > [Set By Person], click employee to view the levels in the
right list.

2) Click [Add to Levels] under Operations to pop-up the Add to Levels box, select Level (multiple)

and click = to move it to the right selected list; click [OK] to save and complete.

3) Select Level (multiple) in the right list, and click [Delete from levels] above the list, then click [OK]
to delete the selected levels.

1) Select a person in the list on the left and click [Elevator Control Setting]. The following page is

displayed:

Elevator Control Setting

Superuser Mo ﬂ

Set Walid Time N

2) Setaccess control parameters and click [OK] to save the setting.

Set Access by Department

Add selected department to selected elevator levels, or delete selected department from the elevator
levels. The access of the staff in the department will be changed.
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Global Linkage

The global linkage function enables you to configure data across devices. Only push devices support this

function.

1) Click [Elevator] > [Elevator] > [Global Linkage] > [New]:

INewr
Linkage Mame® -| | Apply to all personnel [+
Linkage Trigger Conditions®  Add Check All Clesr All Input Point*  Add Checik All Clear All
Output Paind \fideo Linkage Actve Time E-mail Link=ge Yoice Prompts

Floor Add Check AN Clear A

Action type® Close ﬂ

Set a linkage name.

Linkage Trigger Condition is the event type of selected device. Except
Linkage Event Triggered, Cancel Alarm, Enable/Disable Auxiliary Output, and Device Start, all events could

be trigger condition.

Any, Door 1, Door 2, Door 3, Door 4, Auxiliary Input 1, Auxiliary Input 2, Auxiliary Input 3,
Auxiliary Input 4, Auxiliary Input 9, Auxiliary Input 10, Auxiliary Input 11, Auxiliary Input 12 (the specific
input point please refers to specific device parameters).

Lock 1, Lock 2, Lock 3, Lock 4, Auxiliary Output 1, Auxiliary Output 2, Auxiliary Output 3,
Auxiliary Output 4, Auxiliary Output 6, Auxiliary Output 8, Auxiliary Output 9, and Auxiliary Output 10 (the
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specific output point please refers to specific device parameters).

Close, Open, Normal Open. The default is closed. To open, delay time shall be set, or
select Normal Close.

Whether to set the pop-up preview page in real-time monitoring, and set the
pop-long.
Enable or disable background video recording, and set the duration of background
video recording.

Enable or disable background snapshot.
Ranges from 1~254s (This item is valid when Action type is Open).
2) Click [OK] to save and quit. The added Global Linkage will display in the list.

#sNote: It is not allowed to set the same linkage setting at input point and output point. The same device
permits consecutive logical linkage settings. The system allows you to set several trigger conditions for a
linkage setting one time.

Parameters
Click [Elevator] > [Elevator] > [Parameters]:

Type of Getting Transactions
(") Pericdically
Interval: |1 ﬂﬁl:ll..'[s:l

() Set the Time For Obtaining Mew Transactions
A 0:00 [] 1:00 [J200 ]300 [] 400 [] 5-00 [ &:00 [J7-00 [J#&:00 []e00 [] 10:00 [J11:00
] 1200 ] 13:00 []1+:00 []15:00 [] 18:00 [J17:00 [ 18:00 []1=:00 []20:00 []21:00 [J2200 [J]23:00
Salect Al

Real Time Monitoring

The Real Time Monitoring Page Pop-up Staff Photo Size  Max Height: ! iy

Start from the setting and efficient time, the system attempts to download new transactions every time
interval.

The selected Time is up, the system will attempt to download new transactions automatically.

When an access control event occurs, the
personnel photo will pop up, set the size of the pop-up photos, the range is 80-500px.
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7.3 Elevator Reports

Includes “All transactions” and “All Exception Events”. You can export after querying.

7.32.1  All Transactions

Because the data size of elevator access control event records is large, you can view elevator access control

events as specified condition when querying. By default, the system displays the latest three months

transactions.
Click [Reports] > [All Transactions] to view all transactions:

Time From | 2015-02-26 00:00-00 To  2015-05-26 23:59:59 Personnel ID |:| Device Name

The current gquery conditions: Time From:(2015-02-26 00:00:00) To:(2015-05-26 23:59:58)

(v Refresh [jfj* ClearAllData [ Export

Time Device Event Paint Event Description Media File Personnel ID First Name LastName
2015-05-22 17:01:.00 1921686053 192 168.60.53-1 Normal Punch Open " Jally wei
2015-05-22 17:01:00 192.168.60.53  192.168.60.531 Trigger global linkage (=] G) 1" Jolly wei
2015-05-2217:01:.00 1921686053 192 168.6053-2 Normal Punch Open " Jally wei
2015-05-22 17:01:00 1921686053 192 168.6053-2 Trigger global linkage (] @ 1" Jolly wei
2015-05-22 17:00:49 192168.60.53  192.168.60.53-1 Normal Punch Open " Jolly wei
2015-05-22 17:00:49 192.168.60.53 182.168.60.53-1 Trigger global linkage (o] @ " Jjolly wei
2015-05-22 17:00:49 192168.60.53  192.168.60.53-2 Normal Punch Open " Jolly wei
2015-05-22 17:00:49 192.168.60.53  192.168.60.53-2 Trigger global linkage =] G) " Jolly wei
2015-05-22 16:58'26 1921686053 192 168.6053-2 Normal Punch Open " Jally wei

Morew O

Card Number Department

3406918

3406918

3406918

3406918

3406918

3406918

3406918

3406918

3406918

General

General

General

General

General

General

General

General

General

Reader Mame  Verification
Mode

192.168.60.53-R¢ Card or Passw

192.168.60.53-R¢ Card or Passw

192.168.60.53-R¢ Card or Passw

192 168.60.53-R¢ Card or Passw

192.168.60.53-R¢ Card or Passw

192.168.60.53-R¢ Card or Passw

192.168.60.53-R¢ Card or Passw

192.168.60.53-R¢ Card or Passw

192.168.60.53-R¢ Card or Passw

Click [Clear All Data] to pop up prompt and click [OK] to clear all transactions.

You can export all transactions in Excel, PDF, CSV format.

ZKTECO
AN Transactons.
Time: 2017-06-18 00 ; 00 ; 00 - 2017-12-18 23 : 50 ; 50
Time Device Event Point Event Personnel ID First Name Last Name Card Number Dy Reader Name Mode Area Remark
m’7“2;‘35 A0 19218321885 102.188.216.65-8 i 3 Leo Hou 13200079 General ‘92.;3&2‘8“- Card or Fingerprint Area Name
201712415 10:38: Noernal Punch 192.168.218.85-

43 102.188.218.65 162.168.218.65-5 Open 3 Leo Hou 13260070 General Card or Fingerprint Arga Name
2017-12-15 10:38: Nomnal Punch 192.188.218.05-

43 192.183218.65 192188 216.650 Ocan 3 Leo Hou 13200079 General & Card or Fingerpeirt Area Name
2017-12-15 10:38: Normal Punch 192.188.218 .65~

10 19218321805 192,188 216.65-1 Open 1 Jerry Wang 9505030 General ® Card or Fingerprint Area Name
20171215 10:25: Normnal Punch 192.168.218.65-

) 16218521885 | 102.188.218.854 Open 1 Jerty Wang 0505030 General CardorFingerprint | Area Name
m""“":‘: 13| teateazines | rozisaziness | Mo P 1 ey Wang 9505030 General V2RI | Card or Fingerpent | Avea Hame
20171215 10:35: Nosrnal Punch 192.168.218.05- K

192.183218.65 102.188.218.65-2 1 Wang 9505030 General Card or Fingerprint Area Name
IS0 | y02vea21808 | 102108208058 “"‘i:::“’" 2 Lucky Tan 13271770 Geraeal 12BN | Card or Fingerprnt | Avea Hame
m”.‘ﬂ:;‘es o2 16218821865 | 192.163.218.85-10 Fuman 2 Lucky Tan 13271770 General lezieaaes Card or Fingerprint Area Name
2017-1241% 10:38%: Nomnal Punch 192.188.218.88- .

a8 16218821865 162,168 218,650 Open 2 Lucky Tan 13271770 General R Card or Fingerprint Area Name
2017-12-15 10:38: Normal Punch 192.188.218.65-

a8 19218321865 102.188.218.65-7 . 2 Lucky Tan 13271770 General " Card or Fingerpant Area Name
20:?-12:-’:5 1035 | oo ies2imes | 12 teszrgeng | MOl Punch 2040 Shemy Yang 4481253 Genaral 10210020005 |t or Fingapriet|  Area Hame
m!7—‘2;|’5 0 19218821865 102.188.218.65-8 Fumch 2040 Shemy Yang 4401253 General 192.1:8.218.66— Card or Fingerpant Area Name
m”"’;‘,s 1035 | ygzieezie05 | 1921ea21e057 | Mol Punch 2040 Shemy Yang 4401253 General 19218821885 | Card or Fingerprint | Area Name
m”'ﬂ;‘!s 1035 | oo ies2iees | wzteazreess | MO c"' Punch 2040 Shemy Yang 4481253 General |ez.|ﬁsu|ua- Card o Fingerpeiet | Area Name
IR wzresatees | waresarsess | Mo Pt 2040 Snerry Yang 4401253 General 1021821885 | Cardor Fingerprict | Avrea Name
WAL | o teazines | 1z 1eazipess | ol Punch 2040 Shemy Yang 4481253 General 19218821885 |t o Fingerprint | Area Name

| 1216221885 | 162169218658 | Nomnal Punch 2040 Shemy Yang 481253 Gareral 12.168.218 85 | Card or Fingerprind | Area Hame
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All Exception Events

Click [Reports] > [All Exception Events] to view exception events in specified condition. The options are
same as those of [All Transactions].

Time From  2015-02-26 00:00:00 To |2015-05-26 23:59:50 Persannel ID |:| Device Name More

The current query conditions: Time From:(2015-02-26 00:00:00) To:(2015-05-26 23:58:59)

(v Refresh  [fij> ClearAll Data [# Export

Time Area Device Event Point Event Card Personnel First Mame Last Mame Departmer Reader Verification Remark
Description MNumber D Name Mode
2015-05-20 10:41:31 Area Name 192.168.60.53 192.168.60.53-R¢ Disabled Card 3408918 jolly2 wei General 192.168.60. Card or Fing
2015-05-20 10:41:23 Area Name 192.168.60.53 192.168.60.53-R¢ Disabled Card 3408916 Jjoliy1 wei General 192.168.60. Card or Fing
2015-05-19 14:59:46 Area Name 192168.6053 192 168 60 53-R¢ Disabled Card 3406916 Jjoliy1 wei General 192 168.60. Card or Fing
2015-05-19 13:57:12 Area Name 192.168.60.53 192.168.60.53-Rt Card Expired 3406916 12 jolly2 wei General 192.168.60. Card or Fing
2015-05-19 13:54:46 Area Name 192.168.60.53 192.168.60.53-Rt Card Expired 3406916 12 Jjolly2 wei General 192.168.60. Card or Fing
2015-05-19 11:53:35 Area Name 192.168.60.53 192.168.60.53-Rt Card Expired 3406916 12 jolly2 wei General 192.168.60. Card or Fin¢
2015-05-19 11:50:51 Area Name 192.168.60.53 192.168.60.53-R¢ Card Expired 3406916 12 jolly2 wei General 192.168.60. Card or Fin¢
2015-05-19 11:42:57 Area Name 192.168.60.53 192.168.60.53-Rt Disabled Card 8651633 192.168.60. Card or Fin¢
2015-05-18 14:36:23 Area Name 192.168.60.53 192.168.60.53-R¢ Card Expired 3408916 12 jolly2 wei General 192.168.60. Card or Fing

Click [Clear All Data] to pop up prompt, click [OK] to clear all exception events.

You can export all exception events in Excel, PDF, CSV format.

ZKTECO

All Exception Events
Tirne: 2017-08-18 00 : 00 : 00 - 2017-12-18.23 : 59 : 50

Time Area Device Event Point Event Card Number Personnel ID First Name Last Name Reader Name Mok Remark
’“”"’""5 = Area Name wateszraes | % Li:"'s& Disabled Card 9505030 1 Jorry Wang General e :fijf“ Card or Fingerprint
m”"’"f 102 | weabame wateazraes | '@ ;?}:f& Disabled Card 4481253 2040 Shery Yang General 2 :::: 0% | Card o Fingarpriot
:»17-120-103 S Area Name 102.188.210.08 o :l::f'w Crsabled Card 13200070 3 Leo Hou Ganeral ‘“':.ij i Card or Fingerpeint
m?.\;:;s 10| preatlame 192.188.210.65 mz.:::‘s.u- 0”';:'5:'::“"' 13200079 3 Leo Hou General m';?::f 0% | Card or Fingerprint

Access Rights by Floor

View related access levels by door. Click [Reports] > [Access Rights By Floor], the data list in the left side
shows all floors in the system, select a floor, the personnel having access levels to the floor will display on
the right data list.

Access Rights By Floor Browse 192.168.214.66-1(1) Opening Personnel

The current query conditions: None

Personnel ID First Mame Last Mame Department

(¥ Refresh 2952 General
Floor Name Floar Number Owned Device

192.168.214.66-1 1 192.168.214.66

192.168.214.66-2 2 192.168.214.66

192.168.214.66-3 3 192.168.214.66

192.168.214.66-4 4 192.166.214.66

192.168.214 B6-5 5 192.168.214.68

192.168.214.66-6 6 192.168.214.66

192.168.214.66-T T 192.168.214.68 :

You can export all the personnel having access levels to the floor data in Excel, PDF, CSV format.

Page |278 Copyright©2020 ZKTeco USA LLC. All rights reserved.



ZKBioSecurity V5000 2.0.0 User Manual

ZKTECO
192.168.218.65-1(1) Opening Personnel
Personnel ID First Name Last Name Department
2940 Sherry Yang Hotel

1 Jerry Wang General
Development
2 Lucky Tan Department

3 Leo Hou Financial
Department

5 Necol Ye Marketing
Department

. Financial
6 Amber Lin Department

8 Glori Liu Marketing
Department
- . Development

|

9 Lilian Mei Department

Access Rights by Personnel

Click [Reports] > [Access Rights By Personnel], the data list in the left side show all doors in the system,
select personnel, the personnel having access levels to the door will display on the right data list.

Access Rights By Personnel Browse 4200106 Having Level to Access
Personnel ID First Name Last Name More~ ) (_+ Refresh L,’ Export

The current query conditions: Mone Floor Number Floor Name
(_% Refresh

Personnel ID First Name Last Mame Department Mame

2869 General

4200108 General

2829 xinxiao yang General

2791 xiaoxiao yang General

2 xiao2 xiao2 General

2826316 Zjj

111111 131 1313bbbbbbbbbt General :

2480050 General

You can export all the floor information in Excel, PDF, CSV format.

ZKTECO
2940(Sherry) Having Level to Access

Floor Number Floor Name

1 192.168.218.65-1
192.168.218.65-2
192.168.218.65-3
192.168.218.654
192.168.218.65-5
192.168.218.65-6
192.168.218.65-7
192.168.218.65-8
192.168.218.65-9
192.168.218.65-10

W |~ W N

—
o
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Video (Video Linkage)

The system supports video linkage of access elevator control. You can achieve the management of DVR/

NVR/IPC, real-time video preview, video records query and automatically popping up of linkage events.

You need to add video device, set linkage function in Linkage Setting and Global Linkage in advanced.

#Note: The current software only supports HIKVision, ZKIVision and Dahua devices. For more details

about the devices models, please contact technical support personnel to confirm.

Video Device

Click [Video] > [Video Device] > [Video Device] > [New]:

Device Brand*
Protocol Type®
Device Name®

Host Address”

IP Port"
Username”
Password”

Area Name®

New

HIKVision

o Private . Onvif

8000

admin

Area Name

The current software version only supports ZKTeco, HIKVISION, Dahua, Axis, Panasonic and

Geovision brands. For each brand supporting models, please refer to the Hardware Support List for Video

Module.

The Private or Onvif protocol is automatically selected after Device Brand is specified.

Any characters within a length of 30.

Input the device's IP address.

The default corresponding IP Port will display after select Device Brand.

Any characters within a length of 15 (mandatory).

Any characters within a length of 32 (mandatory).

Divide area for the device.
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&sNote: After adding device, only the device name and area name can be modified again, other options
cannot be modified.

Select a video device in the list and click [Enable] or [Disable].

Select a video device in the list and click [Edit] or [Delete].

When the communication parameters are modified in the device, the modification must be synchronized
to the software to keep consistency, otherwise all the channels of the video device will not work normally.

Select a device, click[Communication Settings]:

Communication Settings

Serial No.” DS-2CD2012-120140818C
Host Address” 192.168.1.94

IP Port’ 8000

Username® admin

Password® | seees

Click [Video Linkage Operation Guide], guide users to add video equipment, binding cameras for access
control equipment and set the linkage.

11.2 Video Channel

When adding a video device, the system will automatically detect the number of cameras on this device,
that is, the number of channels, and generate a number of channels accordingly. For example, a video
device has 16 cameras. After adding this device, the system will generate 16 channels, and name the
channels by default using the format "Device name-channel No.".

Click [Video] > [Video Device] > [Channell:
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Device Name Channel Name Area Name
The current query conditions: Nong

(* Refresh ~/ Enable (/) Disable

Channel Mame Channel Area Name Device Name Enable Operations
Mumber

Channel 1 0 Area Name Ih & Edit

Click [Edit] below Operations in the list:

Edit

Channel Name* Channel 1
Device Name*
Channel Mumber®

Channel Status®

Any characters within a length of 30.

Device Name, Channel Number and Channel Status are not editable in this page. You can modify them in

Video Device. The channel number is the channel number in video device.

11.3 Video Preview

Click [Video] > [Video Device] > [Video Preview], the left side is the device and channel lists, click a

channel to view the monitor screen.
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Video Device Video Preview
4 (&) Area Name 2015-01-28 19:57:54
4 = Video 1
@ Channel 1

Total of 1 records

Re-click the channel to shut down the screen.
= Notes:

» A video can allow five users to preview at the same time. In chronological order, the exceeded
users cannot preview the video normally, and the page will be grey.

» If there are no video controls in the system, the below prompts will be displayed:

1.your computer is not installed to browse the video control, or the installation of the
version of the control is not the latest.

Click to download both the controls. Install the controls, and refresh the page, you can view the monitor
screen normally. To prevent abnormal video display, please install the controls that ZKBioSecurity offers.
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Video Preview

Video Event Record

View the records of catching pictures and videos.

Click [Video] > [Video Device] > [Video Event Record]:

Time From | 2018-01-04 00:00:00 To  2018-04-04 23:59:59 Device Name More~

The current query conditions: Time From:(2018-01-04 00:00:00) To:(2018-04-04 23:59:59)

(* Refresh T__‘ ClearAll Data = List ~

Start Time End Time Arga Name Device Channel Name Media File Status Remark
2015-03-19 13:53:33 2015-03-19 13:33:33 Area Name Ih Ih-1 ] Capture Success
2015-03-19 13:53:33 2015-03-19 13:54:03 Area Name Ih Ih-1 ® Video Success
2015-03-19 13:44:56 2015-03-19 13:44:56 Area Name Ih Ih-1 ] Capture Success
2015-03-19 13:44:56 2015-03-19 134526 Area Name Ih Ih-1 ® Video Success
2015-03-19 13:43:43 2015-03-1913:43:43 Area Name Ih Ih-1 & Capture Success
2015-03-19 13:43:43 2015-03-19 13:44:13 Area Name Ih Ih-1 @ Video Success
2015-03-19 13:41:09 2015-03-19 13:41:09 Area Name Ih Ih-1 ] Capture Success
2015-03-19 13:41:08 2015-03-19 13:41:38 Area Name Ih Ih-1 ® Video Success
2015-03-19 13:40:18 2015-03-19 13:40:18 Area Name Ih Ih-1 ] Capture Success

® : Indicates that the linkage type is “Video”, you can click to download this file. Please choose a third
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part of video player to play the file, or else it cannot be played normally.

] :Indicates that the linkage type is “Capture”, you can click to view this file.

#Note: If the “Video” and “Capture” are both selected, there will be 2 records. For more details about the

way to set the linkage type, please refer to Linkage Setting.

11.5 Parameters

Click [Video] > [Video Device] > [Parameters]:

Save The File

Video File Path : D:\BioSecurityFile\vidwideoLinkageFile

Video File Clean Up

When disk space is less than | 1 GB, (e delete the previous video files and photos ( ) do not record and capture

Video control selection

OCX Version: (@ 1.0 Click to download the OCX 1.0 control 2.0 Click to download the OCX 2.0 control

Path for storing files when the server records videos or captures images.

When the disk space for storing video files is smaller than the pre-set value, you can
choose to delete the old video files or not to record videos or capture images. If you choose Delete, the
software will delete the video files that are generated in the earliest day and continue to record videos;
otherwise, the software does not record videos.

It can set whether to download OCX 1.0 or OCX 2.0.

11.6 Solutions of Exceptions

Firstly, ensure IE11 or above version browser is available, client and Video Server are on the same network
segment and the video ActiveX installation is successful. If the ActiveX installation fails, above all, uninstall
the video ActiveX that were originally installed, run the "regsvr32-u NetVideoActiveX23.ocx"command,
and then in the browser, set all the options in "Tools -> Internet Options -> Security -> Custom Level" on
the ActiveX to "Enable or Prompt", re-open the browser, re-login screen and open the video preview page,

run the button "all add items of the site".
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Check whether the network or power is connected normally. Refresh the page after ensuring that the
connection is normal, refresh the page, and re-open the video preview.

Make sure to use IE11 and above version browser, client and Video Server on the same network segment
and the video ActiveX installation is successful. Also, view whether the browser is preventing the
temporary window pops up, if it is change to allow window pops up to the site.

First, ensure that the software server has set Time Server (keep the Windows time service and has set the
NTP function of the video server), it is recommended to set the time interval of the video server smaller to
ensure accurate synchronization software server and video server time, so as to keep the time consistent
between software server and controllers. It is recommended set Linkage Recording Time more than 5
seconds, to avoid executing video linkage commands delay, which may lead to the downloaded 0kb video
file.

Desktop Experience feature needs to be added in windows server2008 before the normal use of the video.
Step 1: Run” services.msc” to open the “Service Manager”.
Step2: Set the start type of “Windows Audio” and “Themes” as Automatically Start.

Step3: Run the service manager, click [Add functions], check the “Desktop Experience” box and click
[Install]. Reboot the server after the installation is finished.

Please choose a third part of video player to play the file, or else it cannot be played normally.

The old NPAPI controls are disabled in chrom42 or above version. You should open the browser and enter
“chrome://flags/#enable-npapi” in address bar to enable the controls.
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Video (VMS)

Video Device

On the VMS module, click Video Device to go to the Video Device module.

Add a Video Device

On the Video Device module, click Video Device, and then click New to manually add the video device.

Host Address: Enter the IP address of your system.

IP Port: Enter the Port number.

Device Name: Enter the Device Name.

Username: Enter the Username.

Password: Enter a unique password.

Area Name: Select the Area name from the drop-down list.

Protocol Type: Select the protocol from the drop-down list for transmitting the data.

Click [OK] to add the device.

IP Address®
0 Port*

Device Name”

Username®
Password
Area Name’

Protocol Type*
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® Search and Add Video Device
On the Video Device interface, click Search Device to search and add the Video Device.

On the Search Device window, click the Search button on the upper left corner and it will list the search
results.

During the search process the device with “ONVIF” protocol type will not display the serial number, and it
can be viewed only after adding the device.

Searched devices count:4
TolalProgress | 00 | oo of Geices addad 2

IP Address Communication  Protocol Type Serial Number Operations

192.168.213.181 20 ZKTeco 0BE700027BEF0001CESY This device has been added
192.168.213.181 20 ONVIF This device has been added
192168 213.221 ONVIF i

192.168.213.82 ONVIF d

On the Search list, the Add operation will not be available for the devices that have been already added.
On the Search list, click Add to add the required devices.

On the New window, enter the Username and the Password.

Host Address” 192.168.213.82

IP Port” 80 |
Device Name” I-192 168.213.82 |
Usemame® :

Password |

Area Mame™ Area Mame |

Protocol Type®

Comeamnen I~ ox— J— cans ]
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= Note:

On the New window the other information (Host address, IP Port, Device Name, Area Name, and the
Protocol Type) will get automatically updated by the software.

On the Video Device interface, click Equipment timing to set the timing.

On the Equipment timing window, you can either select the Manual calibration and set the time or can

select the Automatic timing.

Q) Device Name | Serial Number | | Moer Q. ®
- Video Device The current query conditions Mone 1
(v Refresh [® New [ Delete Q Search Device T2 Equipmenttiming = Enable (/) Disal
Device Name Equipment timing B
Video Channel NVR 1 |
02168 233 5 atomatic timing
ntmualawaty  Calibration time g hour 38 minute 0 second
;Esta sequre Elegular calibration 1 Day
interval
Khuéin mét fr
FERnIFHEE
MIMA Nons308
1q? 1ﬁ1q ?1d LRk ) I ILN RIS AR RIS WS P2 b R P RS T I O e M PR N ]

Video Channel

On the Video Device module, click Video Channel to go to the Video Channel interface.

On the Video Channel interface, you can edit the channel name, and enable or disable the required video

channel.
'} N | 0@ =
.‘ Video D The current ql';ry conditions None e
(_* Refresh  ~/ Enable () Disable
Video _
Channel Name Channel Area Name Cevice Name Serial Number Enable
- Number
i e F;'.232:1ﬁ1 20003432797 ©
{ ChannelName® 3 [CHD1 8232162 20003432743 o
j Hevce A 8232163 20003310362 )
1 Channel Number* K
¢ 8232164 20003310522 o
Channel Status®
1 8232165 20003432251 °
{ 8232166 20003433118 (]
e ( 8232167 20003432790 )
1 Decoding
— ~anT 5o T AnT4RD 127 48N ANNNIATITANA -
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12.2 Decoding

The decoder can transmit the video images to the screen, which is used to set the TV wall and other such
features.

On the Video module, click Decoding to go the Decoding module.
Decoder

On the Decoding module, click Decoder to go to the Decoder interface.

On the Decoder interface, click New or Search Device to add a new decoder.

(Refit 1 [® New [ Dele 2 Q Search Device

k] Video Device | Serial Number Decoder Name IP Address. Whether Port Operations
Online
@ Decoding [ | 014DD12373B312BE0556 3 o Edit Delete
[ 014D0123B2AD591C18F2 Edit Delete
[ 1 014D01232EFF4BCFB21C Bort* Edit Delete
Decoder Grouping | 014DD123A91EED4EACIS Decoder Name* Edit Delete
TV Wall Usemame*
Password

Decoder ) ngs
Decoder Preview Play

Decoder Pla k

Decoder Grouping

The grouping of Decoder can be set for different video channels.
On the Decoding module, click Decoder Grouping to group the decoder.

The left side of the Decoder Grouping interface displays the Group list and the right side of the interface
displays the video channel corresponding to the group.

@ Decoder Grouping zu1 Bound channel :
D:] Ve T GroupName Channel Name
The r.ur'1 7t query conditions None The current query conditions None
@ Decoding * Refrest [ @ New [ Delete - Refresh [ Delete
Decoder GroupName  Gper5’ons Channel Name Device Name Channel Devise Serial Number ~ Pause Time Operations

Number
zul
CHO1 192163232161 1 20003432797 20 Delete

2u2
TV Wall

zu3
Decoder Preview Settings
gwertyuiopasdfc

Decoder Preview Play

dadhonaniaia

Decoder Playback
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® Add a New Decoder Group

On the Decoder Grouping interface, click New to add a new decoder group.

On the New window, enter the group name.

GroupName™

® Add Channel:

Click Add Channel to add a video channel to the decoder group.

On the Add Channel window, select the video channel to be added to the group from the list on the left
side of the window.

The selected video channel will be reflected on the right side of the window.
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Add Channel
Channel Name Device Name Pause Time |20
The current query conditions Naone
Altermative Selected(1)
Channel Name Device Name Channel Name Device Name
+  LCHU 192 168.232.203 - CHD 192 168932 272
CHO1 192.168.232.204
v CHO1 192.168.232.205
==
CHO1 192.168.232 206 L
CHO1 192.168.232 207 «
CHO1 192.168.232.208 ==
CHO1 192.168.232.210
CHO1 192.168.232.211
CHO1 192.168.232.212

150 » 3 50 rows per page -

TV Wall

The TV wall is used for setting the size of the video display that is joined together by the display screen. It
can be added, edited, enabled, or disabled in the TV Wall menu.

On the Decoding module, click TV Wall to go to the TV Wall interface.

@ (v Refyst [ New
Dj] Video Device (F TV Wall Name Whether To Description Operations
Enable
. Decoding . 2 Enable 12323 Edit Delete Enable Disable
Tén turérng Enable Edit Delete Enable Disable

Decoder

Decoder Grouping

On the TV Wall interface, click New to add new TV wall settings.

Fill in a unique name for the TV wall, where the names cannot be changed once saved.
Set the Matrix (here, the matrix refers to the number of rows and columns of the TV wall).
Add a description for the TV wall.

Click Next Step to go to the next setting.
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TV Wall Name :

(The TV wall name cannot be
modified after it is saved)
™waLLAa 1 B

Matrix 2 X2 2

TV Wall Description :

Edit

TVWALLA | 5

On this Next window, perform the below action to set the TV Wall.

Click the required O screen from the matrix on the right side of the window, then select a @ decoder to
be displayed, and then click 3 Complete to update the TV Wall settings.
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Edit

= Decoder Channel List 1 -

4 [~ 249 Decoder

2 249 Decoder-1

4 [~ 247 Decoder 169 Decoder-1
247 Decoder-1

4 [7~7 169 Decoder
169 Decoder-1

249 Decoder-1

247 Decoder-1

Decoder Preview Settings

The Decoder Preview settings facilitates in setting up the video preview screen.

On the Decoding module, click Decoder Preview Settings to go to the Decoder Preview Settings

interface.

TV Wall: On the top right corner of the interface, select the type of TV wall to be previewed from the drop-

down option.

Save: Click Save to save the preview settings plan.

Save As: Click Save As to save the preview settings in a different location or name.

Delete: Click Delete to delete the preview settings.

Stop Plan: Click Stop Plan to stop the plan.

Start the plan round: Click Start the plan round to initiate the plan.

Plan Setting: Click Plan Setting to set a new decoder plan.

Exit Plan Editing: Click Exit Plan Editing to exit from editing the existing plan.

New: Click New to create a new preview plan.
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@ Video Device
[Tk Video Device Device Group
(my Decoding

Decoder

Decoder Grouping

o ™ Wall

Decoder Preview Play

Decoder Playback

@ Real-Time Monitoring

10

M New ubsp huE Rz hsmz ke EaEM

To set the preview, it is essential to create a plan first if there is no existing plan.
On the Decoder Preview Settings interface, click New to create a new plan.

On the Plan Setting window, enter the Plan Name (e.g. Division) and Residence Time (e.g. 15), and then

click OK to save.

(O]

[J3 Video Device

169 Decoder-1

(mmny Decoding

Decoder 4 @ 123
4 % 192168213120
o, CHD1
TV Wall 4 5 192.168.232.161
- 208 E] —
4 [ 192.168.232.162 s » Plan Name | Division
Decoder Preview Play -~ REMARZ Residence Time* 15
4 5 192.168.232.163 L] 50Dsecond)
- 0K
4 [ 192.165.232.164
£, SATCHI
4 (5 192.168232.165
B s .. - 0BT ADART
4 [ 192.168.232.166
2, WETAIDVREZ
sl 4 [ 192 188232 167
. - 0BWNAES
pLinkaoe Marace 4 £ 192.168.232.169
- 20EEIRE

# Connection Manager ( . O 1m0 420939 470
1

Decoder Grouping

Plan Setting

Decoder Playback

Real-Time Monitoring

The newly created or the existing plan name will be displayed at the bottom of the interface as shown in

the below image.

On the Decoder Preview Settings interface, click Division (plan name), and then select the required

decoder screen from the matrix.
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Then select any one of the matrix screens from the options to further divide the selected decoder screen.

¢ Video Device e Device Group
Q
famy Decoding
Decoder « @12
192.168.213.120
Decoder Grouping s
192.168.232.161
D . ctings 2088
- 102 168232 162
Decoder Preview Play 20ETAE2
Decoder Playback 192 168.232 163
2085723
4 & 192.168.232.164
% FAFCHO1

Real-Time Monitoring
- 192 168.232 1685

20ETANRE

81 Record p 192.168.232.166
= ) 0BT AT 2
=7 Report 4 £, 192.168.232 167
" 20857 K4
-g- Linkage Manager 192.168.232 169
20BEEE]
Connection Manager , 407 450 97 470 e New el NmEn lite hamEeR ] EmE Dwision

On the divided decoder screen matrix, select any one of split screen, then select the required video
channel from the list on the left, and then click (3 Save to update the plan settings.

® patkclbevics TV Wall |22 B
D:] Video Device . Device Group
CHO1 - EATCHI
@™ Decoding ] 4 (5 192.168.222.187
cHO1
LIS 192.168.232.133 ]
Decoder Grouping CHO1 o g CHot
192.168.232.189
TV wall —
192.168.222.190
CHO1
RSP EFIETE A 2) 192.165.232.101
Decoder Playback CHO1
192.168.222.192
cHO1
Real-Time Monitoring g 4 192.168.232.200
2 xiugai CHO1
192.168.232.201
cHO1
192.168.222.202
CHO1
@ = ’ 4 B 192.168.232.203
CHOA
2 Connection Manager i o New m5E n&E ESER nHER E5E3 mSEM Division

Decoder Preview Play

On the Decoding module, click Decoder Preview Play to go to the Decoder Preview Play interface.
Select a TV wall type from the drop-down list.
Click Division (the plan name) to initiate the preview.
Click Start the plan round and the display connected to the decoder will perform the video roving.

Note: There is no default video available in the software.
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@ TV Wall | 2x2
[} Video Device
@ Decoding

Decoder
Decoder Grouping
TV Wall

Decoder Preview Settings

Decoder Playback

Real-Time Monitoring
BJ Record
7 Report

Y- Linkage Manager
NEh 0. NaEl 55213 M55El4 Division

z_? Connection Manager

Decoder Playback

On the Decoding module, click Decoder Playback to go to the Decoder Playback interface.

TV Wall - The upper right corner is the TV wall, and the binding relationship between the TV wall
and the video device can be selected.

Device and Storage Server - Select the required video from the Device or the Storage server on
the left upper column of the interface.

Search:
Search the video channels in the bottom left of the interface, which filters the search video types.
You can search for different videos according to four different conditions.

Date: Search by the required date.

Search

Date: ! 2019-12-26

BitStream Main BitStream v 2

Type :
Retrieval |Any v 3
Mode :
Search 4
Type :
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Bitstream Type: Select either Main BitStream or Sub BitStream from the drop- down list.

Search

Date: 2018-12-26

BitStreamn Main BitStream ¥

L= | Main BitStream
) Sub Bitstream
Retrieval Loy

Mode :

Search  MNormal

Type :

Retrieval Mode: Select either Any or All from the drop- down list.

All: If the Retrieval mode is All, then all the alarm options will be selected in the Search type field, and the
Search function searches and retrieves the videos that meet all the alarm options.

Any: If the Retrieval mode is Any, then the Search function searches and retrieves only the videos that
meet the checked-in alarm options.

Date: 2019-12-26

BitStream | Main BitStream v
Type :

Retrieval | Any ¥
o L —
Search AE_

Type :

Search Type: You can choose Normal, Motion, Alarm, Counting Alarm, Cross Line Alarm, Area Alarm and
Object Alarm.
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L —
; Clear OK
Vv MNormal
§ Motion
B Alarm
Search B Counting Alarm

B Cross Line Alarm{
Date: B Area Alarm

B Cbject Alarm
BitStream
Type :

Retrieval
Mode : Select All

Search  Normal CHO4

_ Crod
Type : c
k]

The Decoder displays the selected video.

The lower right corner is the playback control panel.

@ & TV Wall | 2x2 v
D:] Video Device ™ 5 Device Storager Server
Q
@ Decoding
« (O ZmER
Decoder (@123
192.168.213.120
Decoder Grouping cHO1
TV Wall 4 192 168232 161
20887341
Decoder Preview Settings N
192.168.232.162 =
Decoder Preview Play - >

Seai
3
Date 2019-12-26

Real-Time Monitoring ?ltStream Main BitStream v
E = ype

(o

— Retrieval Any v 5
a Record [¢ Mode :
= B Search

Report Type :
BEEHE

g Linkage Manager

V@‘? Connection Manager

You can even split the screen by choosing the matrix option below and then add the video channel to the

corresponding split screen.
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BB TV Wall | 2x2 v

D:l Video Device fn Device Storager Server 169 Decoder-1 = X
— (G E T BT LTI ETTE
@ Decoding S Q
« (@ ZmER
Decoder « @123
34 192 168.213.120
Decoder Grouping CcHO1
TV Wall ‘ 192 168.232 161
A . 20880 AKN
Decoder Preview Settings 102.188.232 182 . 181-CH1
Decoder Preview Play — L4

n o Search
Date. 2019-12-26

Real-Time Monitoring tream | Main BitStream v

- Any v
a - i | _
_ Normal Motion Alar]
( ’

=
v Report

2

12

Face Recognition

The face recognition module is mainly used to manage the face NVR function, which can be used for the
control and monitoring of black and white list. It can view the results of the camera capture, identify in real
time, and can support the image search.

White List Group

On the Video Device interface, click Face Recognition, then click White List Group, and then click New
to add a new white list group.

Enter the Personnel Group name and click OK.

Tzza

® White List Group ‘Browse BlackWhite White List 1 ( und

| Video Device : Personnel Group O\ ® Om ' mm =u

The current guery conditions None | Parsonnel ID First
» Decoding (% Re l'i"_-i___{f"' E New .",n,*i'f_ii o .

e Recognition {P}emlﬁl]mre! L Group Type _.Operalions dhed
New
|| White List 1 |
Personnel Group* 1
Image Search

On the White List Group interface, click Add Person to add the personnel to the white list group.
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Teo

@ White List Group Browse BlackWhite:White List

|_H Vi Device: Personnel Group ; g Personnel 1D Name CL G
The current query conditions None The current query conditions None
(v Refresh [ % New [ Delete (" Refresh [ Delete Person = List -
o Face Recognition Personnel Group Operahonsl 5 Personnel ID  First Name Last Name Type Media File
White List Edit Add Person Manual Add Person 41414141 za 755 I~ <

Biack List Group
Face Control

Face Monitoring

Image Search

On the Add Person window, select the required Personnel ID from the left side, then click the = button
to move the selected Personnel to the right side of the Add Person, and then click OK to update the
selected Personnel ID to the White List Group.

Add Person
Q ®
The current query conditions MNone
Alternative Selected(2)
Personnel ID First Name Last Name Personnel ID First Name Last Name
41458 - 61724 61724
4147
61722 61722 BE
61723 61723 =
=
63050 63050
Es
63051 63051
63079 63079
61720 61720
oncon oncnT v
150 » 3l 50 rows per page ~  Total of 555 records

On the White List Group interface, click Manual Add Person to temporarily add the personnel to the white
list group.

On the Manual Add Person window, enter the required Personnel ID, First Name, Last Name, and then
click Save to manually update the Personnel ID to White List Group.

The temporarily added personnel will not be synchronized to the personnel module of the system, so the
Personnel ID can be same as the system personnel. To add a temporary whitelist, you must select a photo
of the person.
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Manual Add Person

Personngl ID* 2853 1 -

*%

First Name* Jordan
¥
L - J
Last Name (Optimal Size
120%140).
Browse || Capture

[ sae | Coso |

Click the i image button to enlarge and view the photos of whitelist.

White List Group Rrowse RlackWhite:White 1 ist 1

Personnel Group Q, ( : Q ®

The current query conditions Nong F

(% Refresh [ New [f Delete = List ~
Personnel Group Type Cperatio First Name Last Name
Group
Jordan
White List 1 White List Edit Add
sads
White List 2 White List Edit Add
test
Leo
jofen ye

12.3.2 Black List Group

Blacklist group management of personnel:

Type

Temp

Temp

Temp

\ Media File

nnna@

On the Video Device interface, click Face Recognition, then click Face Recognition -> Black List Group ->

New, add a new group, fill in the group name, and click OK to confirm.
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@ Black List Group Browse BlackWhite Black Group1 ( undefined )
[ 10 Video Device Personnel Group Q ® (* Refresh i Delete Person = List ~
The current query conditions None Personnel ID First Name Last Name Type Media File
Decoding (" Refresh [® New [ Dslete T ea nc - =
e T tamirhey zs:i%nne\ Group Type Operations
Black Group1 Black List Edit Add Person Manual Add Person

White List Group

Distribute Device

Capture Contrast

Image Search

To manage blacklist personnel, you can (O add existing personnel in the ZKBioSecurity system to the
blacklist group; @ you can temporarily add personnel to the blacklist group for control.

© Black List Group Browse BlackWhite Black Group1  undefined )
\_F"I Video Device Personnel Group Q @ (% Refresh E} Delete Person = List -
The current query conditions None Personnel ID First Name Last Name Type Media File
f=my Decoding 3
= (v Refresh [® New [ Delete o~ «a e Temp =
7S] -~ Perscnnel Group Type Operations
‘, Face Recognition T

2

1
White List Group Black Group1 Black List Edit|Add Person|Manual Add Person

Distribute Device

Capture Contrast

Image Search

Click @ to temporarily add a blacklist. To temporarily add a blacklist, you must add a photo.

Manual Add Person

Personnel ID* 21
First Name* Black ‘Watch
Last Mame {Optimal Size

1207140).

| Browse [ Capture |
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12.3.2 Face Control

Itis used to deliver black and white list groups to NVR devices that support face recognition.

® Task Name Q ®
.' Video Device The current query conditions Mone

(> Refresn [® New [ Delete [ Synchronize Data
— Task Name Distribute Device Host Address Group Name  Operations

white List control 192.168.214.130 192.168.214.130 White List Edit Delete

E Face Recognition

White List Group

Black List Group

Face Monitoring

Image Search

Click Face Recognition > Distribute Device > New to add a device group for black and white list
assignment.

(DSelect the NVR device that needs to send the black / white list.

@Select the black / white list group that needs to be sent.

MNew
Distribute Contral Name* Watch Contral |
Distribute Device* 192 168,214,244 1
Group Mame* ———e 2
White List 1

Black Group1

svemation | Ok | oo

#sNote: When adding new NVR to server each time, it is required to click [OK] again, to save the Server info

for NVR device on the "Connection Manager" interface, so that the black and white list can be sent to the
corresponding new face NVR.
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@ WIS System

[k Video Device @ VMS Connection |y /192 168.214.130:8482
- Patn

(my Decoding @ BioSecurity

BioSecurity Path | hitp://192.168.214.130:5098

'8; Face Recognition

Save The File
@ | Real-Time Monitoring

Video File Path: F\BioSecurityFilewidvideoLinkageFile

Video File Clean Up

‘When disk space is less than 1 GB,® delete the previous photos () do not capture

g Linkage Manager & Set Server Info For NWVR Device

ISet Server Path For NVR Device: Niip://192.168.214.138:8098
(@

69 Connection Manager eg:hitp:/127.0.0.1:3008)

12.3.4 Face Monitoring

Real-time monitoring of NVR and its camera to capture and contrast the black and white list personnel.
(DMonitors and displays the Whitelist Personnel List.
@Monitors and displays the Blacklist Personnel List.
(®Full screen monitoring.
&
Real-Time Moni.toring .

Gy Decoding

! Fate Recognition

Note: If the person is neither in the white list group nor in the black list group, then the person will appear
on the alarm list on the right with "Stranger Alarm".

Click the & button on the Black List Alarm list to view specific alarm details.
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Dievice: 182 168.213.160
Time: 2020-M-17 13:47:00 1

Event: Black List Alarm: [

Click @ to view the real-time monitoring screen; click @ to view the video alarm recording.

Device: 192.168.213.160

Name: x=3

Personnal ID:23131

Teme: 2020-M-17 12:47:08

Event: Black List &Alarm

Real-Time Monitoring ideo Record

o  Real-Time Monitoring Screen.
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View the video record within 10 seconds before and after the Alarm.
(DPlay the video in the device.
(2)Play the video in the storage server;
®View the video in full screen.

@Click Download to download the video.

Diovniload

Image Search

You can search for matching faces captured by related NVR and camera devices by uploading photos of
personnel.
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Wecome,aamn % @ D @

Search Criteria Search Result
= Decoding

‘ Face Recognition

White List Group

Device® | 192.168 214,130/

Channel
1
CH

Start Date” | 2020-03-18 D0:00:0
End Date” |2020-03-18 23.58:5

(%] Reat-Time Monitori
- ™

{5, Record

Upload Image: Click to upload photos of personnel who needs to be searched.
Device: Select the devices to be searched from the drop-down list.

Start Date and End Date: Enter the start and end date to search, and then click Search to search.

The results will be listed on the right side of the interface.

Toco ; . ; : r . a Welcame, admin £33 (i) (D) (@)

Authorized Company|

@ i Search Result

MMﬂﬂk-ﬂﬂ\@-ﬂ‘lﬂ

20200117 134030 2020117134031 20200117 134034 20200117 13:40:37 20200117 13:50:10 20200117 1350:01 20200117 135013 20200117 1360:05 20200117 1350:17 20200117 14:02:07

¢ lislals Sl

20200117 140229 20200117 14:02:32 20200117 14:04:38

[} Video Device

@™N Decoding

: Faoe Recognition

A
l-

20200117 140208 20200117 140208 2020-01-17 14:02:10

2 Devioe! | 182.183213.180 —
Start ¥

3 o o menn
End

4 Daer 2020-D1-17 18:40:47 y

20200117 140440 20200117 14.04:42  2020-D1-17 14:04:40

4 Time Morido : " - - -
el ate s E 2020017 140002 20200117 141027 20200117 14:10:28

2020-00-17 14:10:30  2020-01-17 1400:31 20200117 1401848 20200117 1401920 20200417 1418022 20200117 14019048 2020-09-17 1400051 2020-00-17 141853 2020-01-17 142019 2020-01-17 142021

e i 1k ¢ 5§00 3> 3 SOrowsperpage - JumpTe 2 /3Fage  Totwlof 142 recards

Page |407 Copyright©2020 ZKTeco USA LLC. All rights reserved.



ZKBioSecurity V5000 2.0.0 User Manual

12.4 Real-Time Monitoring

The real-time monitoring menu has three sub-menus, Group, Layout, and Video Preview.

The group and layout settings are for the third menu-preview. You can choose to preview in the form of
group and layout.

12.4.1 Group

It can manage video channels in groups.

Click [Group] > [New] to add a new group, fill in the Group Name, and click [OK] to confirm.

£ ECI TN

Click [Add Channel] to add video channels to this group.

Page |408 Copyright©2020 ZKTeco USA LLC. All rights reserved.



ZKBioSecurity V5000 2.0.0 User Manual

Add Channel
Device Name Channel Name Q &
The current query conditions None
Alternafive Selected(1)

Davice Name Channel Name Davice Name Channel Name
192.168.232.177  CHO1 B B L B
192.168.232.178 CHOM

v 192.168.232.179 CHO1 ==
192.168.232.150 CHM g
=
192.168.232 181 CHO1 -
192.168.232.182 CHO1
192.168.232.183 CHOM1
192.168.232.184 CHO1 -

1-50 » & 50 rows perpage -

12.4.2 Layout

It sets the display style of the OCX and displays the bound video channels.

Click [Layout] -> [New] to add layout settings.

Q)] Serial Number Q &
I:}ﬂ Video Device The current query conditions MNone
( + Refresn [® New [ Delete
Decodin
L Layout Mame Stay Time(s) Type Screen Count  Operations
WA i

'E\ Real-Time Monitoring 12221321 25 Wide Screen 48 Edit Delete
= 52343742 20 Normal Screen 4 Edit Delete
Group £40909009909300¢ 20 Mormal Screen 64 Edit Delste
: Qe 323 Mormal Screen 4 Edit Delete
Video Preview AtiRaaRLna(Ngad 1232 Mormal Screen 4 Edit Delete

For the first time users, click “Click to download.” and install the "zkVideoActiveX" plugin.
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MNew

| Video Device

[ Layout Name®

Unable to preview, processing methods are as follows:
1 yuur computerls not installed to hrm-.;e the video controls, or the installation of the

192.168.213.12C

CHO1
182.168.232.161

i _after the operation, please restart or refresh the browser.

P 192.168.232.166

WEEADLE:

AL I-\_JJ_,—

AN A4S0 NN 40T

@ Fill in the Layout Name on the left, @) Fill in the Stay Time, the preview time of the video channel set
by this layout. 3 Select the Screen Style of the layout. There are Normal Screen and Wide Screen and a
variety of screen options.

@ Click on the video channel on the left to bind it to the screen on the right &. After binding the screen, a
screen will be displayed, click [OK] to save.
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Hew
Video Device @ EE
B9 74 BT dRAss e
Layout Mama™ LayOut A 1
Stay Time(s)" w 2
Screen Style® BE Mormal Screen & 3
chamnel” = CHD1
4 F] 192.168.232.176
CHD1
d 192.168.232.177
CHMM
F] 192.168.232.178
CHDM
F] 192.168.232.179
CHDM 3 2
a4 [Cr 192.168.232.180 e @ ro RS ]
CHDM
F] 192.168.232.181
CHD1
d 192.168.232.182
CHMM
F] 192.168.232.183
€

Video Preview

Click [Real-Time Monitoring] -> [Video Preview] to enter the video preview interface. The video preview
interface is divided into four parts.

[G) [Video Device
1
[} Video Device b= Erw
Search Q A
@m Decoding
< & ERER
PEGRF-)
/zl Real-Time Monitoring @
= 4 7 192.168.213.120
€ CHO1
4 (5, 182.168.232.161
Layout SOREHAE
4 [ 182.168.232.162
0B AE2
4 [ 182.168.232.163
0BT AES
4 [ 192.168.232.164 v
< >
2
| Zoom
AUTO Foous
Iris
4
Speed : | NN
E}l Record
‘j;J Report
g Linkage Manager
onnestion Manager
Setting arm Infarmation
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(D Video device selection area.

(2 Video preview display interface.

o RIS TEN=N=11
o IV

i: Takes a screenshot within the blue frame of the selected screen,
ii: Displays the screen in the full screen preview.

iii: Stops all the preview screens,

iv: Different split screen options.

(3 PTZ Control: This function is only available for dome camera.
PTZ Control

Zoom

AUTO Foous

Iris

Speed : IINE

@ Alarm Information list.
There are three tabs in the video device selection area, which are device list, group, and layout.

Online devices are green and offline are gray.

The device list has three levels, which are area, device, and channel. @ Select the layout to be previewed.
(2 @) Left-click an online channel to play the corresponding channel's screen on the right preview window
(blue frame). Click again to stop playback.
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[G) Video Device

[} Video Device peves S

Search Q A
R
(@1
4 (5 192.168.213.120
3 @ cHo
192.168.232.161
Layout 208K
192.168 232162
2082
192.168.232.163
208H0ED
192.168 232164 v

fm3 Decoding

® | Real-Time Monitoring

Group

PTZ Control

AUTO Foous

Spesd : |-

Click [Group] in the tab page, here is a list of all the groups set in the [Group] menu. Right-click a group
and three options will appear, which are [Start Rolling], [Stop All], and [Preview].

(D start Rolling: After the round starts, it will automatically start timing (15 seconds) to start the group
switching preview from the selected group.

For example, group 5 is currently selected. The preview screen on the right will preview this group first,
and then switch to preview group 1 after 15 seconds, and then preview group 2, group 3 group 5 group 1
after 15 seconds and keeps looping.

@ Stop All: Click to stop rolling and preview.

® Preview: Play the group monitoring screen on the preview screen on the right. Offline devices will not
display the preview screen.

[G) Video Device

[[}1 Video Device

I-Time Monitoring ol [E=0

“T74 1 gt Roling

Group q B v 01

m

01
@ 182.188.232.227-CHO1
@ 192.168.232.228CHO1
@ 192.168.232.230-CHO1
@ 192.168.232.231-CHO1
@ 152.168.232.248CHO1 ¥

< >

Layout 0~

PTZ Control

AUTO Focus

Spead : | N

|%| Report

@ Linkage Manager

Setting Alarm Information
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Click [Layout] in the tab page, here is a list of all the layout settings that have been set in the [Layout]
menu. Right-click a layout and three options will appear: [Preview], [Start Rolling], and [Stop All].

@ Preview: Play the layout monitoring screen on the preview screen on the right. The offline devices will
not display the preview screen.

@ Stop all: Click to stop rolling and preview.

(@ start Rolling: After the round starts, it will automatically start timing (can be set in Layout) to start the
layout switching preview from the selected layout and keep looping.

[G) Video Device

Crvonee o [

4 12221321 n
gy Decoding @ 192.168.232. 1612088
152,168 232 16220787,

@ | Real-Time Manitoring S © 5T orien
= 1

1 2 Start Rolling
o q 3 St

Group

Layout 182 168 213 82-CHD1

4 [ 64333338536999599933
192.162.213.120-GHO1
192.168.2352.161-208%%
152,168 232 162-20°%87
182 168.232.163-208%%

< > H

PTZ Control

AUTO Focus:

Speed : | NN

12.5 Record
The record function is mainly used to configure the record plan and view the related video records of the

device.

Storage Server

Before setting the record plan, you must first configure the storage capacity, otherwise the corresponding
records will not be generated.

© (* Refresh

D;] Video Device T Sernver Name IP Port Used Percent UUsed Space Cperations

1
Local_Storager 127.001 1] 91% 350GE / 335GB Record Plan Setting [Storager Quota Setting

Decoding

Real-Time Monitoring
= S

a Record

Video Record
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Click @ [Storage Server] -> [Storage Quota Setting] to configure the record storage capacity of the VMS
server.

It will obtain the available capacity of the hard disks on the VMS server other than the system disk and
configure the disk space for storing videos.

Edit
1

Disk Number Partition Available Space(GEB) Total Space(GE) Quota{GB)

ST500DM002-1BD142 ATA Device D: 18 129 13
ST500DMO02-1BD142 ATA Device E: 4 129 4
ST500DMO02-1BD142 ATA Device F: 12 127 10

Click @ [Record Plan Setting] to enter the record plan setting page.

Click [New] to select a video channel to set the record plan.
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Select Channel ‘ R [~

v Subordinate Level Contained OK
— | & CHD .

[« | 192.168.232.177
[ %, CHO1 i

£, 192.168.232.178
2, CHO1

(. 192.168.232.179
2, CHD1

£, 192.168.232.180

#, CHO1
« I

Save and Ne: D_SEIH'-‘M —

After selecting the video channel, you can set the corresponding record plan, as shown below:

| Video Channel 4 Record Plan

1 2 3 3
[ New ||—_|J Copy Channel Conﬁg| |D Delete | Record Model I'I'lming Video + Alal |Pre-Record Time |No Pre-Record E
6 "DelayRecord Time |N0 Delay [ - |

Device Name Channel Operations

MName X Delete [ Delete Al
7
192.168.232.1€ CHO1 Delete Record Plan = = 3 = = 1I:I = o o e = = =
192.168.232 1€ CHO1 Delete Record Plan Sun.
192.168.213.1¢ 181-CH1  Delste Record Plan u 0 & i G B mo kW LA N
jon.
192.168.213.2° CHO1nuri Delete Record Plan g m o . = 7 - - - - - - - -
192.168.214_1f wwwwhu: Delete Record Plan Tues.
¢ Esta seguro d ¢Esta segl Delete Record Plan s n & . G 3 iy ¥ i X i &y ES £
wilauluwdl: uAloudlu Delete Record Plan o R . R R . . “ " . . . o
192168213 1:CHO1  Delete RecordPlan  [Thur. [
192.168.213.1¢ CHO1 Delste Record Plan . n & . G B LN 2L i o8 g 2
|
0 2 4 [ 8 10 12 14 18 18 N 22 2
JumpTo 1 /1 Page Total of @ records szt T

(D Add a record video channel.

2 Copy Channel Config can copy the record plan of the (7)) weekly record panel to the selected video
channel.

(3 Delete the selected record plan;

@ Record Model:
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i: Stop Video Recording.
li: Timing Video.
lii: Alarm Video.

lv: Timing Video + Alarm Video.

Record Model | Timing Video + Alal Pre-He
Stop Video Recording |

Timing Video |j
Alarm Video jjj
IV Timing Video + Alarm Video

®) Select Pre-Record Time: When the record model is in Stop Video Recording or in Timing Video, the
pre-record time should be "No Pre-Record” by default.

Pre-Record Time No Pre-Record
No Pre-Record
5s
10s
20s

30s

® Select Delay Record Time: When the recording type is Stop Video Recording and Timing Video, the
default delay record time can only be "No Delay".

DelayRecord Time No Delay
No Delay
5s
20s
30s
1min
2min
5min

10min

(7 Record plan panel, drag to select the record time.
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Video Record

Video playback can be viewed on the [Video Record] interface.

The video playback interface is divided into four areas:

(D in the device area, there are two-tab pages, the device list interface and the local storage server.

) Video search area.
(3 Video download area.

@ Video playback area.

(el =]

CH Vet 1 Deuke Storsger Server
> Local_Storager
192.168.232.181-CHO1
192.168.232.182-CHO1
102.168 212.121-121-CH1
192.168.213.219-CHO T aulina21

[imi) Desoding

Real Time Monitoring
- 192,168 214.185-wwwwimnaevis
B] Record o

. ¢Ests seguro de sali-;Esta segy,

0 P00 P
Star < >

F=arch.
2

2 2018-12-30

jtSeam M Bisream ||

erieval | All v
== o

earch | Normal
e

Video device selection area, there are 2-tab pages, which are device and local storage server. Online

devices are shown in green and offline devices are shown in gray.

Select the video channel to be searched in (D, select the conditions for video search in 2), and click

[Search] to search for video. If there is a video, it will display the video segment that can be played; if there

is no video, it will pop up [No datal].

There are four search filter conditions: (DDate, @BitStream Type (Main or sub BitStream), @Retrieval Mode

(Any and All), @Search Type (there are 7 options, multiple options can be selected).
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Search
Date: 2019-12-30 1
BitSiream Mazin BitStream ' Z
Type : —
Reiriewal  All o 2
Mode : -
Search MNormal
Type :
Claar 4 0K
" Mormal
Motiom
| EEL

B Counting Alarm
B Cross Line Alamm
B Ares Alarm

B Chbject Alarm

Before downloading, select the device in the device area, select the date and start/end time of the video
L@®), click Download, if there is no data, it will pop up [No datal; If there is a video will directly start to
download and show the @ download progress. After the download is completed, the progress will display

[Download Completed].

Dewnload

Date: 2018-12-30 1

o 16 ;32 - 20 < 2
End 722w 23

D Play button; @) Pause button; (3 Stop button; @ Mute button; &) Play by frame; (6 Screenshot button.
@ Full screen playback button; ®®©0) Double speed adjustment button.
D) Play video clips; 12) Video playback window.

Note: The video playback area can only play up to 4 videos at the same time.

Page |419 Copyright©2020 ZKTeco USA LLC. All rights reserved.



ZKBioSecurity V5000 2.0.0 User Manual

12.6 Report

The report function of the video module can query operation records of the system user on the video
device, the video alarm records, facial recognition alarm report, and the video linkage records.

Recognition Alarm Report

It is mainly used to show the facial recognition alarm report.

Include three alarm type: White List Alarm, Black List Alarm, Stranger Alarm.

@ Alarm Time From  2019-11-24 00:00:00 To  2020-02-24 23:59.59 Device Name

D] Vi o The current query conditions Alarm Time From:(2019-11-24 00:00:00) To:(2020-02-24 23.59.59)
ideo Device

* Refresh = List ~ [ ClearAllData [# Export
[ Alarm Time Device Name Alarm Name Alarm Type Confirm Alarm  Media File
g Face Recognition 2020-2-12 10:48:40 1982.168.213.160 Jjason Black List Alarm (V] E@
2020-2-12 10:48:32 192.168.213.160 jason Black List Alarm [-] B ®
@ Real-Time Monitoring 2020-2-12 10:48:30 192,168 213.160 jason Black List Alarm e BE®
2020-2-12 10:48:29 192,168 213.160 Jason Black List Alarm -] B®
8 Record (C
5 2020-2-12 10:48:13 192 168.213.160 Jason Black List Alarm (-] (] @
2020-1-16 154525 192.168.213.160 ozc2 Black List Alarm ] E®
2020-1-16 15:45:23 192.168.213.160 ez Black List Alarm ] B ®
ol Bgrort 2020-1-16 15:45.22 182.168.213.160 o Black List Alarm © =10}
Video Operation Report 2020-1-16 15:45:21 192.168.213.160 oEez Black List Alarm -] = ®
Video Alarm Report 2020-1-16 15:45:20 192.168.213.160 ozcz Black List Alarm (] B ®
Vidan Fvant Racard
.E- Linkage Management
1] —
Connection Management (& 1-10 S0fows perpage = JumpTo 1 1 Page  Total of 10 records
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Video Operation Report

It is mainly used to list the operation records of the system users on video device.

You can choose (D start time, ) operation type (User Login/Device Management/Linkage Rule) and other
conditions to filter the report.

@ fperatiuﬂ Time From | 2019-12-03 00:00:00 | To 2020-03-03 23:50:50 Ozneratiun Type |-
[ Video Device The current query conditions Operation Time From:(2018-12-03 00:00:00) To:(2020-03-03 23 ;Sermgm
(*+ Refresh L’ Export Device Management
DETETY G Time Operation |P Address Operation Type Target Adg Hinkage Rule
User
(PR T SN 0070-03-02 141231 admin  192.168.214.10 User Lagin
At T Mon 2020-03-03 14:12:31 admin  102.168.214.10 Logout
2020-03-03 14:11:3¢ admin  102.168.214.10 User Login
Bl Record SRl 2020-03-03 14:11:3¢ admin  102.168.214.10 Logout
2020-02-03 13:56:14 admin  192.168.214.10 User Login
' FEEEL S 2020-03-02 10:48:03 admin 102.162.214.10 Logout
R Y S — 2020-02-03 10:29:05 admin  127.0.0.1 User Login
2020-02-03 09:52:33 admin  192.168.214.10 User Lagin
2020-02-03 09:52:33 admin 192 168.214.10 Logout
CHERAET R 2020-03-03 00:4G-44 admin 192 163.214.10 User Login
Video Event Record 2020-03-02 17:47:14 admin  102.168.214.10 Logout
2020-03-02 16:55:00 admin  192.168.214.10 User Login
2020-03-02 16:36:56 admin  102.168.214.10 Logout
[ Linkage Management 2020-02-02 16:24:12 admin  102.168.214.10 User Login
BT DETET AL 160 > >  SOrowsperpage - JumpTo 1 /2Page  Total of 93 records

Video Alarm Report

It is mainly used to list all the video alarm record reports.

You can select @ the start time, the serial number of the video channel, and @ different alarm types to
filter the report. There are 8 types of alarms that can be filtered: Motion Detection, Video Loss, Video
Occlusion, Alarm Inputs, Counting Detection, Area Detection, ltem Detection, Cross-Line Detection. Click
(3®Media File to view the alarm video.

@ ?Deration Time From |2019-12-03 00:00:00 | To | 2020-03-03 23:50:50 2ﬁ‘.larm Type -
4 WmmETim The current query conditions Operation Time From:(2018-12-03 00:00.00) To:(2020-03-0 mDetect\on
(o R Video Loss
TEETr Ty Start Time End Time Serial Number Alarm Type | 1Ameering WMedia File
P T PR 0020-03-03 15:34°22 2020-03-03 15:34:28 20003483957 Moticn Detection 2:::1.:1; mam | €3
2020-03-03 15:11:15 2020-03-03 15:11:21 20003483097 Motion Detection | area Alarm cros ®
Real-Time Monitoring eI 0070-03-03 15:11:03 2020-03-03 15:11:09 20003433097 Motion Detection| Obiect Detection .7 cros (@)
2020-03-03 14:15:02 2020-03-03 14:15:39 DB310002046F0001CD56  Motion Detection  192.168.213.180-CH01  (®
Record 2020-03-03 13:56:28 2020-03-03 14:00:20 DB310002046F0001CD56  Motion Detection  192.168.213.180-CH01  (®
— 2020-03-03 13:57-06 2020-03-03 13:58:31 DBS10002046F0001CD56  Motion Detection 192 168.213.180-CHO1  (®
2020-03-03 09:49:39 2020-03-03 09:50:16 DB310002046F0001CD56  Motion Defection  192.168.213.180-CHO1 (@
Recognition Alarm Report 2020-03-02 18:32:35 2020-03-02 19:32:47 20003423007 Motion Defection ~ 192.168.232.172-Coctos (®)
Video Operation Report 2020-03-02 16:29:47 2020-03-02 16:29:58 20003483997 Motion Defection  192.168.232.172-CocTos (B
S 2020-03-02 14:05°45 2020-03-02 140556 20003483997 Motion Detection 192 168.232 172-CocTos (®
Video Event Record 2020-03-02 13:43:56 2020-03-02 13:53:04 0B310002046F0001CD56  Motion Defection  192.168.213.180-CHO1 (@
2020-03-02 13:43:18 2020-03-02 13:43:54 DB310002046F0001CD56  Motion Defection  192.168.213.180-CHO1 @
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Video Event Report
The video event report data comes from the capture and the video recording data generated by the
linkage between the access control and the video module.

Search event report data based on the time period and device name. You can select any one option to
display data types: List, Image, Video.

[G) Operation Time From | 2018-12-0300.00:00 | To |2020-03-03 235959 DeviceName| | Moer O @
_ - AT Y . 5T
[y viseo Devie The current query conditions Operation Time From:(2019-12-03 00:00:00) To:(2020-03-03 23:59:58)
(% Refresh [ Clear Al Daty = List =
Decodi = List
] Start Time End Time a Name Device Name Channel Name Media File  Status Remark
[ Image
E P — 2020-03-03 14:15.04 2020-0308 @ Video Name 192.168.213.130 CHO1 = Capture Success
2020-03-02 14:15:03 2020-03-05-H4:45:33AreaName 192.168.213.130 CHO ® Video Success
Real-Time Monitoring & 2020-03-03 13:59:45 2020-03-03 13:59:45 Area Name 192.168.213.180 CHO1 | Capture Success
—-
2020-03-03 13:58:44 2020-03-03 14:00:14 Area Name 192.168.213.180 CHO1 ® Video Success
Record -
BJ 2020-03-03 13:59:30 2020-03-D3 13:58:30 Area Name 192.168.213.130 CHO1 ] Capture Success
' Report IR 2020-03-03 13:59:29 2020-03-03 13:56:59 Area Name 192.168.213.130 CHO ® Video Success
2020-03-03 13:57:55 2020-03-D3 13:57:55 Area Name 192.168.213.130 CHO1 = Capture Success
Recognition Alarm Report 2020-03-02 13:57:54 2020-03-03 13:558:24 Area Name 192.168.213.130 CHO ® Video Success
Video Gperation Report 2020-03-03 13:57:27 2020-03-03 13:57:27 Area Name 192.168.213.180 CHO1 =] Capture Success
Video Alarm Report 2020-03-03 13:57:26 2020-03-03 13:57:56 Area Name 192.168.213.180 CHO1 ® Video Success
2020-03-03 13:57:07 2020-03-D3 13:57:07 Area Name 192.168.213.130 CHO1 ] Capture Success
2020-03-03 13:57:07 2020-03-D3 13:57:37 Area Name 192.168.213.130 CHO ® Video Success
2020-03-03 08:49:41 2020-03-D3 09:49:41 Area Name 192.168.213.130 CHO1 = Capture Success

(DClick on the location of the image to display it; @ Click on the video play button to play it.

@ Operation Time From | 2019-12-03 00:00:00 | To | 2020-03-03 23.59:59 Device Name More~ C\ x
. —— : . -cg-5g
Y Video Device The current query conditions Operation Time From:(2019-12-03 00:00:00) To:(2020-03-03 23:59:59)
. Refresh [ ClearAllData = List ~
Decoding Start Time: End Time Area Name Device Name Channel Name Media File  Status Remark
- 2020-03-03 14:15:04 2020-03-03 14:15:04 Area Name 192.168.213.180 CHO1 L Capture Success
Face Recognition
2020-03-03 14:15:03 2020-03-03 14:15:33 Area Name 192.168.213.180 CHO1 ® Video Success
Real-Time Monitoring o 2020-03-03 13:59:45 2020-03-03 13:59:45 Area Name 192.168.213.180 CHO1 1 Capture Success
2020-03-03 13:59:44 2020-03-03 14:00:14 Area Name 192.168.213.180 CHO1 ® 2 Video Success
Record
2020-03-03 13:59:30 2020-03-03 13:59:30 Area Name 192.168.213.180 CHO1 o Capture Success
Report 2020-03-03 13:59:29 2020-03-03 13:59:59 Area Name 192.168.213.180 CHO1 ® Video Success
2020-03-03 13:57:55 2020-03-03 13:57:55 Area Name 192.168.213.180 CHO1 d Capture Success
Recognition Alarm Report 2020-03-03 13:57:54 2020-03-03 13:58:24 Area Name 192.168.213.180 CHD1 ® Video Success
Video Operation Report 2020-03-03 13:57-27 2020-03-03 13:57:27 Area Name 192 168.213 180 CHO1 d Capture Success
Video Alarm Report 2020-03-03 13:57-26 2020-03-03 13:57:56 Area Name 192 168.213.180 CHO1 ® Video Success
2020-03-03 13:57-:07 2020-03-03 13:57:07 Area Name 192 168.213.180 CHO1 d Capture Success
2020-03-03 13:57-:07 2020-03-03 13:57:37 Area Name 192 168.213.180 CHO1 ® Video Success

12.7 Linkage Management

Alarm linkage management is mainly used to configure the alarm linkage trigger conditions and action
types of video device in the management system.

Linkage Management

Click [Linkage Management] to enter the linkage management interface and click [New] to add an alarm
management.
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(DEnter Rule Name.

@Alarm Type, there are 8 options (Motion Detection, Video Loss, Video Occlusion, Alarm Inputs, Counting
Detection, Area Detection, Item Detection, Cross-Line Detection).

(®Select the Alarm Source, that is, select a video channel.

@Linkage Action: there are five options: Capture, PTZ, Videotape, Pop-up image, TV wall.
BAction type.

®Remarks.

Note: When the alarm type is selected as Alarm inputs, the pull-down option of the alarm source will
become the alarm input. Not all devices have alarm inputs. There are two types of alarm input: local alarm
source and network alarm source. IPC devices have only local alarm source and no network alarm source.
NVR devices have network alarm source.

® RueName| | Q ®

The current query conditions Mone

[ 1 Video Device
(* Refresh [® New [} Delete |
- q New
m3 Decoding Rule Name Alarm |
Type 1 Rule Name* A
| Real-Time Monitoring 31232 Motion Det I2 Alarm Type* Counfing Detection
3 Alarm Source* CHO1
¢ cvds T Area Defec . T
3, Record ) 4 Linkage Action Capture PTZ
— Waldaru Wideo Oceh )
Videotape Pop-up Image TV Wall
= Report 13123123424324 Area Defec
! 5 Action Type*
213123 Cross Line
- Linkage Manager
& Remarks

There are five options for linkage actions:
(DCapture, @ PTZ, B Videotape, @ Pop-up Image, ® TV Wall.

You can select multiple options, but you can configure the actions one by one only.

Linkage Action® 1 Capture 5 PTZ

3
3 7 Videotape 4 1 Pop-up Image TV Wall
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» When selecting Capture, select the video channel that needs to be captured.

# CHO1
4 2192 188.232.187
CHOA
= 168,232 188
Y CHO1
168.232.180
% CHO1
4 5 192.168.232 190
% CHOY

4 [0 192,168 232181
£, CHO1

[ . W T
« I r

» When selecting PTZ, you can choose to call the present point or turn on the round.

2, 201 E1 “| Mode
4 % 192.168.232.173
= [& dpprseniron
+ B 19 168232174 Omunonmeromdt |
s 2 CHO1
4 192 168 232175
2 CHD1
4 192 168232176
2 CHD1
+ I ’
o Channel Operate
182.168.232.174-CHO1 Call Present Point!
[

»  When selecting Videotape, select the video channel that needs video; multi-channel can be

selected.
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- CHN

4 4 192.168.232 187
~ #% CHOM

4 4 1092.168.232 188
#2 CHO

4 [T 192.168.232.189
#& CHNM

4 Fn 192.168.232.190
#2, CHO1

4 5 192.168.232 191
#2 CHO1

KN ETE

« I r

» When Pop-up image is selected, select the output channel and set the duration of the pop-up

image. There are Automatic (stop when the alarm stops) and pop-up time setting.

4 5 192 168.232.176 o
# CHO1
4 5 192 168.232.177 B
~ #% CHO1
4 [ 192168232178
#% CHO1
4 5 192 168.232.179
#% CHO1
4 £ 192.168.232.180
#% CHO1
4 5 192 168.232.181 -

Stop Mode @ Automatic #Aﬂgr 20 |Seccnds Stop

» When TV-Wall is selected, you can select the corresponding alarm linkage output video

channel. You need to add a decoder first.
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TV Wall
CHD1 e 249 Decoder
192.168.232.1581 O 247 Decoder
CHDM 168 Decoder
192.168.232.182 232 Decoder
CHO1
192.168.232.183
CHD1
-
»
Channel Decoder
192.168.232.181-CHD1 247 Decoder
Siop Mode ® Automatic ) After 20 Seconds Stop

12.8 Connection Manager

Connection Manager

Click [Connection Manager] to enter the connection management configuration interface:

The address and port number of the VMS client.

Note: The VMS Client must be installed and configure the connection with VMS Server.

Configure the access address of ZKBioSecurity.
Configure the storage address of the video linkage captured pictures and video files.

Configure the size of the space where the video linkage media files are stored. When the media file
capacity reaches the configured space size, there are two options: "Delete old files" and "No longer
capture".

Set and save the server info for NVR Device.
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®

WMS System
1 - 1 VMS Connection
U‘J Video Device Path hitp://192 168.214 139:8439
fm Decoding BioSecurily
2

BioSecurity Path | hitp://192.168.214.139:8098

[
§ Face Recognifion

8ave The File
Real-Time Monitoring
=

3 video File Path| F-\BioSecurityFilelvidideoLinkageFile

°-°‘ Record
Video File Clean Up

4 'When disk space is less than 1 GB,® delete the previous photos () do not capture

g Linkage Manager Set Server Info For NVR Device

5 Set Server Path For NVR Device: .hl:tp'iﬂ192 163.214 1398093

09 Connection Manager (eg:hilp:/i127.0.0.1:8098)

12.9 Access Control Module and VMS-Video Linkage Function

Description

12.9.1 Access Control and Video Linkage Function

VMS video function can replace the original Video module to make a video linkage with the access control
module. The setting method is the same as the original setting linkage method of access control and video

module.

The steps to set up the linkage between access control and VMS video are as follows:

1. Under VMS device interface, add video device.

Morew Q. ®

=/

Serial Number

® S —

- Video Device The current query conditions None

(v Refresh [® New [ Delete Q, Search Device T2 Equipmenttiming ~/ Enable () Disable

Device Name Serial Number Area Name HostAddress IPPort  Protocol Type  Device Model  Status  Enable Operations
Video Channel fme. lwmeweeTy T L numTe i R v "o ST e e
192,168 .232.231 5643191000011 EiEER 192.168.232.23 80 ONVIF IPC Online & Edit Delete
192.168.232.230 20003482993 HiEER 192.168.232.231 80 ONVIF IFC Online @& Edit Delete

2. Add the access control device under the device interface of the access control module.

Serial Number IP Address Morer Q@

Device Name ||

The current query conditions None

E Device

(- Refresn [® New [ Delete [# Export Q SearchDevice S Device Control ~ 85 Setup - (O] View and GetDevicelnfo -~ & Communication ~

Device Name Serial Number AreaName  Communicati  Network IP Address RS435 Status  Device Register Firmware Version Cperations
Dool Connection Parameter Model Device
"
Mode
Reader 192.168.214.181 0566141900195 K=K HTTP. Wired 192.168.214.18 Online  InBIO460 @ ACVer5.7.6.3026 Aug £ Edit Delete
Auxiliary Input acct accd30000001 EEER HTTP Wired 192.168.50.2 Cffine  TDBO9 -] Ver 9.0.0.7-HW-201910% Edit Delete
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Under the Reader interface of the access control module, bind the reader of the access control
device to the VMS video channel that needs video linkage. A reader can bind up to 5 video

channels.

Note: The combined channel must first set the alarm video in the Storage Server-Record Plan Setting, so

that the access control linkage can produce the video.

Reader Name Door Name

The current query conditions None

(_* Refresh

Reader Name Door Nams Number  Communicatior Communicatior In/Out Bound camera Operations

y ddress

192168214 181-1-In  192.168.214.181-1 1 In CHO1,181-CH1,CHO1"u  Edit| Binding/unbinding the camera

192.168.214.181-1-Out 192.168.214.1811 2 Out Edit Binding/unbinding the camera
Aundiliary Input

192168 214.181-2-In 192 168.214.181-2 3 In Edit Binding/unbinding the camera
STLEgEIE 192.168214.181-2-0uf 192.168.214.1812 4 out Edit Binding/unbinding the camera
Event Type 192.168.214.181-3-In  192.168.214.181-3 5 In Edit Binding/unbinding the camera

182 168 714 181-3-0ut 192 168 214 1R1-3 A Out Fdit Rindinafunhindina the camera

Set the linkage trigger conditions, input point, output point, etc., click [OK] to save. For details,
please refer to [Linkage] setting instructions of access control module.

E New
Linkage Name E Linkage Name™ 1 Device™ accl
The current Linkage Trigger Conditions* Add Select All Unselect All Input Point*
[@m } T - First_—F'ersonneI Open v [ Any
e # Multi-Personnel Open .
T acct-1
| LinkageNa
[} 213213
Output Point® Video Linkage E-mail
¥ Pop Up Video Display time 10
7 Video Wideo length 30
¥ Capture In the monitoring page immediately pop up
Display time 10 s(10-60)
OK |
PR |

Real-time monitoring interface preview linkage effect is as follows: linkage triggered, pop up the
video playback window.
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@ Area Status | - Device Name More~ w

E Device o Door Auxiliary Input Awiliary Dutput

All Doors r Remote Opening D Remoie Closing i Cancel Alarm &3 Activate Lockdown (5 Deactivate Lockdown E Remote Normally Open = More -
Device

Door E E E E

92.168.214 [192.168.214 192.168.214 192.168.214
2241 2212 2213 2214

Reader

Auxiliary Input

Awliary Output RT3, fdR s, P T A

Event Type Current Total:4 @ Online:4 & Disable’ Offline:0 & Unknown:0 Door Name

Daylight Saving Time Real-Time Events
Device Monitoring Time Area Device Event Description
2018-09-05 17:22:31  Area Name 192 168 214.221(6566144900047) 192.168 214221-1  Linkage Event Triggered

2018-09-05 17:22:31  Area Name 192 168 214 221(6566144900047) 192.168 214221-1  Remote Opening
Access Control

F‘ Advanced Functions

Total Received: 2 @ Normal:2 . Exception:0 @ Alarm:0 Clear Data Rows w4 vew New Message:1 Event Description

12.10 VMS Client Instructions

VMS Client

The VMS client is called ZKBioSecurity VMS Plugin, and its functionality is similar to that of the VMS server.
After logging into the VMS client, the control panel lists as follows. W10 common function modules
(Preview, Playback, Decoder, Alarm, Log, Device management, User management, Decoder configuration,
Alarm configuration and Local configuration) and ) Alarm event center.

[

Click the icon in the upper right corner to log out of the system.

ZK =

x (E3

||
e e
Users Decoder ] Local
management configuration configuration configuration

o Alarm « L=

Alarm Time Alarm Type Device Serial Alarm Source Alarm State

rm

Area alarm
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Click [Preview] to open the client preview interface, and you can select video channel, group and layout
for screen preview. For the operation of preview interface, please refer to 12.4.3 Video Preview.

x G

..
¢
e s

Preview

(OB}
O Al (I Rule [J Result

Alarm

Click [Playback] to open the client playback interface. The function of the playback interface is basically

the same as that of the VMS server. Please refer to 12.5.2 Video Record for the operation method.

C .

LL L
LL L
LL L

o

o

i,

Main Stream ~

There are two differences: @ on the client side, you can replay nine video channels at the same time, while

on the server, you can only replay four channels at the same time. @ Add a download configuration
interface.
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Download

Location Storage

Channel

2020/01/01 - 00:00:00

Click [Decoder] to enter the decoder operation interface. The decoder interface of the VMS client
integrates the three functions of decoder preview settings, decoder preview play and decoder playback on
the VMS server into one interface. Please refer to 12.2.4 Decoder Preview Settings, 12.2.5 Decoder Preview
Play and 12.2.6 Decoder Playback.

= = N ) T BN CREHD

B8 88 & &8 &F 8 &8

oo o Do B0 [

[=] [=]

sl hsdin merEl2 bl s s

ale
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Click [Alarm] to enter the alarm report interface. It is the same as the report on VMS, except you can't
immediately view the alarm video. If you need to view the alarm video, you can go to the 12.6.3 Video

Alarm Report on the VMS server.

= Oooo x
< & 2ne 8
L . -’ ooo

rm

BeginTime E\UUE\UE\: to 2 4 : ype AllType

>

ALARM SOURCES Alarm Type START TIME END TIME

192.168.232.229-CHO1 o 2020-01-02 15: 2020-01-02 15:45:04

Event « 4

Click [Log] to query the user's operation record of the video device. The content is the same as that seen in
the 12.6.2 Video Operation Report.

02 00:00:00 = S -

IP address Operation type Target

admin

Click [Device management] to enter the device management interface of VMS client.
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x G

LL L
LL L
LLL

Device name Device type Protocol Type IP address

onling

Previous

Alarm Event « 4

Including: @ is the Device monitoring interface, which is the same as the information listed in the Video
Device interface on the VMS server. @Decoder management interface, the same as the content of 12.2.1
Decoder. (3 Video group management interface, please refer to 12.4.1 Group. @ Video channel layout
management interface, please refer to 12.4.2 Layout. G Storage service configuration interface, please
refer to 12.5.1 Storage Server. In the record plan module, right-click to add or delete the record plan. See

figure 1 below. ®Decoder group, please refer to 12.2.2 Decoder Grouping.
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Timing&Alarm Record =

200000009

Mo Prerecord i

Wo Positecond =

Click [User management] to enter the user management interface of the system. This interface lists @ all

the users of VMS system, click @) to set different permissions for each user to access the device, map, TV
wall. The admin has all permissions by default.

L2 .

rs
mamagement

LL L
LI
LL L

Username User type Operation
e a Right

Alarm

Page |434 Copyright©2020 ZKTeco USA LLC. All rights reserved.



ZKBioSecurity V5000 2.0.

Right manage

Common right

Map right

: (.3 Maps

User Manual

Decoder right

4 [ TV Walls
ol 22
|
[l Tén tuirng

Click [Decoder configuration] to enter the management interface of TV wall. Please refer to 12.2.3 TV Wall

for specific setting steps.

TV Wall Name

Tén tuirng

Alarm Event « 4
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Enable 12323
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Click [Alarm configuration] to enter the alarm linkage management interface of the client, and the alarm
linkage setting is the same as 12.7.1 Linkage Management.

L x G
Esm
U =~

Rule Name Alarm Type Remarks Enable Description

]

Alarm

Click [Local configuration] to enter the system configuration interface of the client. @ Capture, download,
export log path can be set. @ Different alarm sounds can be set. @The record storage path can be set. @
The client database can be backed up and restored.

Click [Save] to save the configuration.

& - .

L L

LI

L L
=

e main stream

Motion detect

91217]

Alarm Event « 4
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13 FaceKiosk

13.1 FaceKiosk

13.1.1 Device

Search Device: In the tool bar, select the “Search device” menu. Add the device to the software server

#Note: User need to entry the hardware deivce and setting some paramter which is support to setting

the software server address.

Total Progress | [N o | Searched devices count

IP Address | ‘ Serial Number 0
IP Address Serial Mumber Device Type Operations
192.168.214.220 173708520010 Information Screen  Add

A The current system communication portis 8088, please make sure the device is set correctly.

Close

® Add Device

Click the [Add], the system will show the menu, user can typing the important information, click the [OK]
button.
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Device Mame®

Device Serial Number

|P Address

Attendance Area”

Enrollment Device

Add

173708520010

173708520010

=]

2 .1

[=r]

g - 214 . 220
Area Name

[l

FaceKiosk Device name.
Just support to show the default value, It can’t support to edit.
Belong to the device parameter and used to communication with the software server.
Which area the FaceKiosk device belong to.
Support to setting as the registration device.

Select device, click [Disable/Enable] to stop/start using the device. When
communication between the device and the system is interrupted or device fails, the device may
automatically appear in disabled status. After adjusting local network or device, click [Enable] to

reconnect the device and restore device communication.

Synchronize data of the system to the device. Select device,
click [Synchronize All Data to Devices] and click [OK] to complete synchronization.

Show the capacity detail.
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Wiew Device Parameters
Parameter Mame Parameter Values
Current Mumber of UsersiMaximum Mumber of Users 25000
Current Face MumberMaximum Mumber of Faces 21400

Current Fingerprint MumberMaximum Mumber of Fingerprints 0/2000

Current Finger Vein MumberMaximum Mumber of Finger Veins 0M000

Current Palm Mumberfaximum Palm Mumber 00
Current Number of Records/Maximum Mumber of Records 11100000
Maximum Mumber of User Photos 10000

13.1.2 Area

Set Attendance by Area/Person

The area is unified to the system management for maintenance, and the Facekoisk is displayed by area and
by person. It displays each area and the personnel belonging to each area in area settings, and display the

area to which the personnel belongs in person settings.

] =Lt - A : , 1 | - Authorized Company: 11
@ Area Browse Personnel ElEZEBelong Areas

® More~ ®
& FacaKiosk Device Area Number Area Name Q x) Personnel ID l:| Name O\ (%)
The current query conditions None The current query conditions None
Bevce (" Refresh {2 Synchronize People In The Area (% Refresh & Delete Personnel
Area Area Name Personnel Operations Personnel ID  First Name Last Name Depariment Name
Number Quantity
Set Attendance By Person 414141415 TR
1 Em=E 23 Add Personnsl
414141414 434 gong HFIEE
2 afi_test 1 Add Personnel
3001 = att_test
code name1 o Add Personnel
979583 Avivh L =R
2915 e HE

Teca

@ For regional editors Browse Personnel ik Belong Areas

1 Facekiosk Device ~ Personnel ID Name More= Q @ Area Number l:l Area Name O\ '8

The current query conditions None The current query conditions None

Daves {C+ Refresh (* Refresh [ Delete the area

S Personnel ID  First Name Last Name Department Name Operations Area Area Name
5421049 I HriEE Add area )
3 B= B att_test Add area
1 BzE att_test Add area
4 BT =3 alt_test Add area
555222 = HFIERE Add area
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® New

[Area] -> [new].

Ifthe new area in the area failed to show the list, please contact the
administrator to re-authorize the user to edit the area!

Area Mumber®

Area Mame®
Parent Area® Area Mame

Remark

After you finish the input value, click the submit button [Save and new] or [OK].

Area Number: It just can support typing the number and alphabet.

Area Name: It can support typing anything alphabet, but can’t typing the comman.
Parent Area: The default parent area is Area name. User can select any area.
Remark: It can support to typing anything.

& Note: This area contact with the system area. Which is under the system module.

#Note: If some persons belong to the area, so that this area can’t support to delete.

13.1.2 Personnel Area Setting

® Regional Add Staff

Select a [Area] and click the [Regional add staff] to this area.
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Personnel ID | risthame _ . Department Name morev Q. (@
The current query conditions MNone
Alternative Selected(D)
Personnel ID First Name Department o Personnel ID First Name Department
=
=
=
<=
1€ < 0 » b1 | 50 rows per page ~
Cancel

Delete: Select person which is the user want to delete, the system will automatic to delete this user from
the device.

Resynchronize to Device: Synchronized the personnel information to the device by manual.

13.2 Media Advertising

13.2.1 Advertisement Resources

In the Advertisement resources module, it can support to create/edit/delete advertisement resources.
Refresh: Refresh the data which is show on the table.

New: Support to upload some new advertisement resources to software server.

Medium Type* | Image El
Media Resource | Local Resource El
Type®

Media Mame* | |

File Upload®
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Medium Type: It have both value to choice. Image and video.

Media Resource Type: It Support to upload some file to server form the local computer. Or setting the link
from the network.

Media Name: It can support the used defined the media name which is used for user remenber.
File Upload: It can support select the file from the local computer. Which is will be uploaded.
Edit: It can support to edit and fixed the information.

Delete: It can support to be deleted.

13.2.2 Advertising Setting

Click [Advertising Setting], this module support to create/edit/delete the advertising.
Add AD:

Open [Advertising Setting], Click [Add AD].

 1ae

The current query conditions None
Alternative Selected(0)

Name Medium Type 1 Name Medium Type

‘50 rows per page -

Delete: It can support to delete the advertising.

13.3 Reports

13.3.1 Verification Record

Click [Reports] > [Verification Record] to view specified events in specified condition. The options are
same as those of [Verification Record].
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Time From | 2078-08-15 0000000 | To 20180515 Z3:59.59 Parscansl I

The current query conditions Time From(2018-02-15 00:00:00) Teo2018-05-15 23 56:50)

e =] 4 Rotesh [ ¥ Expont

Page |443

(] 50 rows per page =

g ek s 3 @ ® @ O
Auinomed Company. 2KTed

Senal Humcer woe QL @

Verification details
Venly phots

FirstName Last Name Area Name Device Serial Number Ve

Parsonnel ID
First Name

JumpTo 1 MPage  Total of 0 records
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Face Intellect

Face Intellect Device used the push protocol to communication with the software. It can support to setting
the Face Intellect device as the reader , and then used the Face Intellect device to verification the user
facial ,according the verification result to make the decision whether if open door.

Face Intellect Device

Device

Click [Face Intellect Device] > [Device] > [Search Devicel:

Search Device

Total Progress 100% Searched devices count:1

IP Address Device Type Serial Number

IP Address Serial Number MAC Address Subnet Mask Gateway Address Device Type Operations
192.168.213.235 8TBOR030007 2c:28:b7:00:0d:99 2552552550 192.168.213.1 FI710 Add

Click the [Add], the system will show the menu, user can typing the important information, click the [OK]
button.
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Device Mame*

Serial Number”

P Address™

Area”

Add

192.168.213.235

STE0OR030007

Area Mame

Tick the device that needs to be upgraded, click [Upgrade firmware] to enter edit interface, then click

[Browse] to select firmware upgrade file (named emfw.cfg) provided by Access software, and click [OK] to

start upgrading.

#Note: The user shall not upgrade firmware without authorization. Contact the distributor before

upgrading firmware or upgrade it following the instructions of the distributor. Unauthorized upgrade may

affect normal operations.

It will synchronize device time with server’s current time.

Synchronize data of the system to the device. Select device, click [Synchronize All Data to Devices] and

click [OK] to complete synchronization.

Personnel in Area

Click [Personnel in Area] > [Area] > [Add Person]:
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Personnel ID |
The current query conditions None
BE
4 77 Area Name
7 Lobby

Click [Personnel in Area] > [Area] >select the person > [delete Person]:

Name

Department Name

(:l Refresh EB Add personnel @\ Delete Personnel ('I.L Sync Selected Data To Devices

Personnel ID

2888

(% Refresh

Device Name

First Name

Last Name Department Name Area Name
Department Name Area Name
50rows perpage ~ JumpTo 1 M Page Total of 1 records
Serial Number Area IP Address Status Device Model Firmware Version
MName
50rows perpage ~ JumpTo 1 J0Page  Total of 0 records

Bounding Acc Reader

Synchronize selected data to the device. Select area, click [Sync Select Data to Devices] and click [OK] to

complete synchronization.

14.2 Reports

All Transactions

= Note: Here have two cases.

1) If the user setting the Face Intellect device connect with the lock directly, Once the validation is

successful, the record is displayed in the report

2) If the user setting the Face Intellect device as the reader with the access device. All the record will

be show on the access module. And can’t show on this report.
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Time From | 2019-02-15 00:00:00 To | 2019-05-15 23:59:59 Personnel ID
The current query conditions Time From:(2019-02-15 00:00:00) To:(2019-05-15 23:59:59)

(v Refresh  (ifj* ClearAll Data [# Export

Time Device Name Personnel ID First Name Last Name
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Departmer Department

Number

MName

Device Name

Area Name

More Q (%)
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16 Temperature Detection

MTD (Mask and Temperature Detection) module is primarily designed to work with the access control
devices which have body temperature detection and mask detection features. It provides real-time
monitoring of temperature and mask detection of all the users and various analysis reports.

16.1 Temperature Management

16.1.1 Real-Time Monitoring

Click [Temperature Detection] > [Temperature Management] > [Real-Time Monitoring].

® B O =nin

Real-Time Monitoring

Total D _ﬁ; 2

& = = = :
— a / 4 ay
Name:
Department:
Temperature:37.1°C
Mask: Yes
Name: 3435524 454 Time: 2020-06-23 18:3...
Department: Department Name
Time: 2020-06-23 18:3.
G Name:
Deparment:
—_— — Temperature:37.2°C
1 ] Mask Yes
(3 Time: 2020-06-23 18:3
5 y o v - v
> | > | Al u =
None Nene None Neme  343smImE) a5t
Temperature: 37.0°C | Temperature: 37.0°C Temperature: 37 1°C Department Department Name
Name: | Name: Name:
Department Department | Department Department Temperature:37.0°C
Time; 2020-06-23 18:3... | |Time: 2020-06-2318:3 | Time: 2020-06-23 18:3. Time: 2020-06-23 18:3.. | Mask: Yes
: - =

i

=W — W el el e

The Real-Time Monitoring interface allows the user to monitor the body temperature of the users with their
image captured during verification. The mask and temperature data is collected at every entry and exit point
of the premises if the personnel is registered in the device. There are 3 different categories of records that
are displayed on the monitoring page. They are:

e Personnel with abnormal temperature (masked or unmasked).
e Personnel without a mask.

¢ Personnel with normal body temperature and mask.
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Real-Time Monitoring

anagement

w0 20 w0 20

—

i = Setup

Body temperature® p7.3 | oW

& Abnormal TemperatUaaNg £

Monthly Statisti

Parameters

—

The system allows the users to set the body temperature threshold which determines the category that the

user data will be recorded i.e Abnormal Temperature or Normal Temperature.

Statistic Panel

Click [Temperature Detection] > [Temperature Management] > [Statistic Panel].

ZK rvoemmee e e

@ Statistics ViewNormal temperaturePeople
@ Temperature M Eeok 'E: Time | This week Personnel ID Department Name
The current query conditions None The current guery conditions None
Real-Time Monitering (b Refresh (" Refresh
Personnel ID First Name DCepartment Department Name
Number
Temperature Raw Record
Department Name
Individual Temperature Record
Abnormal Temperature Record
Department Daily Stafistic dy temperature
Parameters
Monthly Statistics
1 e ropartiine stmoma
D Normal temperaturs ([l Temperaturs abnormal
ER Unmeasured body temperature
1-1 S0rowsperpage = JumpTo 1 M Page

The statistics panel provides statistical data for the Administrators to analyze the number of users with
normal body temperature, abnormal temperature, and unmeasured body temperature in a specific time
period. The statistics can be filtered by time i.e., Today, This Week, and This Month.
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You can also click on any category on the Pie-chart and the corresponding personnel details will be

displayed on the right side of the interface. Also, personnel can be searched by entering the Personnel ID or

Department Name on the top-right corner of the interface.

& Note: The statistics are only available for system personnel.

16.1.3 Temperature Raw Record

Click [Temperature Detection] > [Temperature Management] > [Temperature Raw Record].

The Temperature Raw Record displays the reports in event-time order i.e. sequentially as it happens

regardless of Normal Temperature/Abnormal Temperature/Department/Masked/Unmasked. It also displays

the Department Name, Body Temperature, Status, and Photo which a user can check instantly after

verification.

@ il [=)

Time From  2020-04-01 00-00:00

(% Refresh [# Export

Record
number

3772

377

3750

3749

3742

Event Date

2020-07-01 14:12:04
2020-07-01 14:12:02
2020-07-01 14:06:23
2020-07-01 14:06:21
2020-07-01 14:06:18
2020-07-01 14:06:10
2020-07-01 14:06:.08
2020-07-D1 14:06.06
2020-07-01 14:05:32
2020-07-01 14:05:30
2020-07-01 14:05:28
2020-07-01 11:0%:33

150 > oy

To | 2020-07-01

Area Name

Area Name
Area Name
Area Name
Area Name
Area Name
Area Name
Area Name
Area Name
Area Name
Area Name
Area Name

Area Name

50 rows per page ~

23:59:50 Name

The current query conditions Time From:(2020-04-01 00:00:00) To:(2020-07-01 23:59:59)

Device Name Event Point

102.168.214.24967 192.168.214.243-1
102.168.214.2497 192.168.214 2431
162.168.214.2497 192.168.214.243-1
192.168.214.2497 192.168.214 2431
192.168.214.249877 192.168.214.24%-1
102.168.214.2497 192.168.214.24%-1
192.188.214. 24905 192.168.214 243-1
192.188.214. 24085 192.168.214 243-1
192.168.214.24957 192.168.214.243-1
192.168.214.249677 192.168.214.24%-1
192.168.214.24957 192.168.214.243-1
102.168.214.24987 192.168.214.243-1

JumpTo 1 114 Page

Personnel

18]

4146

4146

4146

4146

4146

4146

4148

4148

4146

4146

4146

4146

Total of 664 records

Click the IMAGE icon to view the captured photo.
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Status

First Name

Morew QO

®
Last Name Department Mask
Name

liufiut Department Name Yes
ligtiut Department Name Yes
liuliu1 Department Name Yes
liutiut Department Name Yes
ligliut Department Name Yes
liufiut Department Name None
liufiu1 Cepartment Name None
liuliu1 Department Name None
liuliut Department Name Yes
ligliut Department Name Yes
livtiut Department Name Yes
liutiut Department Name Yes

Body
temperature  body
temperature

37

36.9

37

36.3

36.7

36.9

365

36.6

36.4

367

Original

ar

369
367
36.3
367

369

365
366
36.4

367

Status

Normal

Normal

Normal

Normal

Nermal

Narmal

Normal

Normal

Normal

Nermal

Normal

Normal

Photo

JEEDEEEEEHEHHEHEHE
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B x Status Photo

Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal

Normal

EOEBEELDELBEEEREE

1 Temperature+Raw+Record
Record Body Criginal body

b number Event Date Area Name Device Name Event Point Personnel ID First Hame Last Name Department Name: Mask temperature | temperature sta
3 3772 2020-07-01 14:12:04 Area Name 192,168 214 2490545 192.168.214.249-1 4145 7 liliu 1 Department Name Yes 37.0 37.0 Hor
4 3771 2020-07-01 14:12:02 Area Name 192,168 214 249055 192.168.214.249-1 4148 77 liliu 1 Depariment Name Tes 369 369 Hor
5 3764 2020-07-01 14.08:23 Area Name 192.188.214.249054F | 192.188.214.248-1 4148 Favay: o} liliu 1 Department Name Yes /7 367 Hor
§ 3763 2020-07-01 14:06:21 Area Name 192.168.214 2490F 192.168.214.248-1 4148 Farar: i liliu 1 Department Name Yes 368 368 Hor
¥ 3761 2020-07-01 14:.08:18 Area Name 192,188 214 2450545 192.168.214.249-1 4145 Fava:i] liliu 1 Department Name Yes 387 367 Hor
8 3780 2020-07-01 14:06:10 Area Name 192.168.214 2495555 192.188.214.245-1 4148 AV ] il Department Name None 369 369 Hor
9| 3158 2020-07-01 14:06:08 Area Name 192.168.214 2490575 192.188.214.248-1 4148 pavay: | iyt Department Name None 369 369 Hor
10| 3758 2020-07-01 14.06:08 Area Name 192,168 214 249055 192.168.214.249-1 4148 7rH liliu 1 Depariment Name None 37.2 37.2 Hor
Ei] 3751 2020-07-01 14:05:32 Area Name | 192168214 2490558 192.168.214.249-1 4145 vy liliu 1 Department Name Yes 385 365 Hor
| Temperature+Raw+Record | ] 1 ¥

& Note:

e Ifthe Personnel ID field is blank, it represents a Visitor.

e The “Original body temperature” is usually measured by the device, and it can’t be modified. But the

“Body Temperature” can be revised in “Abnormal Temperature Record”.
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16.1.4 Individual Temperature Record

This report displays all the body temperature details of a User or Personnel daily.

)

= Time From | 2020-04-01 00:00:00 | Te 2020-07-01 23:58:59 Nams Personnel ID Morew Q|

The current query conditions Time From:(2020-04-01 00:00:00) To:(2020-07-01 23:59.59)

@ Temperature

"+ Refresh [# Export
Real-Time Monitoring

Personnel ID  First Name Last Name Department Department Event Date Body temperature Status
Statistics panel HO i
789783 i 1 Department Name  2020-06-28 37.0,36.8.36.8 36 6,37.0 36.7,36.9,36 9,36 5 37.0,36.9,36.9,37.0,. Normal
Temperature Raw Record
545456 1 Department Name  2020-06-30 37.1,36.836.0,36.135 6 26.8 36.6,36.8 36,6, 366,36 7,36 7,36.8,; Normal
545456 1 Department Name  2020-06-29 36.1,36.8,36.7,36.7,36.3.36.5,36.8.37.1,37.0,37.0,37.1.36.9.37.0,; Normal
AR TBipseRine Recort | ERHE ‘ 1 Department Name 2020-07-01 387365, ; Normal
Department Daily Statistic 545455 1 Department Name  2020-06-29 Unmaasured
Monthly Statistics 545455 1 Depariment Name 2020-06-28 Normal
4146 Gbode liutiu1 25 poss 2020-06-28 Exception
Parameters
4146 666de liutiut 1 Department Name  2020-07-01 MNarmal
4146 666de fiutiu 34001 W 2020-06-29 Normal
4146 666de liufiu1 25 poss 2020-06-29 Exception
4146 BB8de liufiut 1 Department Name 2020-06-30 Exception
4146 666de fiuliu1 34001 vwwv 2020-06-30 Exception
41429 41429 1 Department Name  2020-06-29 Normal
34001 v 34001 W 2020-06-23 Normal
Click Body Temperature to view the details of each record.
(_* Refresh
Area Name Device Name Event Point Personnel  First Name Last Name Departrment Mask Body Original Siatus Photo
Mame temperature body
temperature
16:07:14 Area Name 192.168.214.249 192.168.214.249-1 789733 kaikai Depariment Nar Yes 37 37 MNormal =] >
168:07:11 Area Name 182.168.214.249 192 168.214.240-1 789733 leaikal Depariment Nar Yes 3638 368 Normal &
15:51:28 Area Name 192.168.214 249 192 168.214.249-1 789783 kaikai Depariment Nar Yes 368 B8 Normal (=]
15:51:25 Area Name 192.168.214249 192.168.214.2491 789733 kaikai Department Nar Yes 366 366 Normal e
15:51:23 Area Name 192.168.214 249 152 168.214 2407 780783 kaikai Depariment Mar ‘Yes ar 37 Normal (=]
15:51:20 Area Name 192.168.214 249 192.168.214.2491 785733 kaikai Department Nar Yes /BT 367 Normal ]
15:51:18 Area Name 192.168.214.249 192.168.214.249-1 789733 laikai Depariment Nar Yes 36.9 36.9 Normal |
15:51:16 Area Name 192.168.214.240 192.168.214.249-1 789733 kaikai Depariment Nar Yes 36.9 36.9 MNormal (=]
15:51:13 Area Name 192.168.214.249 192.168.214.249-1 789783 kaikai Depariment Nar Yes 365 365 Normal ]
15:50:29 Area Name 192.168.214 249 152 168214 240-1 789733 kaikai Department Nar None ar a7 Normal (=]
15:50:26 Area Name 192.168.214249 192.168.214.2491 789733 kaikai Department Nar None 369 36.9 Normal ]
15:50:23 Area Name 192.168.214.249 182 168.214.240-1 780733 kaikai Depariment Nar None 369 36.9 Normal =]
15:50:21 Area Name 192.168.214.249 192.168.214.240-1 780723 kaikai Depariment Nar None a7 37 MNormal (=]
-
e O, PRI | S— _ S| . - =
1-18 S0 rows perpage -~ JumpTo 1 /1 Page  Total of 18 records

16.1.5 Abnormal Temperature Record

It displays the record of exceptional body temperatures i.e. above the body temperature threshold and the
temperature of personnel which is not detected.

Click [Temperature Detection] > [Temperature Management] > [Abnormal Temperature Record].
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° Temperature

Real-Time Monitoring
Statistics panel
Temperature Raw Record

Individual Temperature Record

Department Daily Statistic
Monthly Statistics

Parameters

Time From  2020-D4-D1 00:00:00

To 2020-07-0123:59:58

Name

The current query conditions Time From:(2020-04-01 00:00:00) To:(2020-07-01 23:5%:59)

(+ Refresh E Export Q Enguiry of Persons in Close Contact with Suspected Cases

Event Date

202D-05-29 18:23:24 Area Name
2020-06-30 11:04:48 Area Name
2020-06-29 09:04:24 Area Name 192.163.214.24!
2020-06-29 09:04:31 Area Name 192.163.214.24!
2020-06-30 11:05:54 Area Name
2020-06-30 14:598:05 Area Name 192.168.214.24!
2020-06-29 09:03:33 Area Name
2020-06-29 09:04:21 Area Name 192.168.214.24!
2020-06-28 15:28:44 Area Name
2020-06-29 08:04:29 Area Name 192.168.214.24!
2020-06-30 14:24:47 Area Name
2020-06-28 16:00:32 Area Name
2020-06-29 09:23:47 Area Name
2020-06-28 13:56:37 Area Name

2020-06-28 15:28:51 Area Name

150 » a 50 rows per page ~

Area Name Device Name  Personnel First
D

182.168.214.24! 4146
192.168.214.24! 545456

192.168.214.24! 545458
192.163.214.24! 545455 '
192.168.214.24! 4146

182.168.214.24! 4146
192.168.214.24! 4146
182.168.214.24! 4146
192.168.214.24! 4146
182.168.214.24! 4148

Jump To 1

Departme Mask
Name Name
288 None

separtmen None
None
None
Departmen None
None

Departmen None

None
poss None

None
wv None
poss None
poss None
poss Nong
poss None

/3Page  Total of 142 records

Processing status

Bedy Status Processing time
tempel
373 Excepti
unmes:
Unmea:
363
unmea:
37.6  Excepti
unmea:
unmea:
37.3  Excepti
unmea:
373 Excerti
377 Excepti
28
23] Excepti
33

Morew Q

Processin  Processor Process Photo

method

Normal 2020-06-29 09:18:55 The device admin

Normal 2020-06-29 10:42:18 Manual me admin

Excepti 2020-06-29 10:49:54 The device admin

status

Processe

Processe

Processe

ELEEDCERRBEERDRE

=~

Operations

m
=

m
=3

!

m
=

m
=¥
=

m
=1

Im
=3

m
="

1

m

m
=Y
=3

m
—3

im
=3

im
3

m
=3

m
=3

m
=Y

Click the Edit option to revise the user’s body temperature by manual detection. The edit window pops-up

as shown below:

| Body temperature®
| Processing method®
. Precessor”

| Remark

385
Manual measuremeant

admin

After manual measure
pody temperature, it is
normal.

the

cel

It will help the user to check the personnel who had contact with any suspected persons. Enter the

contact time, 1 to 120 minutes is applicable.
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Close contact lime (minutes)* |:|

i Ab Cuery the fime condition of close contact with the person in the
query period. Minutes, 1-120

ECEN EET

Click OK to view the search results.

Abnormal Temperature | List of Persons in Close Contact
Event time AreaMame  Device name  Event Point Persennel First Nams Last Name Department  Mask Body Status Phote
Name temperatu;
2020-D6-18 11:55: Area Name  192.168.5.239 19216852391 0 Yes 372 Normal =]
37.6°C
Person ID: 678
First Name: William
Last Name:
tiask: Yes
Depariment:Department Name
2020-06-18
U 11:53:27
| »
i ¢« 11 . . E0rowsperpage -~ JumpTo 1 {1 Page Total of 1 records

16.1.6 Department Daily Statistics

It displays the department-wise temperature detection records. A user can select a department from the list
of departments in the left panel which displays the number of persons with normal temperature, abnormal
temperature, and unmeasured in the specific department daily. It also displays the proportion of abnormal
body temperature.
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{ 20 9 938 mea i s s © = -
Time From | 2020-04-01 00:00:00 | Te 2020-07-01 23:5%:59 Depariment Number || Department Name Q ®

The current query conditions Time From:(2020-04-01 00:00:00) To:(2020-07-01 23:59:59)

GJ Temperature

Ba8 (* Refresh [¥ Export
Real-Time Monitoring =.
Department Name(445)
. E Department Department Event Date Number of Number of Number of Actual Total Number  Proportion of Abnormal Body
Statistics panel poss(11) Number Name Normal Abnormal Unmeasured  Aftendance of Depariment  Temperature
Temperature Temperature People People
4 oy VWV
Temperature Raw Record
¥ o7 ) 1 Depariment Name  2020-07-01 1 1 o pd 448 50%
Ikt eperiRskre] 1 Department Name 2020-06-30 1 1 o 2 445 50%
Abnormal Temperature Record 34001 VWY 2020-06-30 0 1 o 1 1 100%
1 Depariment Name 2020-06-29 2 0 1 3 448 3333%
5 ¥
Monthly Statistics 25 poss 2020-06-29 (1] 1 o 1 M 100%
34001 Wy 2020-06-29 1 1] o 1 1 0%
Parameters =
i Depariment Name 2020-06-28 i o ] 2 448 0%
25 poss 2020-06-28 0 1 0 1 1 100%
34001 wv 2020-06-28 1 0 0 1 1 0%
vis (Visitor) 2020-06-28 3 0 0 3 3 0%
1-10 G0rowsperpage - JumpTo 1 /1 Page  Total of 10 records

16.1.7 Monthly Statistics

Click [Temperature Detection] > [Temperature Management] > [Monthly Statistic] to view the
infographics of monthly temperature detection.

= Monthly Statistics

Month | 2020-07
0 Temperature

The current guery conditions None

Real-Time Monitoring @ 2bnormal @l Normal ([l Unmeasured
Statistics panel
70
Temperature Raw Record
Individual Temperature Record -
Abnormal Temperature Record
Department Daily Statistic =
Parameters 40
0
20
10
0 T T T T T T T T T T T T T T T T T — T T T T T — T T T 1
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 B 29 30 A

16.1.8 Parameters

It allows the user to set the body temperature threshold which determines the category to which the
recorded temperature falls-in i.e Abnormal Temperature or Normal Temperature. For example, assume that
the threshold temperature is set to 37.3°C. If the recorded temperature is 37°C, it will be saved as “Normal
Temperature” and if the recorded temperature is 38°C, it will be saved as “Abnormal Temperature”. The
temperature unit can also be chosen between °C or °F.
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K
Temperature threshold setting

u Temperature =y Body temperature® 37.30
Unit® ®COF

Real-Time Monitoring

Statistics panel

Temperature Raw Record

Individual Temperature Record
Abnormal Temperature Record
Department Daily Statistic

Monthly Statistics

& Note: After setting the body temperature threshold, the Real-Time Monitoring Page will refresh, and the

persons will be categorized according to the new threshold temperature.

17 Appendices

Common Operations

The selected personnel page in the system is as below:

Zone* |— v Last Access Reader”

(& Query ) Department

The current query conditions: None

Alternative Selected{0)
i Personnel  First Last Card Gender  Department Name (] Personnel  First
D MName MName Mumber 1D MName
[ abc 258478 Female  Financial Department
m 1 abc — General =
>
=
<
I« ¢ 1-2 > 5| 50rowsperpage ~  Total of 2 records

Personnel ID |:| First Mame | | LastMame | | Card Number | :

Last
MName

Morew

Card
MNumber

Gender  Department Name
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System Management

System settings primarily include assigning system users (such as company management user, registrar,
access control administrator) and configuring the roles of corresponding modules, managing database,
setting system parameters and view operation logs, etc.

15.1 Basic Management

Operation Log

Click [System] > [Basic Management] > [Operation Log]:

Operation User Operation Time From To Morer Q &®
The current query conditions: None

(% Refresh [ 4 Export

Operation User  Operation Time Operation IP Module Operating Object Operation Type Operation Content Result
admin 2018-04-04 17:47:01  127.0.0.1 System User Login Login V]
admin 2018-04-04 17:08:42 127.0.0.1 System User Login Login /]
admin 2018-04-04 16:44:47 127.0.0.1 Video Video Device Search Device Search Device V]
admin 2018-04-04 16:29:22  127.0.0.1 Video Video Device New 192.168.1.169/192.168.1.169 /]
admin 2018-04-04 16:28:20  127.0.0.1 Video Video Device Search Device Search Device /]
admin 2018-04-04 16:24:21  127.0.01 System User Login Login /]
admin 2018-04-04 14:45:00 127.0.0.1 Patrol Plan New Test plan @
admin 2018-04-04 14:42:22  127.0.0.1 Patrol Patrol Group New Test Group /)
admin 2018-04-04 14:22:38  127.0.0.1 System User Login Login [/}
admin 2018-04-04 13:16:43  127.0.0.1 System User Login Login /]
admin 2018-04-04 12:43:04 127.0.01 Parking Temporary Vehicle Ct New A V]
admin 2018-04-04 12:34:44 127.0.01 Parking Temporary Vehicle Ct Delete ABC ]
admin 2018-04-04 12:33:34  127.0.0.1 System User Login Login /]
admin 2018-04-04 12:28:09  127.0.0.1 System User Login Login [/}

1-50 » 31 50 rows per page - Jump To 1 /5Page  Total of 210 records

All operation logs are displayed in this page. You can query specific logs by conditions.

Export the operation log records, save to local. You can export to an Excel, PDF, or CSV file. See the
following figure.
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Operation Log
Operation User Operation Time Operation IP Module Operating Object Op jon Type | Operation Content Resuit
2017-12-18 15:06:
admin 358 " 127.0.0.1 Visitor Visitor Export Export Succeed
N 2017-12-18 15:03: Acoess Rights By
admin %o 127.0.0.1 Elevator PEiasrnt Export Export Succeed
admin e on 127.0.0.1 Elevator Ry Export Export Succeed
17 Floor
i 2017-12-18 15:02: All Exception
admin 50 127.0.0.1 Elevator Evants Export Export Succeed
admin ARATA 2&;3 Wk 127.0.0.1 Elevator All Transactions Export Export Succeed
admin Gl 127.00.1 Attendance | Appended Receipt Export Export Succeed
17-12- :24:
admin Calts 24:8 142 127.0.01 Attendance Leave Export Export Succeed
admin s 2[;;8 s 127.0.0.1 Attendance Leave Export Export Succeed
admin RARGEES 2:53 i 127.0.0.1 Attendance Business Trip Export Export Succeed
admin 20”"2;: 1423 127.00.1 Attendance Go Out Export Export Succeed
admin 20174 2;3 142z 127.00.1 Attendance Oveitirne Export Export Succeed
-12- 13
admin 017 22;3 AR 127.0.0.1 Attendance Overtime Export Export Succeed
2017-12-18 14:06:
admin e 127.0.0.1 Attendance Adjust and Append Export Export Succeed
017-12-18 14:04:
admin a2 21 127.0.01 Attendance Adjust Shift Export Export Succeed
17-12-18 14:02:
admin 20 22 18 0z 127.0.0.1 Attendance Adjust Shift New 5 Succeed
admin A 2;‘,8 S 127.00.1 Attendance Adjust Shift New 43 Succeed
admin 20171 2;73 13:56: 127.0.0.1 Attendance Adjust Shift New 3 Succeed
2017-12-18 13:55;
admin 40 127.0.0.1 Attendance Adjust and Append New 33 Succeed
Creatd on: 2017-12+18 15:07:23
Creana from ZKECecuUry somware. Al rghts rezenved. [CT]
15.1.2 Database Management
Click [System] > [Basic Management] > [Database Management]:
Usemame | | | X
The current query conditions: Mons
t.:— Refresh Lf__i Backup Immediately ., Backup Schedule
Usemams Start Time Database Version Backup Immediately Backup Status Backup Path Operations

All history operation logs about database backup are displayed in this page. You can refresh, backup and

schedule backup database as required.

Backup database to the path set in installation right now.

#Note: The default backup path for the system is the path selected during the software installation. For

details, refer to ‘Software Installation Guide’.
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® Backup Schedule

Click [Backup Schedulel:

Backup Schedule

From | 2014-08-08 18:00:00 StartEvery |7 ¥ |Day

The last backup time:None
The next backup time 2015-03-27 18:00:00 left 7 day 7 hour 59 minute 39 second.

Frompt

A The backup copy of the database, the database server and the server must be on
the same computer. If the backup fails, please refer to the user manual in users of
the FAQL

o L oo

Set the start time, set interval between two automatic backups, click [OK].

® Restore Database

1)  Click the start menu of the PC > [All programs] > [ZKBioSecurity] > Then run “Services Controller”,
and you can find out the icon of “Services Controller” in Taskbar as follow, right click that icon, then
left click “Restore Database”.

L. Skype
1. Snaglt7

1. Startup
), TechSmith
|, Tencent Software
Ju tinySpell
L. tinySpell+
|, VideoLAN
). Windows Accessories
). Windows Ease of Access
), Windows System
J. WinRAR
L. WinZip 22.0
[ 1. Y70 Video Dowrioader

"2 Uninstall ZKBioSecurity
0 ZKBioSecurity

. ZKOnvifPlugin

& Apps

4 Back

l Search progroms and files

Achal Abhishek
Documents
Pictures

Music

Games

Recent ltems
This PC

Control Panel

PC settings
Devices and Printers
Default Programs
Help and Support

Run...

| ShutDown |»

Configure the Server Port
Configuration Database
Configuration Database Local Backup Path

Configuration module
Senvice is running, click here to stop

Exit

16 =

Customize...

ERa

2) Inthe popup window, click “Browse” to choose the backup file to restore the database.

#Note: Before restoring a database, it is recommended that you back up the current database to avoid
data loss.
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Restore Database

-Restore Database
Please select afile to restore the database:
[ || Browse.. |
ﬂ 0% |
Restore Close

15.1.3 Area Setting

Area is a spatial concept which enables the user to manage devices in a specific area. After area setting,
devices (doors) can be filtered by area upon real-time monitoring.

The system, by default, has an area named [Headquarters] and numbered [1].
® Add an Area

Click [System] > [Area Setting] > [Area] > [New]:

If the new area in the area failed to show the list, please contact the
administrator to re-authorize the user to edit the ares!

Area Mumber®

Arsa Mame™
Parent Area®
Remark

socmanen | ok coeo

Fields are as follows:

Area Number: It must be unique.
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Any characters with a length less than 30.
Determine the area structure of system.

Click [OK] to finish adding.

Click [Edit] or [Delete] as required.
Department

Click [System] > [Department] to manage the department information:

Department Name Department Number

The current query conditions None

E=| (v Refresn  [® New (fj* Delete [# Export [ Import
4 77 General . y
Department Name Department Parent Department Parent Department Name ~ Creation Date Cperations
» [ Marketing Department Number Nurmber
» [ Developerment Department General 1 2019-0B-17 14-40-30 Edit
» [ Financial Department
Marketing Department 2 1 General 2019-06-17 14:40:30 Edit
Developerment Deparimel 3 1 General 2019-06-17 14:40:30 Edit
Financial Department £ 1 General 2019-06-17 14:40:30 Edit

E-mail Management

Set the email sending server information. The recipient e mail should be set in Linkage Setting.

Click [Basic Management] > [Email Management] > [Email Parameter Settings]:
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'Email Parameter Settings

Email Sending Server” || ](smtpmm)
Port’ 25 |ossLoms
Email Account” :"" (o @ )
Password” ' "
Sender Name

Prompl'

A\ 1Please fill in the correct mailbox parameters.
A\ 2.Confirm the filled in mailbox SMTP service is provisioning.

A A mail of connection test will be sent to your designated mail box

Test Connection

#Note: The domain name of E-mail address and E-mail sending sever must be identical. For example, the

Email address is: test@gmail.com, and the E-mail sending sever must be: smtp.gmail.com.

15.1.6 Dictionary Management

Data dictionary management function, users can find the meaning of error code and self-check software
errors.
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®

Module | Dictionary classifi... Value Q

The current query conditions None

Module Dictionary classification Key Value
name

System Gender M Male
System Gender F Female
System Result 1] Falled
System Result 1 Succeed
System Boclean true Yes
System Boolean false No
System Document Type 1 D
System Document Type 3 Passport
System Document Type 4 Driver License
System Document Type 2 Others
System Access Connection Stat -5000 The master device has been received and the sub-device is waiting to execute.
System Access Connection Stat -1300 Queue abnormalities
System Access Connection Stat -1200 Queue abnormalities

System Access Connection Stat -1112 Command has been manually deleted

System Access Connection Stat -1111 Command has been deleted from the synchronous data
System Access Connection Stat -1100 Queue abnormalities

15.1.7 Audio File

Click [System]>[Basic Management]>[Audio File] to open the following interface:

, 2w

© File Alias Q ®

The current query conditions None

(% Refresh [ New [ Delete

Basic Management

Area Setling

File Alias Size Suffix Operations
Department Maisssssssssssss 3.92MB mp3 Edit Delete
System Parameter &= 20KB wav Edi

E-mail Management
Dictionary Management

Data Cleaning

Data Migration

Ceriificate Type

1) Click [System]>[Basic Management]>[Audio File]>[New], the following window appears:
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Mew
File Upload* Mot Uploaded [Browse Play
File Alias® |
Size
Suff

2) Click [Browse] to upload an audio file locally. The file format must be in WAV or mp3 format and
must not exceed 10M in size.

File Alias(Name): Any character, up to 30 characters.
Size: After uploading the file, the file size is automatically generated.

Suffix: After uploading the file, the suffix of the file is automatically generated.

Click the file name or [Edit] to edit the audio file details which supports replacing the audio files and
editing the file name.. The "size" and "suffix" automatically change depending on the size and type of
audio file being uploaded. After editing, click [OK] and exit.

Select the specified audio file to delete and click [Delete].

Data Cleaning

To save the disk storage space, the expired data generated by the system must be cleaned up regularly.

Click [System]> [Basic Management]> [Data Cleaning].
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© Record
T Basic Management Access Retains the recent 15 v | months of data Execution Time 01:00:00 v
Transactions®
Language Pack Consumer Retains the recent 15 v | months of data Execution Time 01:00:00 v
) Transactions®
Oparhou L i Elevator Refains the recent 15 v | months of data Execution Time 01:00:00 ¥
Database Management JIICUECSEUES } .
Visitor Retains the recent |15 ¥ | months of data Execution Time 01:00:00 v
Area Setting Transaction®
Parking Retains the recent 15 v | months of data Execution Time 01:00:00 v
L i Transactions* i
System Parameter Patrol Retains the recent 15 ¥ | months of data Execution Time 01:00:00 v
Transactions™
E-mail Management Passage Retains the recent (15 v | months of data Execution Time 01:00:00 v
Dictionary Transactions®
Management FaceKiosk Retains the recent (15 v | months of data Execution Time 01:00:00 v Carefully clean up
ta Cle ) Transactions”
Audio File System
Data Migration System Operation Retains the recent 15 v | months of data Execution Time 03:00:00 ¥ (Carefully clean up
Ceriificate Type Log’ ) o -
Device Retains the recent 6 ¥ | months of data Execution Time 02:00:00 v Immediately Clean Up|
Print Template Commands®
System Monitoring E:;::base Backup Retains the recent & v | months of data Execution Time 04:00:00 v Immediately Clean Up|
Prompt

P} Authority

15.1.9 Data Migration

The Software supportsmigration from 3150 to V5000, including various modules and events (except the
patrol module). Here, you have to configure the Database type, IP address, database port, database name,
database user name, database password, and software version. Select the modules to be migrated for
automatic migration.

Click [System Management]> [Basic Management]> [Data Migration].

Tz @ m = y ' ) Weicome, admin @@@@ O]

Authorized Company. 11
@ Database Source Configuration

B Basic Management Database Type* postoresal

Language Pack 1P Address® :2’. 0 .0 .

Database Port 5432
Database Name* security_db

Operation Log

Database Management

Area Setting Database Username” pusiqres

Department Database Password® | sseee

System Parameter Software Version® | ZKBioSecruity_|

E-mail Management System # Personnel # Access ¥ Attendance « Elevator # Parking # Consumpfion # Visitor 1 Event Records
Dictionary

Management

o (]

Data Cleaning

Audio File

Certificate Type
Print Template

System Monitoring

#Notes:
1. 3150 and V5000 are installed on the same server.

(D Before installing V5000, you need to close the 3150 Tomcat service as well as the WatchDog service
and remove the environment variable SEC.

@ When installing, make sure the 3150 and V5000 communication ports are the same.

3 The first migration must be thePersonnel module.
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@ Check the event records (not checked by default): The access, elevator, attendance, patrol and video
modules need to select the event records to transfer the records. There is no need to check the event
records for visitor, parking, consumption modules and the event record will be migrated by default.

® After all the modules are migrated, the parameter settings for each module need to be set again.

® Personnel comparison photos, access records photos, linkage photos and videos, attendance photos,
parking photos, visitors photos and so on are all need to be copied because they are not transferred.

(DAfter the migration is successful, restart the software service.
2. 3150 and V5000 installed on different servers:

@ Install the V5000 service, the communication port is consistent with the communication port of 3150.
After installation, the computer IP of V5000 needs to be changed to 3150 service address IP.

Certificate Type

The system initializes 9 certificate types. User can add the required certificate type for personnel and visitor

registration.
Click [System]> [Basic Management]>[Certificate Typel.

ZK 2 0 O % @B = c & i 2 <Y
@ Refresh |% New [ Delste

H Basic Management ~ Certificates Cerfificates Operations
number Name

Language Pack D

(R

Operation Log Passport
Driver License

Others

s

Database Management

@

Area Setting
Department
System Parameter
E-mail Management
Dictionary
Management

Data Cleaning
Audio File

Data Migration

Print Template
‘System Monitoring

Print Template

You can manage the template for different cards: Personnel card template, Visitor receipt template/Card
template are all configured here. The system initializes 5 types of personnel and visitor print templates.

Click [System]> [Basic Management]> [Print template].
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( 1 @ @ [ = O o & Welcome, admin 43t (1) (1) (D) ()
Ten : = — : . - Authorized Company: 11
® Template Name| | G &

E Basic Management The current query conditions None
(% Refresh |# New [t Delete

Language Pack

Template Name Module Operations
Opel
Operation| o9 45454454545 Personnel Edil Delete Preview
Dot Messog cment 2388328828 Personnel Edit Delete Preview
Area Setting 9999999999 Personnel Edit Delete Preview
Depariment 5555555555 Personnel [Edit Delele Preview
Systan Pammee 123 Personnel Edit Delete Preview

_ coyl Personnel Edit Delete Preview

EARAN e 5656 Personnel Edit Delete Preview
Dictionary o :
Management visitor receipt Visitor Preview
Data Cleaning wisitor print card(horizontal)  Visitor Preview
Audio File visitor print card Visitor Preview

personnel print card(horizonta Personnel Preview
Data Migration 7

personnel print card Personnel Preview

Cerlificate Type

System Monitoring

15.1.12  System Monitoring

The system monitoring function displays the server processor usage, host memory usage, processor
information, memory information, java virtual machine memory usage and other information.

Click [System]> [Basic Management]>[System Monitoring].

T . i y B : . ; s I Welcome, admin 42} (1) (D) () (1)
i Tm = ’ b et L : Lo W Authorized Company: 11

Authorized

® -
Current information Caching Trend Information

B8 Basic Management

Language Pack Processor Usage PC Memory Usage jvm Memory Usage
Operation Log
Database Management ""\ "w‘ "w‘

Area Setting
0 Uskge Rate ® UsageRate 70 @ Usage Rate o
Department
y v 4 )

System Parameter / X a—
E-mail Management = %0 %0 %
Dictionary T 0, 0, o)
Management 4485 /é’ W0 7855 Al 8086 A) 1
Data Cleaning v
Audio File
Data Migration
Cerfificate Type
b Processor Information Memory Information
Print Template
Aftributes Value Aftributes Physical Host vm
Core Number 2 Total Space 3.92GB 191GB
System Usage 37.13% Use Space 3.08GB 155GB
User Usage 7.34% Remaining Space 860.71MB 375.02MB
2 Authorily Idie Rate 0% Usage Rate 78.55% 80.86%
Usage Rate 44.85%

1 Communication

%+ Third Parly

15.2 Authority Management

15.2.1 User

Add new user and implement levels for the user in the system.

1) Click [System Management] > [Authority Management] > [User] > [New]:
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Usermame* | Register | -

Usermame should be composed between 1-30
characters and in letters, numbers, or symbols

(@ -+,
Password* R |
FPassword is a composition of 4 to 18
characters, default is 111111.
Canfirm - |
Fazsword*
State ‘Enable -]

Multiple Login =]
Maximum Number |1[] |

Limit multiple login for the same account
Superuser State [

Role =|

Auth Department =|

If you don't select department you will not hawve full
departmental permission.

Authorize Area =|
If you don't select zone you will not have full zone
permission.

Email

First Name

Last Name

Fingerprint Register Download Mew Driver ‘ 1] -

EXTm EEIE T

Fields are as follows:

Username: Any characters within a length of 30.

Password: The length must be more than 4 digits and less than 18 digits. The default password is 111111.
State: Enable or disable the user to operate the system.

Multiple Login: Enable if multiple users want to login to the same software simultaneously.

Maximum Number: Set the maximum number of users who can login at a time. The range is 1 to 100.
Super User State: Enable or disable the user to have the superuser’s levels.

Role Group: Non-super user needs to choose a role group to get the levels of the group. The role group
must be set in advanced in Role Group.

Auth Department: If no department is selected, then the user will have all department rights by default.

Authorize Area: No area selected means the user possesses all area rights by default.
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Type your email in the correct format.
Type your initials.

Enroll the user fingerprint or duress fingerprint. The user can login the system by pressing
the enrolled fingerprint. If the user presses the duress fingerprint, it will trigger the alarm and send the
signal to the system.

2) After editing, click [OK] to complete user adding, and the user will be shown in the list.

Click [Edit] or [Delete] as required.

Role

When using the system, the super user needs to assign different levels to new users. To avoid setting users
one by one, you can set roles with specific levels in role management and assign appropriate roles to users
when adding users. A super user has all the levels, can assign rights to new users and set corresponding
roles (levels) according to requirements.

1)  Click [System] > [Authority Management] > [Role] > [New]:

New
Role Name”
Assign Permissions™
Personnel Access Attendance Elevator Hotel Visitor Parking Patrol
» [ 13 Person
» (1D Department
» [ Position

» [ Dimission Personnel
3 3 custom Attributes

B (O Parameters

¥ O card

» [ 1[0 Wiegand Format

v [ 1ssued Card Record
» 10D AD Sync

selectal [ B

,,,,,

2) Setthe name and assign permissions for the role.

3) Click [OK] to save.

Page |460 Copyright©2020 ZKTeco USA LLC. All rights reserved.



ZKBioSecurity V5000 2.0.0 User Manual

Role Group

You can add role groups to the system. A role group has all the levels assigned to roles within the group.
An appropriate role group can be directly assigned to a newly-added user. Include all the levels for using
all the service modules of the system and the system setup module. The default super user of the system

has all the levels, can assign rights to new users and set corresponding role groups (levels) according to
requirements.

1)  Click [System Management] > [Authority Management] > [Role Group] > [New]:

New

Group Name”
Assign Role”
Parent Group

Group Description

2) Setthe name and parent group, assign role for the group.

3) Click [OK] to save.
API Authorization
Activate the API through authorization. You can check whether the APl has been activated on the

About page (The API Authorization menu is displayed in System Management only when the APl is
activated). APl is shown in License details below:
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item Status AvailablefTotal Points Expiration Date
Advanced Access Activated v 2018-05-21

APl Activated 2018-05-21
Active Directory Activated v 2018-05-21
ARTECO Activated 2Points 2018-05-21

Cc2pP Activated 2Points 2018-05-21

LED Activated 5/5Points 2018-05-21
Mobile APP Activated 10/10Points 2018-05-21
Personnel Activated 30000Points Permanent
Department Activated 1000Points Permanent
Area Activated 1000Points Permanent
LCD Real-Time Monitoring  Aclivated v 2018-05-21

2. Log in to the system (as the super user, for example, admin) to enter the software. Click [System
Management] > [Authority Management] > [APIl Authorization]. Add a client ID, which must be
unique, and a client secret, which will be used when the APl is invoked.

Client 1d" | |
Client Secret’ [ }

3. Only when the client ID and secret are added can the next APl operation page be displayed

normally. Otherwise, the access is abnormal):
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;P Basic Management Client Id Q ®

The current query conditions: None

(¥ Refresh @ New @ Delete D Browse API

L-h Authority Management

User O Client Id Client Secret Created Date Operations

Role [ ] TestiD Test 2018-04-05 10:28:46 Edit Delete

Role Group
API Autho ion

Client Register

4. After the client ID and secret are added, click Browse APl on the API Authorization page to skip to
the API operation page (The page of the ZKBioSecurity system must be open for normal access of

the APl operation page). This page provides multiple APIs:

Basic Management Client Id Q ®

The current query conditions: None
(v Refresh [ New (fj}* Delete

User () Client Id Client

Authority Management
L] g D Browse API

Cret Created Date Operations

2018-04-05 10:28:46 Edit Delete

TestiD

Role

Role Group

API Author

Click here

Client Register
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i ZKBioSecurity

ZKBioSecurityAPI

AcclLevel Show/Hide | List Operations | Expand Operations
Card Show/Hide | List Operations | Expand Operations
Department Show/Hide | List Operations | Expand Operations
Device Show/Hide | List Operations | Expand Operations
Door Show/Hide | List Operations | Expand Operations
Person Show/Hide | List Operations | Expand Operations
Reader Show/Hide | List Operations | Expand Operations
Transaction Show/Hide | List Operations | Expand Operations

[ BASE URL: /api ]

When APIs are invoked, URLs of all request APls must contain the access_token parameter, whose value is
determined by the client key configured on the background (if there are multiple keys, only one is
selected), for example:

Request URL

http://11@.80.38.74:6066/api/accLevel /getById/2

The access_token parameter must be added when the APl is invoked (one request URL can be invoked):

http://110.80.38.74:6066/api/accLevel/getByld/2.

15.2.5 Client Register

You can add client types for the system and generate registration codes for client registrations of each

module function. The number of allowed clients is controlled by the number of allowed points.

Teza

@ Regisiration Code

Activation

Client Type
e = The current query conditions None

:—IUI Basic Management il

— (+ Refresh New Reset [ Delete

FI'I Authority Management

Registration Client name Registration Key Activatic Activated Date  Creation Date Client Type QOperations
Code
Liser 8F957E 18-31-bi-0e-7d-2b°8F & 2020-02-26 2020-02-26 09:55°2 Card Printing-Visitor Delete
Role Agg2T1 18-31-bf-0e-7d-2b"Al @ 2020-02-26 2020-02-26 09:55:1 OCR-Visitor Delete
System AT 18-31-bi-0e-7d-20"3/ & 2020-02-26 2020-02-26 09:55:C Signature-Visitor Delete
Menu E390DD 70-4d-Tb-32-d2-66°E @ 2020-02-25 2020-02-25 16:07-C Card Printing-Personne| Delete
330470 -] 2020-02-25 16:06°5 1D Reader-Personnel Delete
Operate
11693A T0-40-Tb-32-d2-6671 & 2020-02-25 2020-02-25 16:06°3 OCR-Personnel Delete

API Authorization

Security Parameters
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Click [System Management] > [Authority Management] > [Client Authorization] > [New] to go to the

[New] page:

Client Type*

Registration Code* APP Client -
OCR-Personnel
OCR-\Visitor
ID Reader-Fersonnel
ID Reader-Visitor

Signature-Visitor

Card Printing-FPersonm
Card Prontino-\isitar

EITn B

Client Type: The value can be APP Client, OCR-Personnel, OCR-Visitor, ID Reader-Personnel, ID Reader-
Visitor or Signature- Visitor, Card Printing- Personnel, Card Printing-Visitor

Registration Code: The registration code for [APP Client] is used under [Network Settings] on the APP
login page and that for [Print Card-Personnel] is used under [Parameter Settings] > [Client
Registration]. Only new registration codes added on the server are authorized and one registration code
can be used by only one client.

1. Toresetaclient, select the client and click [Reset].

Are you sure you want to perform the Reset
operation?

Click [OK] to reset the client.

2. To delete a client, select the client and click [Delete].

Are you sure you want to perform the delete
operation?

Click [OK] to delete the client.
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15.2.6 Security Parameters

1) Login Verification Code Setting: It includes None, Always prompt verification code, Prompt after
entering an error.

There are three login verification modes which can be selected.

' System

®

) Basic Management o | Open login verification code: | Open afler input emor

EI'J Authorty Management Minimum password sirength. @ low @ & medium higher

Account failed 1o log in 2Timeis)

tocking 10minutes

Password valioly peniod(Day): Never expire

Intalize password policy: Not mandatory

Do not open verification code: The system allows no verification code
Open verification code: Users must fill in the verification code when logging in to the software.

Open after input error: The system will pop-up a verification box after filling in the wrong Username and
password.

2) Password Strength Setting: The path is [System] -> [Authority Management]-> [Set Security
Parameter].

_ICI Blarsc Mangement s Coen login verification code: | Opon afler inpul errer

'._I_ll Authority Management I Minimum password sirengihc (s low (5 () medum nigher (1) I

The password Mat can oe Lsed must

Usar Accound fided tn o cormain at least § characiers and [
comain at least 2 of the folowing

feching: Iypes: numbmrs lowircas: loSers,

Hole wllers, and special

Systam Passwond validily fomenay s iveve sapne

" Initialize pAEEWoND DOl Mt mandatary
e

Operate

AP Authonzation

Ghient Register

3) Lock account: The path is [System] -> [Authority Management] -> [Set Security Parameter].

The account will be locked if user fails to login the system as per the software setting. For example, if the
system allows user fill in wrong username and password for 2 times. The system will be locked for 10
minutes after exceeding 2 times of operation.
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System wekome. aamin 45} (@ (D) (1)
Set secymepEametens
O Basic Managemant Cpen kogin venficabon code: | Coen after ingut emor
L'I'.i Autharity Managoment Minimiam patswond SYengn. i low (1) () medium ( higher (T
Account fabed b g . Mimeis)
focking. 10miniies

Password valdity period(Day).. Nevr expire

Initiakze password palcy: hot mandateey

4) Password valid day(s): The path is [System[ -> [Authority Management] -> [Set Security Parameter].
Users can set the validity as 30days, 60daysor permanent. If password gets expired, user cannot login to

System Welcome, admin  40) ® @ 1

Sed serlity parametens

Cpen logn verfcauon cooe:  Coan after ingut emer

Minimum password STencin. @ Iow (| e (1 ghar (7

Arzount tabed i log In 2Timein)

lathing TOnunutes

Password valdty perod(Day) | Never expire

INGAkzE PASTWOT DOMCY. ot mandatory

5) Password Modification: The path is [System] -> [Authority Management] -> [Set Security
Parameter]. There are 2 options that user can set. Not mandatory andForced to modify the next time
you login.

Not mandatory: The system does not need to modify the initial password.

Forced to modify the next time you login: It is compulsory to modify the initial password after the
second login.

Page |467 Copyright©2020 ZKTeco USA LLC. All rights reserved.



ZKBioSecurity V5000 2.0.0 User Manual

W
-
3
g

ecutity paramelers

Opén login verificabon code: | Open afer input ermar

| Mty Miegoenaet Mirsenum paessword sength. @ jow () () medum @ () higher

Lissaer Account 1aBed i log in: 2Timeis)

locking: 10menutes
Role:

System Pasywoed waldiy penociDay):| Never axpire

Inizaiize passwond palcy: ot mandatony
Menu

15.3 Communication

15.3.1 Device Commands

Click [System] > [Communication] > [Device Commands], the commands lists will be displayed.

A Back To Results
st T o 5 ST — | we Q@

The current query conditions: None

(™ Refresh (ffib Clear Commands [# Export

1D Serial Number Content Immediately Submit Time Return Time Returned Value
Cmd
2 B57465498726654 DATA DELETE USERINFO PIN=3 -] 2018-04-02 11:14:12
1 657465498726654 DATA DELETE USERINFO PIN=1 -] 2018-04-02 11:14:03

If the returned value is more than or equal to 0, the command is successfully issued. If the returned value is
less than 0, the command is failed to be issued.

Clear the command lists.

Export the command lists to local host. You can export to an Excel file. See the following figure.
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Device
Commands

ID Serial Number

Content

Immediately Cmd

Submit Time Return Time Returned Value

1504 20100501999

DATA UPDATE
userauthorize
Pin=2AuthorizeTi
mezoneld=1Auth
orizeDoorld=1
Pin=1AuthorizeTi
mezoneld=1Auth
orizeDoorld=1

false

2017-12-18
10:51:15

2017-12-18
10:51:21

1502 20100501999

DATA UPDATE
mulcarduser
Pin=2CardNo=5d
ec02LossCardFla
g=0CardType=0
Pin=1CardNo=44
12c5LossCardFla
g=0CardType=0

false

2017-12-18
10:51:14

2017-12-18
10:51:21

Communication Device

Click [System] > [Communication] > [Communication Device], you can view all equipment information

and communication in the system. Detailed information such as accessed module, serial number, firmware

version, IP address, communication status and command execution can be viewed.

Module Device Serial Number Device Name More~
The current query conditions None
("% Refresh Q) View authorized device
Module Device Serial Device Firmware Device Name  Device IP Subnat Mask Gateway Enable Status Executory Command Count
Number Address
acc CINTO600870605000 AC Ver 5.7.7.3030 Mar 23 2017 inbio460 Pro Pack 192.168.213.166 2552552550 192.168.213.1 & Cnline 16

View the authorized device information.

Communication Monitor

Click [System] > [Communication] > [Communication Monitor] to check the adms communication port

of the current server and check whether the Internet connection of the server is normal.

Adms Service Settings

Adms Service Port 3088

A The current port is for device communication service, if there

Server Side Network Condition

Whether the Internet
connection is normal
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15.4 Third Party

15.4.1 LED Device

The system integrated outsourcing LED equipment (control card: lumens 3200/4200), provides a window
to display data; it can provide customers personnel in the access area quantity statistics, real-time

information about personnel going in and out and personnel information in the area, etc.

@ Device Name Q ®

FH Basic Management

The current query conditions None

(v Refresh [ New [ Delete [#] LEDData [#] Manually defined content {2 Synchronize All Daia to Devices [ | LED Template Management = More ~
7 .
2.7} Aoy Mg Device Name IP Address Port Default Pass Screen Screen Enable Automatic LED Title Operations
Code ‘Width Height Distribute Data
ﬂu Commurication & 191 192.168.214.181 5200 255255255255 96 43 o o Edit Delete
) 2
- :.. Third Party
Intermediate Table
Line Notification
AD Management
SMS Management
i 50rowsperpage -~ JumpTo 1 /1Page  Total of 1 records

Click [System]> [Extended Management]> [LED Device]> [New]. The page is displayed as follows:
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MNew

Device Name*
IF Address®

Port* 5200

Default Pass Code* 2RE . 28K . 2RE . 2R5
Ize Template —_— v
Screen Width*

Screen Height*

LED Title

Block Mumber*

Show Time
Automatic Distribute Data 7
Delete data in device when new

Block | ayout

sovositon | 0k ~concs —

Name of the LED device.
IP address of the LED device.
The default communication port is 5200.
The default value is 255.255.255.255.
Width of the dot matrix (resolution).
Height of the dot matrix (resolution).
Select whether to display the title. If the parameter is left blank, the title is not displayed.

Number of blocks that the LED is divided into (Note that the blocks do not contain the title
and system time blocks).

It will display time on the LED screen. Once you select it, you will find two options to choose
from; Single Line and Multiline Display. Choose according to your choice.

Show Time 4

Single line display (@ Multiline display
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By default, this parameter is selected. You send data to the LED in the access
control module only when you select this parameter. Otherwise, the content to be sent needs to be
manually defined.

Delete the original data in the device when adding LED device.

k Block Layout

After you clic , the following box is displayed:

Block Layout

Block1 (1280*180)

Block2 (1280*180)

Block3 (1280*180)

Blockd (1280*180)

A‘h = :.:-I"_ n ‘ 1Y the startir

4 (77 Block Layout .‘,
[ Block1
7] Block2 From X: 0 ¥ px Width: 1280 v px
[ Block3 FromY: 0 v px Height: 180 v | px
() Blockd Font 12 v px Display Effect: Display In ¥

Begin Test B cancel
hC = J L S =

= Notes:
Parameters must be set for each block.

The height of each block must be equal to or larger than 12. Otherwise, the letters cannot be
completely displayed.

The total height of all blocks cannot be larger than the screen height.

Click a device name or [Edit] under [Operation] to go to the edit page. After editing the device, click [OK]
to save the setting.

Click a device name or [Delete] under [Operation] in the device list and click [OK] to delete the device or
click [Cancel] to cancel the operation. Select one or more devices and click [Delete] above the list and
click [OK] to delete the selected device(s) or click [Cancel] to cancel the operation.
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Select a device and click [Enable/Disable] to start/stop using the device. If the device is enabled, data is
transmitted to the device. Otherwise, no data is transmitted to the device.

Synchronize the LED block layout and LED data setting in the system to the device. Select a device, click
[Synchronize All Data To Devices], and then click [Synchronize] to synchronize the data.

Through this function you can create a template for the blocks. This template you can directly use at the
time of adding LED device. When you are adding LED device, then after defining the blocks dimensions,
you will be prompted to save the template as shown below:

Prompt

Is the current layout saved as a template?

If you save it, then this template will be displayed in the LED Template Management list as shown below:

LED Template Management

Template Number | Template Name Q,
The current query conditions: None
(v Refresh [® New (ff> Delete

Template Template Name Created Date Operations

Number

1 Test 2018-04-05 11:09:10 Edit Delete
1-1 50 rows per page + JumpTo 1 /1 Page Total of 1 records
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You can directly create the blocks by clicking on [New] in above interface.

Template Name*
Screen Width*

Screen Height*
Block Number*
LED Title

Show Time

Block Layout

Fill all the required details and save. Once saved, you will find this template at the LED device adding
interface.
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New
Device Name*
IP Address”
Port’ 5200
Default Pass Code” 255 .255 .255 .255
Use Template —eeees v
Screen Width™ Tost
Screen Height" Testt -
LED Title ‘
Block Number”
Show Time £l
Automatic Distribute Data v

Delete data in device when new

Block Layout

After you restart the device, the LED control card system will be restarted, data on the screen is cleared and
data saved in the system is restored. After the device is successfully restarted, click [Synchronize All Data
To Devices] to display all distributed content on the LED screen.

Modify the IP address of the device. The default IP address of the control card is 192.168.1.222.

Select a device and click [Manually defined content]. The page is displayed as follows:
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Manually defined content

Device Mame 192.168.214.138

enter the content

(1]

block-1 Fleas

block-2 Please enter the content

block-3 Fleaze enter the content

= Notes:
At least one block must be selected for distribution of manually defined content.

After the manually defined content is selected, the access control module cannot send data to
the LED device.

&sNotes: Contact the technical support team for intermediate table, line notification, active directory page
and other materials.
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Appendices

Common Operations

The selected personnel page in the system is as below:

Add Personnel

Last Access Reader”

Zone" S
®) Query Department
Personnel 1D | First Name Last Name Card Number Morew | Q (%)
The current query conditions: None
Alternative Selected(0)
Personnel  First Last Card Gender  Department Name Personnel  First Last Card Gender Depariment Name
D Name Name Number (o] Name Name Number
3 abc 258478 Female  Financial Department
1 abc &= General S
>
<
==
1=2 50 rows per page ~  Total of 2 records

You can select the personnel from list generated, or you can also click [More] to filter by gender or

department.
Click * to move the selected personnel in to the selected lists. If you want to cancel the movement, click

<

Click the date and time box:

Copyright©2020 ZKTeco USA LLC. All rights reserved.
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Hos/Visited * Enter the Query Condi [5/Q
Visit Department * [~

Certificate Type* D [~
Certificate No.*

First Name*

Click here to
change Month

Click here to
change Year

Visited Date” |
License Plate April 2018

Save and New ' 26: 27 28 29430 31

Click on the Year to select by clicking  or . Click the Month and Date to select directly.

® Import (take the personnel list importing as an example)
If there is a personnel file in your computer, you can Import it into the system.

1)  Click [Import]:

File Format (@) Excel () Csv
Destination File Choose File | No file chosen

Header Start Rows |:| The default is the second row.
Delimiter |:’

Fields are as follows:
File Format: Select the file format to be imported.
Destination File: Choose file to be imported.

Head Start Rows: which row is the first row to be imported.

Page |478 Copyright©2020 ZKTeco USA LLC. All rights reserved.



ZKBioSecurity V5000 2.0.0 User Manual

un

Delimiter: The delimiter of CSV format file, only “.” and “-” are available.

2) Click [Next Step]:

Database fields Importing data fields

Personnel No.* l Personnel No. v ‘
Name ‘Name v
Department Name ‘ Department v ‘
Card Number ‘ Card Number v ‘
Gender ‘Gender v, ‘
Password ‘ Password v ‘
Mobile Phone ‘ Mobile Phone v ‘
Create Time ‘ Create Time v ‘
Email Email v
Birthday l Birthday v ]
Pin exists to update the data: @ Yes ( \No

" "

3) Select the feeds to be imported to the system. “-------------- indicates the fields will not be
imported.

4) Click [Next Step]:

All data imported successfully!
Succeed: 2, Failed: 0.

Complete

The data is imported successfully.
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=Notes:

When importing department table, department name and department number must not be
empty, the parent department can be empty. Duplicated number does not affect the operation,
it can be modified manually.

When importing personnel table, personnel number is required. If the personnel number already
exists in the database, it will not be imported.

1) Click [Export]:

Export

The File Type EXCEL File A
Export Mode e All data (Can export up to 60000 data)

Select the amount of data to export (Can export up to 60000 data)
From the article 1 Strip, is derived 100 Data

2) Select the file format and export mode to be exported. Click [OK].
3) You can view the file in your local drive.

&Note: 10000 records are allowed to export by default, you can manually input as required.

Access Event Type

In [Only Card] verification mode, the person having open door levels punch
card at valid time period, open the door, and trigger the normal event.

In [Only Fingerprint] or [Card or Fingerprint] verification mode,
the person having open door levels press fingerprint at valid time period, the door is opened, and trigger
the normal event.

In [Card and Fingerprint] verification mode, the person having the open
permission, punch the card and press the fingerprint at the valid time period, and the door is opened, and
trigger the normal event.

press the exit button to open the door within the door valid time zone, and trigger this
normal event.
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indicates the normal event triggered by pressing the exit button when
the exit button is locked.

At the normal open period (set normal open period for a single
door or for first-person normally open), or through the remote normal open operation, the person having
open door permission punch effective card at the opened door to trigger this normal event.

At the normal open period (set normal open period
for a single door or for first-person normally open), or through the remote normal open operation, the
person having open door permission press the effective fingerprint at the opened door to trigger this
normal event.

In [Only Card] verification mode, the person having first-
person normally open permission, punch at the setting first-person normally open time period (the door is
closed), and trigger the normal event.

In [Only Fingerprint] or [Card plus Fingerprint]
verification mode, the person having first-person normally open permission, press the fingerprint at the
setting first-person normally open period (the door is closed), and trigger the normal event.

In [Card plus Fingerprint] verification mode, the
person having first-person normally open permission, punch the card and press the fingerprint at the
setting first-person normally open period (the door is closed), and trigger the normal event.

After the normal open time zone over, the door will close automatically.

When set the door state to normal open in the remote opening operation, this
normal event is triggered.

When Punch the valid card or use remote opening function to cancel the current
door normal open state, this normal event is triggered.

In door normal open state, punch effective card for five
times (must be the same user), or select [Disable Intraday Passage Mode Time Zone] in remote closing
operation, and this normal event is triggered.

If the intraday passage mode time zone is disabled, punch
effective card for five times (must be the same user), or select [Enable Intraday Passage Mode Time
Zone] in remote opening operation, and this normal event is triggered.

In [Only Card] verification mode, Multi-Person combination
can be used to open the door. After the last card is verified, the system triggers this normal event.

In [Only Fingerprint] or [Card plus Fingerprint]
verification mode, Multi-Person combination can be used to open the door. After the last fingerprint is
verified, the system triggers this normal event.

In [Card plus Fingerprint] verification mode,
Multi-Person combination can be used to open the door. After the last card plus fingerprint is verified, the
system triggers this normal event.
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Emergency password (also known as super password) set for the
current door can be used for door open. This normal event will be triggered after the emergency password
is verified.

If the current door is set a normally open period, the
door will open automatically after the setting start time has expired, and this normal event will be

triggered.
After linkage configuration takes effect, this normal event will be triggered.
When the user cancels the alarm of corresponding door successfully, this normal event will
be triggered.
When the user opens a door by [Remote Opening] successfully, this normal event will
be triggered.
When the user closes a door by [Remote Closing] successfully, this normal event will be
triggered.

In linkage setting, if the user selects Auxiliary Output for Output Point, selects
Open for Action Type, this normal event will be triggered when the linkage setting takes effect.

In linkage setting, if the user selects Auxiliary Output for Output Point, selects
Close for Action Type, or closes the opened auxiliary output by [Door Setting] > [Close Auxiliary Output],
this normal event will be triggered.

When the door sensor detects the door has been properly opened, triggering
this normal event.

When the door sensor detects the door has been properly closed, triggering this
normal event.

Will be triggered auxiliary input point is disconnected.
When the auxiliary input point short circuit, trigger this normal event.

Will be triggered if device starts (This event of PULL devices will not appear in real-time
monitoring and can be viewed only in event records of reports).

When the interval between two punching is less than the set time interval, this
abnormal event will be triggered.

When the interval between two fingerprints pressing is less
than the set time interval, this abnormal event will be triggered.

In [Only Card] verification mode, if the user having the door
open permission punch but not at door effective period of time, this abnormal event will be triggered.

If the user having the door open permission, press the
fingerprint but not at the door effective time period, this abnormal event will be triggered.
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If the user having the door open permission, press exit button
but not at the effective period of time, this abnormal event will be triggered.

If the user with the permission of opening the door, punches during the invalid time
zone, this abnormal event will be triggered.

If the registered card without the permission of current door is punched to open the door,
this abnormal event will be triggered.

When the anti-pass back takes effect, this abnormal event will be triggered.
When the interlocking rules take effect, this abnormal event will be triggered.

When Multi-Person combination opens the door, the card
verification before the last one (whether verified or not), this abnormal event will be triggered.

In [Only Fingerprint] or [Card or Fingerprint]
verification mode, When Multi-Person combination opens the door, the fingerprint verification before the
last one (whether verified or not), this abnormal event will be triggered.

If the current card is not registered in the system, this abnormal event will be
triggered.

If the current fingerprint is not registered or it is registered but not
synchronized with the system, this abnormal event will be triggered.

If the door sensor detects that it is expired the delay time after opened, if not
close the door, this abnormal event will be triggered.

If the person with the door access level, punches after the effective time of the access
control and cannot be verified, this abnormal event will be triggered.

If the person with the door access permission, presses fingerprint after the effective
time of the access control and cannot be verified, this abnormal event will be triggered.

If using [Card plus Password] verification mode, duress password or emergency
password to open door, this abnormal event will be triggered.

If the current door is in normal open state, but the
user cannot close it by [Remote Closing], this abnormal event will be triggered.

If the user opening door mode is inconsistent with that set for current door, this
abnormal event will be triggered.

If the background verification fails, this abnormal event will be triggered.

If the background verification succeeds, this abnormal event will be
triggered.

If no background verification result is returned in the specified period,
this abnormal event will be triggered.

When Multi-Person combination opens the door, the verification is
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failed, and triggers this abnormal event.

Use the duress password of current door for verifying successfully and
trigger this alarm event.

Use the duress fingerprint of current door for verifying successfully
and trigger this alarm event.

Use the duress password or duress fingerprint set for current door for
verifying successfully and trigger this alarm event.

Except all normal events, if the door sensor detects that the door is opened, and
this alarm event will be triggered.

This alarm event is triggered when the opened door is not locked at closing door
time.

This alarm event will be triggered when AIO device is tampered.

This alarm event will be triggered when the device is disconnected from the
server.

Inbio5 series controller events, external power down.
Inbio5 series controller event, built-in battery power-down.
Alarm event trigger when invalid card swiping five consecutively.

zNotes: The user can customize the level of each event (Normal, Abnormal, and Alarm).

Elevator Event Type

This normal event is triggered if the verification mode is associated with cards, and
a user with the floor opening right punches his/her card and passed the verification.

This normal event is triggered if a valid card is punched after a
user with the floor opening right sets the Normally Open periods for a specific floor, or sets the floor to the
Normally Open state through the remote opening floor operation.

This normal event is triggered if a fingerprint is pressed after a
user with the floor opening right sets the Normally Open periods for a specific floor, or sets the floor to the
Normally Open state through the remote opening floor operation.

This normal event is triggered if a user remotely releases a button successfully.
This normal event is triggered if a user remotely locks a button successfully.

This normal event is triggered if a user performs this
operation on the Remotely Release Button page when a floor is in Normally Open state.
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This normal event is triggered if the user performs this
operation on the Remotely Lock Button page when the Normally Open periods of the floor are prohibited
on the day.

This normal event is triggered if a user with the button releasing right presses
his/her fingerprint in the "Card or fingerprint" verification mode and the verification is passed.

This normal event is triggered if a fingerprint is
pressed after a user with the floor opening right sets the Normally Open periods for a specific door, or sets
the door to the Normally Open state through the remote opening door operation.

When the preset Normally Open period arrives, the button is
automatically locked.

This normal event is triggered if a user selects the continuously releasing
button to set the button in continuously released state on the page for remotely opening the floor.

This normal event is trigger upon startup of the device. (This event will not appear in the
real-time monitoring, and can only be viewed through the event records in the report.)

This normal event is triggered if a user with the button releasing right presses the
password in the "Password only" or "Card or fingerprint" verification mode and the verification is passed.

This normal event is triggered if the super user remotely releases a button
successfully.

Release all buttons in the case of emergency so that users can select floors.

This normal event is triggered if the super user remotely closes floors (locks the
buttons) successfully.

Restart the elevator control function.
Temporarily disable the elevator control function.
This normal event is triggered if the auxiliary input point is disconnected.

This normal event is triggered if the auxiliary input point is short circuited.

This abnormal event is triggered if the actual interval between two times of
card punching is smaller than the interval that is set for this floor.

This abnormal event is triggered if the actual interval between two
times of fingerprint pressing is smaller than the interval that is set for this floor.

This abnormal event is triggered if the verification mode is
associated with cards, and a user with the floor opening right punches his/her card beyond the effective
periods.

This abnormal event is triggered if a user with the floor opening right punches his/her
card beyond the effective periods.
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This abnormal event is triggered if a registered card is punched before the elevator control
right of the current floor is set for this card.

This event is triggered if the current card number is not registered in the system yet.

This event is triggered if a person, for whom the elevator control effective time is set,
punches his/her card beyond the elevator control effective periods and verification fails.

This event is triggered if a person, for whom the elevator control effective time is set,
presses his/her fingerprint beyond the elevator control effective periods and verification fails.

This event is triggered if the verification mode is associated with the password and the
password verification fails.

This event is triggered if the current fingerprint is not registered in the system or
has been registered but not synchronized to the device.

This abnormal event is triggered if a user with the floor
opening right presses his/her fingerprint beyond the effective periods of the floor.

This abnormal event is triggered if the current floor is in
Normally Open state and the button cannot be locked by performing the Remotely Locking Button
operation.

This abnormal event is triggered if a card is punched and the Wiegand format of
this card is incorrectly set.

zNote: User can self-define the level of each event (hormal, abnormal and alarm).

Offline Elevator Control Manual

To use offline elevator control mode, you must use an offline elevator control license.

Offline Elevator Device

Add the offline elevator control device to facilitate user management of device in the software. Among
them, rights management is the same as online elevator control, offline elevator control module does not
support most of the functions, such as synchronization data, equipment monitoring, real-time monitoring.
Compared with the online elevator control, the following functions are missing: event type, device
monitoring, real-time monitoring, holidays, global linkage, all records, all abnormal records, currently only
supports synchronization time and modify button open duration and card writing operation.

New offline elevator devices:
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® System authorization

3.1.5.0_R Details r/
Package Bits [
%86 < I /
License Information ( License ID : 8525 ) Details ZAA _ )
Item Status Available/Total Points Expiration Date
Access Activated 94/100Door(s)(Include max 15 PULL Device{s'ﬁ/ 201 9‘_-54-04
Attendance Activated 9/10T&A Terminal(s); 10/10LPR Camﬁa(s); 10/10Door(s) 2019-04-04
Elevator(Offine)  Activated 9/10Device(s) 2019-D4-04
Hotel Activated 5/30Points - . . : 2019-04-04
Visitor Activated 6/10Entries 2000Visitors/Month - 2019-04-04
Parking(Door) Activated 1Dt10Poinl_rs C 2019-04-04
Patrol Activated //GH OPoints — 2019-04-04
Video Activated " 10/10Channel(s) (Support onvi 2019-04-04
Activation / //'

: 3 ofmi oo onii —Cancel
Reinstall the system /
£ - | P S0, e
The browsers which we recommended
Internet Explorer 11+/Firefox 27+/Chrome 33+
Monitor resolution %

ZK T Commant2018

After offline elevator control is authorized, the default software and device mode in elevator parameter

setting is offline and cannot be changed.
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Elevator Device Device mode

(@) Offine
Elevator

Card

Time Zones

Elevator Levels

Set Access By Levels

Set Access By Person

Set Access By Department

Click [Elevator Device] > [Device] > [New] on the Action Menu, the following interface will be shown:
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New
Device Name* |
Device Number® (Range1-254)
Firmware Version® ACVer 7.0.0 Jul 1 201: ﬂ
Number of Expansion 0 ﬂ

Board

Each expansion board relay 16
number

Area® Area Name

Any character, up to a combination of 20 characters.
Range 1 ~ 254, the machine number cannot be repeated.
Firmware version number of elevator control device.
Expands the number of floors that the elevator control device can control.
16 relays per expansion board.

Specify areas of devices. After Area Setting, devices (doors) can be filtered by area upon Real-Time

Monitoring.

#Note: When adding a device, the device number in the software should be the same as the 485 address
setting number on the device.

Click [Elevator Device] > [Device] > [Synchronize Time] on the Action Menu, the following interface will

be shown:
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Synchronize Time* 2017-11-30 17:24:48

'\ Swipe the card on the reader of the controller, the reader will
synchronize the time from the card.

Total Progress

[ |
~
W

Synchronize device time with current server time.

® Modify Button Open Duration

Click [Elevator Device] > [Device] > [Modify Button Open Duration] on the Action Menu, the following
interface will be shown:

Selected Device
Controller : 1

Button Open Duration” | Fecmumzﬁ-n
Start Time* 2017-11-30 17:26:39 End Time* 2017-12-10 17:26:39

Total Progress

[ |

(e
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It is used to control the time period to press floor button after verification. The
default value is 5 seconds; the range is 0~254 seconds.

Initialize Card

Users can initialize the card to restore the default password and sector operation.

Click [Elevator Device] > [Card] > [Initialize Card] on the Action Menu, the following interface will be
shown:

Initialize card

Total Progress

Write Card

Write device number, personnel ID, personnel password, personnel authority, start time, end time, card
number (calculated logic card number) and other related information to the card.

Click [Elevator Device] > [Card] > [Write Card] on the Action Menu, the following interface will be shown:
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‘Write Card
First Name Come
Last Mame
Personnel ID* 2
Card Number* 55855858
Start Time*
End Time*

Total Progress

The maximum length cannot exceed 50, does not support comma; value sources
Personnel field, cannot add, modify, delete.

The default maximum length of personnel ID is 9, the effective range is 1-799999999, which
can be configured according to the actual situation. Value sources Personnel field, cannot be added,
modified or deleted.

Card number cannot be repeated, the maximum length of 10; value sources Personnel field,
cannot add, modify, delete.

The effective starting time of the card; value sources Personnel field, cannot add, modify,
delete.

The effective cut-off time of the card; value sources Personnel field, cannot add, modify, delete.

zNote: Personnel related authority (elevator levels), card number and related data can only be written
when the personnel editing page is completely filled in. The card number is calculated logical card number;
the logical card number stored in the database shall prevail.

Write management card

Management card is mainly used to loss and revert card. When the card is lost or reverted, you need to
write the card information into the management card, thus loss and revert card take effect.

Click [Elevator Device] > [Card] > [Write management card] on the Action Menu, the following interface
will be shown:
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Write management card
Loss Card”™
Revert card”
Start Time* 2017-11-29 17:38:21
End Time* 20171210 17:38:21

Total Progress

Management card is used to write the loss and revert card data in the software
system to the management card and then loss and revert card by brushing the management card on the

device.
Lost Card collection, drop-down selection.
Revert Card collection, drop-down selection.
The effective starting time of the card; value sources Personnel field, cannot add, modify,
delete.

The effective deadline of the card; value sources Personnel field, cannot add, modify, delete.

Personnel System - Card

Check the list of cards in the system and batch issue card, assigning cards to personnel.

Click [Personnel] > [Card Manage] > [Card] > [Batch Issue Card]:
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Batch Issue Card

Start Personnel 1D End Personnel ID Ganerate [jst
Card Enrolinnent Method put Card Mumbser OK Clear
Davina
Mumber of Parsons with Mo Cand Issued:l Mumber of Izsued Cards:0
Personnal ID  First Mame Last Mame Department Mams Murmber Personnel First Mame LastName Deparment Card Number
D Mame

USB Reader or device.

It can be generated by swiping an ID card on the USB reader and device, or entering
it manually. The card manually entered may be IC card.

Click [Personnel] > [Card Manage] > [Card] > [Report Lost Card]:

#sNote: Report Lost Card is applicable to all functional modules, not to the offline elevator module. After
the report of loss, the status of the card becomes invalid but not written into the management card. Need
to write management card in the appropriate module, such as offline elevator control module [Write
management card] ([Elevator Device] > [Card] > [Write management card]).

Click [Personnel] > [Card Manage] > [Card] > [Reactivate Lost Card]:

#Note: Reactivate Lost Card is applicable to all functional modules, not to the offline elevator module.
After reactivating lost card, the status of the card becomes valid but not written into the management
card. Need to write management card in the appropriate module, such as offline elevator control module
[Write management card] ([Elevator Device] > [Card] > [Write management card]).
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FAQs

Connect the card issuer to PC through USB port, and then select individual personnel card issue or
batch card issue. Move the cursor to the card number input box, and punch the card on the card issuer,
then the card number will be automatically shown in the input box.

Role setting has the following uses: 1. To set unified level for the same type of users newly added, just
directly select this role when adding users; 2. When setting system reminder and determine which roles
can be viewed.

First, create a new role in system setting and configure the functions to be used for this role. Then add a
user, set user information, and select the user’s role, thus adding a new account. For other accounts, do the
same.

This problem occurs because that Server 2003 has [Security Configuration Option] settings. If you
want to access the system, please configure it as follows: click Start - Control Panel - Add or Remove
Program, select [Add and remove Windows components] in the interface and click [Internet Explorer
Enhanced Security Configuration] option, cancel the tick before it. Then click [Next] to remove it from
the system. Open the system again the browser will access the system properly.

Please check the system environment variables, please go to Properties > Advanced to set
the environment variables as “C)\Program Files\ZKBioSecurity3.0\MainResource\postgresql\bin:”.
“C:\Program Files” is the system installation path, you can modify by your actual situation.

There are several reasons: The system version is too high or too low, or the database has
been damaged, you need to follow the prompts to change the system version or repair the system, re-
install the database.
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END-USER LICENSE AGREEMENT

Important - read carefully:

This End-User License Agreement ("EULA") is a legal agreement between you (either an individual or a
single entity) and the mentioned author of this Software for the software product identified above, which
includes computer software and may include associated media, printed materials, and "online" or
electronic documentation ("SOFTWARE PRODUCT"). By installing, copying, or otherwise using the
SOFTWARE PRODUCT, you agree to be bound by the terms of this EULA. If you do not agree to the terms of
this EULA, do not install or use the SOFTWARE PRODUCT.

SOFTWARE PRODUCT LICENSE

The SOFTWARE PRODUCT is protected by copyright laws and international copyright treaties, as well as
other intellectual property laws and treaties. The SOFTWARE PRODUCT is licensed, not sold.

1. GRANT OF LICENSE. This EULA grants you the following rights: Installation and Use. You may install and
use an unlimited number of copies of the SOFTWARE PRODUCT.

Reproduction and Distribution. You may reproduce and distribute an unlimited number of copies of the
SOFTWARE PRODUCT; provided that each copy shall be a true and complete copy, including all copyright
and trademark notices, and shall be accompanied by a copy of this EULA. Copies of the SOFTWARE
PRODUCT may be distributed as a standalone product or included with your own product.

2. DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS.

Limitations on Reverse Engineering, Recompilation, and Disassembly. You may not reverse engineer,
decompile, or disassemble the SOFTWARE PRODUCT, except and only to the extent that such activity is
expressly permitted by applicable law notwithstanding this limitation.

Separation of Components.

The SOFTWARE PRODUCT is licensed as a single product. Its component parts may not be separated for
use on more than one computer.

Software Transfer.

You may permanently transfer all of your rights under this EULA, provided the recipient agrees to the
terms of this EULA.

Termination.

Without prejudice to any other rights, the Author of this Software may terminate this EULA if you fail to
comply with the terms and conditions of this EULA. In such event, you must destroy all copies of the
SOFTWARE PRODUCT and all of its component parts.

Distribution.

The SOFTWARE PRODUCT may not be sold or be included in a product or package which intends to
receive benefits through the inclusion of the SOFTWARE PRODUCT. The SOFTWARE PRODUCT may be
included in any free or non-profit packages or products.
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3. COPYRIGHT.

All title and copyrights in and to the SOFTWARE PRODUCT(including but not limited to any images,
photographs, animations, video, audio, music, text, and "applets" incorporated into the SOFTWARE
PRODUCT), the accompanying printed materials, and any copies of the SOFTWARE PRODUCT are owned
by the Author of this Software. The SOFTWARE PRODUCT is protected by copyright laws and international
treaty provisions. Therefore, you must treat the SOFTWARE PRODUCT like any other copyrighted material
except that you may install the SOFTWARE PRODUCT on a single computer provided you keep the original
solely for backup or archival purposes.

LIMITED WARRANTY
NO WARRANTIES.

The Author of this Software expressly disclaims any warranty for the SOFTWARE PRODUCT. The SOFTWARE
PRODUCT and any related documentation is provided "as is" without warranty of any kind, either express
or implied, including, without limitation, the implied warranties or merchantability, fitness for a particular
purpose, or no infringement. The entire risk arising out of use or performance of the SOFTWARE PRODUCT
remains with you.

NO LIABILITY FOR DAMAGES.

In no event shall the author of this Software be liable for any damages whatsoever (including, without
limitation, damages for loss of business profits, business interruption, loss of business information, or any
other pecuniary loss) arising out of the use of or inability to use this product, even if the Author of this
Software has been advised of the possibility of such damages.

Acknowledgment of Agreement.

| have carefully read and understand this Agreement, ZKTeco, Inc.’s Privacy Policy Statement.
If YOU ACCEPT the terms of this Agreement:

I acknowledge and understand that by ACCEPTING the terms of this Agreement.

IF YOU DO NOT ACCEPT the terms of this Agreement.

I acknowledge and understand that by refusing to accept these terms, | have rejected this license
agreement and therefore have no legal right to install, use, or copy this Product or the Licensed Software
that it incorporates.
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